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Case Study: IDT" PAX.port” 2500
content inspection engine (CIE) and
Intel® IXP2400 network processor

New Ways to Alleviate the Content Inspection Bottleneck in

Security Systems

Summary

Can “off-the-shelf” processors achieve better
throughput than custom-built ASICs in intrusion
detection/prevention systems? That’s the
question posed by IDT in its mission to
accelerate packet processing while helping
developers cut time-to-market and lower
development costs.

Content inspection being the primary role of
security solutions, it has become a serious
performance bottleneck, subject to growing
pressure from an ever-increasing volume of
network traffic and the evolving complexity of
risks. To increase overall throughput, designers
typically use custom ASICs or combine several
processors in a single system. Both tactics
require costly, time-consuming development
resources, and offer little flexibility to adapt to
new threats.

This case study illustrates the capabilities of a
discrete content inspection engine working in
conjunction with a network processor in
intrusion detection and prevention systems.
In this example, the IDT* PAX.port* 2500
content inspection engine and Intel® IXP2400
network processor combine to achieve as
much as 2 Gbps throughput with minimal
extra development effort.

Background: The Content
Inspection Bottleneck

Providing network security today is much more
difficult than it was even just a year ago.
Networks employ an intricate combination of
hardware and software layers in a never-ending
effort to buffer themselves from attacks.

The first — and perhaps most critical — function of
any security system is classification and content
inspection. All traffic must pass through this filter.
Yet content inspection consumes an enormous
amount of processing bandwidth because of

the complex algorithms and large memory
required for this function. Even the most
powerful systems face the same issue: content
inspection can become a serious bottleneck.

The performance cost can be significant.
Application-layer security systems have many
critical functional components beyond just
signature detection. For example, typically
flow management, statistics, access control
lists, network address translation, and traffic
management must be implemented, just to
name a few. However, if the bulk of a system’s



“We believe using
an IDT content
inspection engine
with an Intel IXP2400
network processor
for application-layer
processing can cut
development costs
and reduce time-to-
market by more than
50 percent each.”

Mark Orthodoxou
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processing resources are committed to content
inspection, there is little headroom to perform

these other functions at line rate. Slower system
performance and decreased effectiveness can result.

The Challenge: Eliminate
the Bottleneck

To mitigate the content inspection bottleneck,
many developers turn to custom-designed ASICs
to achieve the throughput necessary for today’s
security systems. But such performance gains
come with a huge price: the time and cost spent
in development can be very high, and ASICs lack
the flexibility needed to adapt to new threats.

Multi-chip solutions can boost throughput, but the
price of these configurations is also high: using
more board space reduces the versatility of such
solutions, and it takes more development time to
integrate these systems. Since most general
purpose CPUs deliver less than 200 Mbps of
throughput, imagine how many chips would be
required to achieve 2 Gbps?

Matching the high-performance levels of ASICs,
programmable network processors offer a more
cost-effective, flexible alternative. However, the
content inspection function can quickly consume
the majority of processing resources, leaving little
headroom to support additional features in
emerging, high-performance applications.

In other words, for developers of intrusion detection
and prevention systems, eliminating the bottleneck
is a multifaceted challenge:

Content inspection must be done at
near-line speeds;

Overall system throughput must also be fast,
unaffected by the bandwidth-intensive content
inspection function;

Highly complex algorithms must be adaptable
to new threats;

Development time and costs must be kept
low; and

Time-to-market must be fast in the highly
competitive security segment.

The Solution: NPU + CIE

According to IDT and Intel, the relatively simple
combination of an IDT PAX.port 2500 content
inspection engine (CIE) and an Intel IXP2400
network processor (NPU) can achieve line speed
throughput for application-layer threat detection as
required by next generation intrusion detection
systems. In fact, application performance can
increase by as much as 2000%. (See “Proof of
Concept Test Results” below.)

IDT has built its worldwide business on the premise
that there is significant benefit to using preemptive
semiconductor solutions to accelerate packet
processing for advanced network services — network
security applications being one such segment.

“While it's possible to develop custom silicon that
will accelerate packet processing, it is so much
more time and cost-efficient to achieve these

results with off-the-shelf solutions,” explains Mark
Orthodoxou, product manager at IDT. “Based on
our proof-of-concept evaluations, we believe using
an IDT CIE with an Intel IXP2400 network processor
for application-layer processing can cut development
costs and reduce time-to-market by more than 50
percent each.”

This highly efficient co-processing combination can
eliminate the need for one or more other
components on an intrusion detection system board
that would otherwise do the same job at a slower
performance grade. Therefore, the IDT CIE/Intel NPU
combination can significantly reduce the total cost
for each Mbps throughput of an overall IDS system.

Together, the PAX.port 2500 CIE and the Intel
XP2400 NPU address many of the challenges put
forth by the content inspection bottleneck introduced
by next-generation security requirements:

Line speeds are achieved by offloading the
content inspection function from the NPU;

Throughput of 2Gbps can be sustained, without
dropped packets, enabling the overall system to
perform at optimum rates while still maintaining
application processing headroom;

Both the IDT CIE and Intel IXP2400 network
processor are fully programmable, enabling the
solution to be adapted to new threats. The IDT
CIE software provides policy flexibility and easy
program changes;
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“In addition to
outstanding
performance
capabilities, Intel
network processors
offer compatible
interfaces, good
development
tools, a proven
track record of
strong customer
support, and
programming
flexibility — all
essential features
for a successful
network security
solution.”

Mark Orthodoxou
Product Manager at IDT

The IDT CIE and Intel IXP2400 network
processor are both development-ready,

with standards-based glueless interfaces,
comprehensive development tools, policy-based
software and a broad range of complementary
technology from third-party software, silicon and
board vendors. These “off-the-shelf” features
enable rapid time-to-market and can significantly
reduce development time and costs.

Why Intel? “Network processor technology is an
attractive alternative to custom hardware design
and Intel is clearly a leader in this area,” says
Orthodoxou. “In addition to outstanding
performance capabilities, Intel network processors
offer compatible interfaces, good development
tools, a proven track record of strong customer
support, and programming flexibility — all essential
features for a successful network security solution.”

Why IDT? IDT offers several CIE products that
support a variety of glueless interfaces to Intel
network processors and support both streaming
and look-aside configurations to those NPUs.

IDT also has a proven track record for customer
support and extensive experience in solving content
inspection problems. “Performance requirements for
robust intrusion detection continue to grow rapidly,”
explains Doug Davis, general manager, Intel
Network Processor Division. “The combination of
Intel network processors and IDT content
inspection engines provides OEMs with a broad
range of options for deploying secure applications.”

Proof-of-Concept Test Results

To demonstrate the impact of offloading content
inspection from the NPU, IDT conducted a “proof-
of-concept” test using the Intel IXDP2400
development platform and the PAX.ware* 2500i
daughter card running an adapted implementation
of the detection block of SNORT* 1.9 IDS. The
goal: to prove that offloading the content inspection
component of SNORT 1.9 from the Intel IXP2400
network processor to an IDT PAX.port 2500 content
inspection engine would significantly improve the
performance of the application without packet loss.

As conducted, the test ran the equivalent of most of
the detection block of SNORT 1.9, using 400 rules
from the Arachnids* database. The test used a
handcrafted data stream, including 50 attack

packets and 250,000 filler packets. Attack packets
averaged 140 bytes in length and filler packets were
all the same 400-byte HTTP packet; the filler packet
was designed to be a very difficult packet for
content inspection algorithms.

Excluded from the test due to time constraints

and hardware limitations imposed by a flow-through
configuration were: stateful protocol classification,
flow re-assembly, and HTTP and other protocol
pre-processors.

The IDT" PAX.port” 2500 CIE

The PAX.port* 2500 content inspection engine is
an application-specific standard product (ASSP)
content inspection engine with streaming
interfaces. The 16-channel device is optimized
for full Layer-7 content inspection and regular
expression matching at OC-48 line rates. The
form factor of the IDT PAX.port 2500 content
inspection engine is 40x40mm packaged in an
856-ball BGA.

The IDT PAX.ware* 2500i offering is a dual
Gigabit Ethernet classification evaluation system.
The PAX.ware 2500i card connects as a media
interface card to the Intel® IXMB2400 baseboard
of the Intel® IXDP2400 Advanced Development
Platform. Packet traffic is provided to the
PAX.ware 2500i evaluation system by external
test equipment or by the Intel IXDP2400
development platform using a loop-back cable.

The PAX.port 2500 CIE in the PAX.ware 2500i
system classifies packets, adding an identification
tag and an optional parsed subset of the packet
known as a digest. This information is pre-pended
to the packet and is processed by the Intel
IXP2400 network processor, which performs all
other processing functions such as packet
modification, statistics gathering and traffic
shaping.

The PAX.port 2500 CIE software allows
developers to specify policies and identify a
guaranteed throughput variable. The software
then translates these policies in hardware so as
to minimize the development work necessary to
optimize algorithms in the system, significantly
reducing time-to-market.






