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2.1

Introduction

Processor and platform advances, along with progress in operating systems and
applications, have spurred data centers to q®uickly adopt 10 Gigabit Ethernet (10 GbE)
as the standard for interconnects. The Intel® Ethernet Server Adapter X520 family of
adapters introduces numerous industry-leading features that are helping data center
administrators implement innovative solutions for difficult and challenging connectivity
problems. I/0 Virtualization is one of the fastest growing usage models within the data
center. The X520 family of adapters provides the ability to create Virtual Functions
(VFs) that are identical instantiations of the Physical Functions (PFs). VFs are capable
of providing 10 GbE connectivity to Virtual Machines (VMs) within a virtualized
operating system framework. This document shows how to make use of VFs using
Citrix XenServer* 6.0.

Hardware Requirements

e An Intel® Ethernet X520 Server Adapter

e A server platform that supports Intel® Virtualization Technology for Directed I/0
(VT-d) and the PCI-SIG* Single Root I/0 Virtualization and Sharing (SR-IOV)
specification1

e A server platform with an available PCI Express*:X8 5.0 Gb/s (Gen2) slot

Software Requirements

o Citrix XenServer* 6.0

Installation and Configuration

1. Install the Intel® Ethernet X520 server adapter in an available PCI-Express x8 slot.
(Ensure that the x8 slot is electrically connected as a x8; some slots are physically
x8 but electrically support only x4. Verify this with your server manufacturer or
system documentation.)

2. Power up the server.

3. Enter the server's BIOS setup and make sure the virtualization technology and
Intel® VT-d features are enabled.

4. Install Citrix XenServer 6.0.

5. Log in to the newly-installed Citrix XenServer operating system using the Citrix
XenCenter application.

Enabling I/0 Memory Management Unit (IOMMU)

I/0 Memory Management Unit (IOMMU) support is not enabled by default in Citrix
XenServer 6.0. IOMMU support is required for a VF to function properly when assigned
to a VM. The following kernel boot parameters are required to enable IOMMU support
for the Citrix XenServer 6.0 kernel:

iommu=1

This parameter can be appended to the kernel boot entry by executing the following
command at the XenServer console. See Figure 1.

/opt/xensource/libexec/xen-cmdline --set-xen iommu=1
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@ root@xensepserhi-

Figure 1. Enabling “iommu” by Appending It to the Boot Kernel Entry

Figure 1 shows the contents of the /boot/extlinux.conf file. Reboot the server for
the iommu change to take effect (required).

Upon a successful server reboot, use the dmesg command at the XenServer console to
confirm iommu is successfully initialized. See Figure 2.
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Figure 2. XenServer Console Display Showing Successful “iommu” Initialization

2.2 Intel® X520 Ethernet Server Adapter Driver Configuration

1. Citrix XenServer 6.0 includes the X520 Server Adapter driver. XenServer loads the
driver at boot time and creates 40 virtual functions (VFs) per port by default. The
X520 Server Adapter supports up to 63 VFs per port.

2. The number of VFs created can be adjusted by using the ixgbe driver load-time
parameter called "max_vfs.” This parameter is located in the driver configuration
file called "ixgbe.” The "ixgbe" file is located in the /etc/modprobe.d/ folder in
Citrix XenServer 6.0. Figure 3 shows the default ixgbe configuration file contents:



Figure 3.

Figure 4.
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Default Contents of the “ixgbe” Configuration File

Any warnings, errors and information messages during the ixgbe driver load are
logged in the /var/log/messages file. It is a good practice to review this file to confirm
that the driver loaded successfully without warnings or errors.

Use the 1spci command to confirm that the VF was successfully created. An example
entry:

#lspci | grep 82599

Figure 4 shows the results of this command.

E
E
E
E
E
E
E
E
E
E
i
i
i
i
i
i
3

VFs Per Port: Bus #, Device #, and Function #

Figure 4 shows the VFs per port for the X520 Server Adapter. Each VF is identified by
an unique bus, device, and function number. In the example, the first VF is assigned
Bus #3, Device #10, Function #0. VFs ending with an even function number belong to
PF 0, that is, port 0. VFs ending with an odd function number belong to PF 1, that is,
port 1.

Preparing Virtual Functions for Assignment

Citrix XenServer 6.0 requires SR-IOV-compliant, X520 Server Adapter-based Virtual
Devices (VFs) not to be claimed by the Xen Domain-0 if the VFs are intended to be
assigned to Virtual Machines. VF bus, device and function numbers are required for
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preparing VFs for Virtual Machine assignment. Execute the following two commands at
the XenServer console for each VF that is intended for Virtual Machine assignment. See
Figure 5.

echo 0000:03:10.2 > /sys/bus/pci/drivers/pciback/new slot

echo 0000:03:10.2 > /sys/bus/pci/drivers/pciback/bind

2 root@renserverti/sys/bus/pei/drivers/pcibac [P=TE

4 Lm

Figure 5. Results of new_slot and bind Commands With Link Node Information for the
VF Identified by Bus #3, Device #10, and Function #2

Figure 5 also shows the link node for the VF identified by Bus # 3, Device # 10 and
Function #2 that was created as a result of the commands. Citrix XenServer 6.0 will
create these nodes for all the VFs that are intended for VM assignment

Note: Intel strongly recommends creating a script with the two commands above for all the
VFs that are intended for VM assignment. This script should run every time XenServer
is rebooted.

Use the following command to see available VFs and their identification attributes for
assignment to a Virtual Machine.

#x1 pci-list-assignable

root@xenserverbi/sys/bus/p

Figure 6. Display Showing Available VFs and Their ID Attributes
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Figure 6 above shows the list of VFs that are available for assignment to Virtual
Machines and their respective bus, device and function numbers.

Virtual Machine Installation and Configuration

Citrix XenServer 6.0 includes tools for creating and managing VMs. These tools offer
both Command Line Interface (CLI) and Graphical User Interface (GUI). Citrix
XenCenter is a GUI tool for creating and managing VMs.

1. Use Citrix XenCenter to create a VM.

2. Install the operating system of choice on the newly created VM. For the purposes of
this document, Red Hat Enterprise Linux* was installed in the VM. See Figure 7 for
an example:

File View Pool Sever UM Storage Templates Tools Window Help

Q) Bock - () Forward - | [Zh AddNew sever | Bl New Poal NewStorage ] NewvM | () shutDown () Reboot ([} suspend s NoSystem Alets _

Show: | Server View Lx||B RHELS Loggedinas: Local root account |
;

= @ XenCenter | | ing] Console | A e
= [ xenservers
[ centosé DVD Drive 1: R R M Eiect Looking for guest console... I
[ fedorals

[y reeLs] #® spplications Places System w &= z @ (D] Thu Dec 8, 5:20AM root
[ ubuntu

[ ubuntull

£ DVD drives

& isos

Local storage

{55 Removable storage
fg wahmad-lab

XenServer Tools

Send Ctrl+Alt-Del (Ctrl+Alt+Insert) [ Scale

&=y

@ Undock (Alt+Shift+U) ] | [ Fullscreen (Ctrl+Enter)

Red Hat Enterprise Linux* Installation Example

3. Citrix XenCenter doesn't provide a method via the GUI to assign PCI devices to
Virtual Machines. Use the XenServer console commands below to list all available
Virtual Machines and to assign VFs to a VM.

#x1 list-vm

#xe vm-param-add other-config:pci=0/0000:03:10.0 uuid=bdf5...
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BB root@xenserveri~ =SB T

10.0 unid=h

Figure 8. List of VMs, VFs Available, and Assignment to VM “"RHEL6"”

Figure 8 above shows the list of Virtual Machines configured on the server, the list
of VFs available for assignment and subsequent VF assignment to Virtual Machine
named "RHEL6.”

4. Power up the RHEL6 VM. Log into the VM using the credentials created during the
VM installation process. The VM must be powered down and powered back up in
case the VF assignment took place while the VM was running.

5. Open the Linux Terminal. Use the Linux 1spci utility to confirm that the assigned
VF is visible within the VM's PCI-Express hierarchy. See Figure 9:

11
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@ Applications Places System @& & [4 - @ ) ThuDec 8, 5:22AM root

root's Home

File Edit View Search Terminal Help
[root@localhost Desktopl# lspci
st bridge: Intel Corporation
Intel Corporatio
1 [Natoma/T
r USE [Natoma/Triton
AE/EB/MB PIIX4 ACPI (rev 01)
ibl ntr ( us Logic
storage control Xer r TRy atform Device (rev
Ethernet controller: 1tel Corporation 82599 Ethernet Controller
(rev 01)
[root@localhost Desktopl# I

@ root@localhost:~/Des... | o] ]

Send Ctrl+Alt+Del (Ctrl+ Alt+Insert) ] [] Scale @Redock (Alt+Shift+ ) ] | l Fullscreen (Ctrl+Enter)

Figure 9. Linux Terminal Running the “1spci” Utility

6. Use the Linux 1smod utility to confirm that the driver for the VF has loaded
successfully, as shown in Figure 10:

12
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Figure 10.

@ ) ThuDec 8, 5:25AM root

root@localhost:~/Desktop

File Edit View Search Terminal Help
[root@localhost Desktopl#
[root@localhost Desktopl#
[root@localhost Desktopl# lsmod grep i

Used by

40

fcoe

2 fcoe,libfcoe

). froe,; libfc

1 scsi_transport_fc

1 dm mirror
or,dm_region_hash

[root@localhost Desktopl# I

: root@localhost:~/Des... | D@ [

l Send Ctrl+Alt+Del (Ctrl+ Alt+Insert) ] [ Scale @Redock (Alt+Shift+U) ] | lFuuscreen (Ctrl+Enter) ]

Linux Terminal Using “1smod” Utility to Show Successful Driver Load

7. Use the Linux ifconfig utility to confirm that the newly assigned VF is ready for use

(Figure 11).

13
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@ Applications Places System @& & [7 @ aﬂnﬁ Thu Dec 8, 5:27AM root

root@localhost:~/Desktop

File Edit View Search Terminal Help
[root@localhost Desktopl#
[root@localhost Desktopl#
[root@localhost Desktopl# i
ethl Link encap:Etl 1
inet addr:1 f.":.": Bocast:192.168.33.255 Mask:255
inet6 addr: 80:: :7£27/64 Scope:Link
UF BROADCAS i
BX packets:“
TX packets:0 st cl:oppecl:"
collisions:0 txgueuele 000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link E:-cap:l_oca'_ Loopback
inet addr:127 1 Mask:255.0.0.0
inetf add“'

TX packets: H :0 ov uns:0
collisions:0 1 1
RX bytes:1184 (1.1 E IX bytes:1184 (1.1 KiB

[root@localhost Desktopl#

K @ root@localhost:~/Des... | =

l Send Ctrl+Alt+Del (Ctrl+Alt+Insert) ] [ Scale hﬁ Redock (Alt+Shift+U) ] | l Fullscreen (Ctrl+Enter) ]

Figure 11. Linux Terminal Using “ifconfig” Utility Confirming Assigned VF Is Ready

The VF can be configured for DHCP or static IP address assignment. The VF is
ready to communicate once it has an IP address assigned.

2.5 Enabling Hot-Plug Device Support

Hot plug device assignment to Virtual Machines is not enabled by default in Citrix
XenServer 6.0. It is possible to enable hot pluggable device assignment support to
Virtual Machines in XenServer 6.0. Citrix doesn't support this feature at this time; use
this feature at your own risk.

1. Hot plug device assignment can be enabled by editing the "gemu-dm-wrapper" file
that is located in the /opt/xensource.libexec/ folder. Add the following line in "def
main (argv) :" function, as shown in Figure 12:

14
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from resource import getriimif,.RLIHIT_CGHE, setrlinit

limit = 64 = 1024 = 1024

oldlimits = getrlimit(RLIMIT_CORE)
setrlimit(RLIMIT_CORE, (limit, oldlimits[11))
return limit

def main(argu):
import os

gemu_enu = os.environ

genu_dm = ' susrslibsxensbinsgenu-dm’

domid = int(argulll)

gemu_args = ['gemu—dm—xd’#domnid] + argul2:]

genu_args .append ("-priv")jj

if is_sdk() is True:
return fake_dm(domid)

print “gemu-dm-wrapper in python:"
print "Using domid: #d" » domid

print “Arguments: xs Y. join(argull:1)
INSERT —-

| Send Ctrl+Alt+Del (Ctrl+Alt+Insert) | /| Scale | ’:%:’ Redock (Alt+Shift+ L) | | Fullscreen (Ctrl+Enter) |

Figure 12. Amending the "def main(argv):" Function

2. Use the XenServer console commands below to list all available Virtual Machines

and to assign desired VF to a VM of choice.
x1 list-vm

x]1 pci-attach 1 0000:03:10.6

15
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[root@xenservert ~ 1

[root@xenservert = 1#

[root@xenservert ~1# x1 pci-attach

sage: x1 [-ul pci-attach <Domain> <BDF> [Virtual Slotl]

Insert a new pass-through pci device.

[root@xenserverbt ~ 1#

[root@xenserverbt = 1#

[root@xenservert ~1# x1 pci-attach 1 0000:03:10.6

libx1: error: libxl_pci.c:?49:1ibx]l_device_pci_reset The kernel doesn’t support

reset from sysfs for PCI device 0000:03:10.6
[root@xenservert ~ 1t [

7] Scale || i Redock (Alt=Shift=U) | ‘Fu\lscreen (Ctrl+Enter) ‘

| send Ctrl+ Alt Del (Ctrl+ AltsTnsert) |

VF (Bus #3, Device #10, and Function #6) Assigned to VM Domain ID #1

Figure 13 shows VF represented by Bus#3, Device#10 and Function#6 assigned to
VM domain ID#1. Error message "1ibx1l: error:" can be safely ignored. This
error doesn't affect VM or VF's functionality.

3. Use the XenServer console command below to verify VF assignment.

x]l pci-list 1
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Figure 14.

3.0

4.0

5.0

(8 serservers sener oo R - |

[root@xenservert ~ 1#
[root@xenservert ~ 1#
[root@xenserverb = 1#
[root@xenserverb ~1# x1 list

ID Mem UCPUs State Time(s)
0 477 4 142 .4
1 1023 1

[root@xenserverbt ~ 1

[root@xenserverb ~1#

[root@xenservert ~1# x1 pci-list 1

deuv Device

P4.0 0000:03:10.6

[root@xenservert ~1# [

| send Corlealt-Del (CtrteAlteTnsert) | 7] Scale ‘ £ Redock (Alt+Shift-U) | ‘Ful\screan (CtrlsEnter)

VF Assignment to VM “centos6” with Domain ID #1

Summary

Intel's best-of-breed 10 GbE solutions are now available with I/O Virtualization
capabilities. Customers get world-class Ethernet support along with I/0 virtualization
support in mainstream Linux distributions--all in a single adapter.

Customer Support

Intel® Customer Support Services offers a wide selection of programs, including phone
support and warranty service. For more information, contact us at:

support.intel.com/support/go/network/ adapter/home.htm

(Service and availability may vary by country.)

For Product Information

To speak to a customer service representative regarding Intel products, please call
1-800-538-3373 (U.S. and Canada) or visit

support.intel.com/support/go/network/contact.htm

for the telephone number in your area.
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