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Why You Should Read This Document

This industry brief provides an overview of the benefits and security
challenges of cloud-based infrastructures for healthcare organizations, with
an introduction to Intel technologies that can help strengthen the healthcare
cloud. This brief:
• Discusses how the cloud computing model can improve
delivery of healthcare services and medical processes
• Examines legitimate security, regulatory, and compliance concerns
that have slowed implementation of the cloud in healthcare
• Describes how data encryption can help safeguard sensitive
personal data as it moves in and out of the cloud
• Explains how hardware-based authentication can
validate identity and access in the healthcare cloud to
help ensure that only authorized users can enter
• Examines how service gateways provide API enforcement
points at the network edge to reduce the risk of contentborn attacks against healthcare organizations
• Discusses how virtualized platforms can be made more secure with
hardware roots of trust that help assure system integrity and provide
a foundation for trusted computing across dynamic environments
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Securing the Cloud
for Healthcare Organizations
Cloud computing presents a new model for improving the
delivery of healthcare and increasing the business flexibility
of medical organizations, enabling them to operate with
greater efficiency, cost-effectiveness, and agility.
However, healthcare is a highly regulated environment, and the
nature of cloud computing infrastructures—built on shared offpremises servers and linked through the Internet—heightens
concerns over privacy, security, access and compliance.
Moving medical and personal information beyond the secure
perimeter of the healthcare organization, and accessing it
via a range of devices and from diverse locations, introduces
many compliance issues due to such legislation as the U.S.
Health Insurance Portability and Accountability Act (HIPAA)
and the European Commission’s Data Protection Directive.
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Cloud computing can improve the performance of healthcare
organizations, but cloud infrastructures require a highly secure
and auditable computing platform to meet statutory and
regulatory requirements governing the handling of protected
health information. This paper describes the benefit of cloud
computing environments for healthcare organizations and
examines the security and compliance considerations that
healthcare IT infrastructures must meet. It then discusses
how cloud security is strengthened with Intel technologies
that make it easier for healthcare organizations to secure
data, authenticate identities and access requests, and ensure
trust and compliance across the cloud environment.

Benefits of Cloud Computing
for Healthcare Organizations
Healthcare is undergoing enormous change and reform worldwide.
With healthcare spending as a percentage of GDP rising by double
1
digits annually in some countries , and concerns growing over
medical care access and quality, governments and healthcare
institutions are working to find creative new ways to address the
need for improved care delivery models and payment reform.

that capability on-premises. Provisioning these services as if they
were part of the clinic’s internal network allows smaller healthcare
providers to offer a wider range of medical services while saving
money on staff and providing greater flexibility in hours and
coverage, especially in rural areas. A more secure healthcare cloud
can extend the reach of clinical expertise across an entire region.

Cloud computing can help address some of these challenges.
The efficiencies and cost-savings made possible by cloud
environments directly support the need to slow the growth of
healthcare costs. The agility provided by on-demand, flexible
cloud-based computing resources can also help empower
the growth of a new generation of healthcare services and
initiatives that respond more quickly and creatively to the needs
of people and organizations across the continuum of health.

Scalable, Efficient, and Agile Healthcare IT

Improved Delivery of Healthcare
Services and Medical Processes
Cloud computing has great potential to improve delivery
of healthcare services. Centralized storage of medical and
patient information in cloud infrastructures can improve data
management and access, supporting new and less costly methods
of claims processing, patient management, and enrollment.
Centralizing data storage in the cloud can also help speed the
deployment of electronic health record (EHR) technology and
other advanced healthcare data systems, which is prioritized under
recent legislation such as the Health Information Technology
for Economic and Clinical Health Act (HITECH), the Meaningful
Use rules of the American Recovery and Reinvestment Act,
and the European Commission eHealth Action Plan (eHAP).
With the ability to enhance secure, authorized access to information
from anywhere, the cloud supports point-of-care service delivery
in the field using mobile devices for enhanced data sharing and
collaboration. Similarly, a small healthcare clinic can outsource
specialized services, such as radiology, through cloud-based
applications that link a radiology service provider to clinics without
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Despite their specialized focus, healthcare organizations are
businesses like any other, and the basic IT benefits of cloud
computing—higher compute availability, greater efficiency, ondemand self-service, and IT agility—provide numerous advantages
to medical-related businesses. High availability cloud infrastructures
scale according to need, and provide the compute power for any
type of workload, whether in a clinic or hospital or at a remote
accident site. Services can be delivered via self-service portals or
to authenticated devices using broadband networks whose access
is more secure. Additionally, redundancy and disaster recovery
is built into cloud environments, providing failover assurance
for sensitive information. Cloud-based infrastructures are also
more efficient than traditional data centers, and provide cost
reductions through server consolidation, reduced IT management,
improved network performance, and greater energy savings.
The agility of cloud infrastructures is reflected in the ability to
provision services in a matter of hours—as opposed to provision
times of days and weeks using traditional data center operations.
This agility of cloud computing is particularly important to
healthcare organizations facing an environment of reform in
uncertain economic times, allowing them to address the need
to quickly evolve both business processes and workflow design
without incurring significant capital and infrastructure expenditures.

Security and Compliance Concerns
in the Healthcare Cloud
While cloud computing promises significant benefits, legitimate
security and compliance concerns have slowed cloud
implementation within the healthcare domain, particularly due
to multiple layers of statutory and regulatory requirements
that govern the handling of protected health information.

Cloud Environments Present a
Range of Security Challenges:
Identity and Access Management. Existing organizational
identification and authentication frameworks may not extend
into the cloud, and if these are based on unique username/
password combinations for individual applications, they can
represent a weak link in the security chain. In the cloud, identity
management helps to maintain security, visibility and control,
and centralizing IT control of identities and access is useful.
Data Protection. Data stored in the cloud typically resides in a
multi-tenant environment, sharing virtualized server space with data
from other customers of the cloud provider. Healthcare organizations
that move sensitive and regulated data into the cloud must ensure
that the data is encrypted at rest and in transit. One of the inherent
risks of multi-tenancy and shared compute resources within cloud
infrastructures is the potential failure of isolation mechanisms that
serve to separate memory, storage, and routing between tenants.
Compliance. Privacy laws and regulations differ at national, regional,
and local levels, making compliance a potentially complicated
issue for cloud computing. For example, some countries in the
European Union (EU) require that certain health data never cross
that country’s borders. Other jurisdictions have specific data
compliance regulations that stipulate special handling of certain
types of health information (medical treatment of minors, mental
health records, etc.), restricting transmittal across provincial
or state boundaries. To comply with these strict data privacy
laws requires that cloud infrastructures be auditable for such
features as encryption, security controls, and geo-location.
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Trust. In cloud infrastructures, healthcare organizations relinquish
direct control over many aspects of security, shifting an enormous
burden of trust onto the cloud provider. The cloud provider’s role is
critical in performing incident response, including attack analysis,
containment, data preservation, remediation and service continuity.
For a heavily regulated industry such as healthcare, deploying
data management tools that provide visibility across the cloud to
ensure agreed-to policies are being enforced is a requirement.
Secured Architecture. For cybercriminals, virtualized cloud
infrastructures offer an even larger potential attack surface
than a traditional data center. Onslaughts using malware
and rootkits can infect cloud system components such as
hypervisors, BIOS, and operating systems and spread throughout
the environment. Protecting a healthcare cloud from malware
requires management of identities and APIs at the network
edge to ensure that only authorized users can gain access,
and the securing of both server and client platforms by
establishing roots of trust to assure system integrity.
Mobile Access. Using mobile devices to extend point-of-care
medical services beyond the clinic or hospital provides obvious
benefits to providers and patients alike. However, accessing
medical data on unsecured mobile devices runs the risk of data
theft or loss—and of regulatory noncompliance. The increasing
numbers of mobile devices and mobile workers in healthcare
are driving the need for device management solutions and
regulated API environments that provide secure transmission
of data and solutions across broadband networks, protecting
devices from data breach and unauthorized access.

Securing Data in the Healthcare Cloud
Today’s cloud technologies can significantly reduce the security
risks previously associated with cloud environments. Intel
hardware-enhanced security technologies provide tamperresistant capabilities to better protect identities, data, and the
cloud infrastructure. Solutions that use these capabilities can
strengthen identity protection, provide pervasive encryption
to protect data, measure platform integrity, and enforce
security policies to better meet compliance requirements.

Data Protection
Protecting sensitive patient data and medical records is one of the
most fundamental responsibilities of healthcare organizations, and
one of the most tightly regulated. To safeguard data as it moves
in and out of the cloud requires data encryption, which makes data
unusable if compromised. It also demands secure communication
connections, which locks down browser access and encrypts content
as it is transferred over the network and throughout the cloud.
However, data encryption based on the Advanced Encryption
Standard (AES) algorithm is very compute intensive. This type
of software-based encryption relies on compute-intensive
algorithms that can impact the performance of the computing
network, particularly when used pervasively to protect the
massive volumes of information that pass to and from the
cloud. Traditional encryption solutions can create computing
logjams due to high performance overheads, making them
less than optimal for protecting cloud data traffic.
Intel has worked to mitigate these performance penalties. Intel®
Advanced Encryption Standard New Instructions (Intel® AESNI), built into select Intel® Xeon® processors, Intel® Core™ vPro ™
2
processors, and select Intel® Core™ processors , enhances encryption
performance by speeding up the execution of encryption algorithms
3, 4
by as much as 10 times. By providing this built-in encryption
performance enhancement, Intel AES-NI delivers faster, more
affordable data protection by encouraging pervasive encryption to
be standard in cloud networks where it was not previously feasible.
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The browser security protocols Transport Layer Security
(TLS) and Secure Sockets Layer (SSL) are used to assure safe
communications over networks, including the Internet, and are
widely used for secure web browsing (HTTPS), electronic mail,
instant messaging, and voice over IP. These protocols are also
critical for secure cloud computing, preventing undetected content
tampering or “eavesdropping” on content as it’s transferred.
However, traditional SSL and TLS protocols involve two
compute-intensive phases — session initiation and bulk-data
transfer. Intel has made two contributions to the widely used,
open-source protocol OpenSSL* which greatly improve speed
and performance during these phases. One library function
accelerates session initiation and the second enables simultaneous
execution of data encryption and authentication for bulk data.
Any software that incorporates OpenSSL can automatically
take advantage of these Intel platform advancements.
By accelerating data encryption, secure session initiations, and
transfer of bulk data, healthcare organizations can better utilize
network resources and implement pervasive data protection to
and from the cloud without compromising compute performance.

Intel® AES-NI Boosts Data Security
for Swedish Healthcare
Sweden is recognized worldwide for its advanced healthcare
systems and effective adaption of healthcare IT, though it also
shares many of the technology challenges faced by healthcare
institutions elsewhere. These include the need for stringent
security and data protections, as demanded by the Swedish
Patient Data Act (2008:355), which established a number of
requirements for the protection of sensitive health information.
Siemens and Intel recognize the challenges faced by healthcare
organizations and have worked together to develop Siemens
Melior*, an innovative healthcare application suite built on a
foundation of Intel® Xeon® processor-based servers, combined
with other supporting Intel technologies such as Intel® Advanced
Encryption Standard New Instructions (Intel® AES-NI).
To meet the requirements of the Swedish Patient Data Act,
Siemens Melior must offer the following security capabilities. To
access sensitive health information, authorized health workers
must have a patient relationship (“need to know”), receive patient
consent, and employ strong authentication using the Secure
IT in Health Services (SITHS) smart card and digital certificates.
Communication of sensitive health information must be encrypted
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in transit, and administrative and physical security practices
must be guided by regular risk assessments which recognize
that the aggregation of sensitive information “at rest” in
databases and storage represents an even greater attack target.
Siemens Melior supports SITHS strong authentication and
authorization interfacing with the National Security Service
(BIF) and the Health Service Address Registry (HAS). It also
protects communications of health information in transit
through transport-level secure socket layer (SSL) encryption
and message-level encryption using Security Assertion Markup
Language (SAML) tokens and digital certificates. To address
data protection at rest, Siemens Melior also deploys hardwareassisted encryption in the data center using Intel® AES-NI.
Intel AES-NI accelerates the encryption of data by implementing
some intensive sub-steps of the AES algorithm in hardware.
Intel AES-NI delivers faster, more affordable data protection
and greater security, making pervasive encryption of sensitive
healthcare information possible in areas where it was previously
not feasible. Available with the Intel Xeon processor family
and the 3rd generation Intel® Core™ processor family.

Authenticating Identity
and Access in the Cloud
Realizing cloud-computing advantages while meeting stringent
requirements for data security and compliance requires hardening
the underlying platform, including hardware, software and process
methodologies. Better securing both server and client platforms
helps safeguard cloud infrastructures, and better managing
identities and access-control points at the network edges helps
ensure that only authorized users can enter the cloud. With malware
attacks now moving beyond software to target the platform,
organizations face new risks from rootkit and other low-level
exploits that can infect system components such as hypervisors
and the BIOS to quickly spread throughout the cloud environment.

Protecting Identity in the Cloud
Protecting a cloud platform begins with managing who has
access to it. Intel® Identity Protection Technology (Intel® IPT),
found in Intel® Core™ vPro™ processors, builds tamper-resistant,
hardware-based authentication that provides a simple way for
healthcare organizations to validate that legitimate employees
or authorized users are logging in from a trusted device. Intel
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IPT offers token generation built into the hardware, eliminating
the need for (and cost of) a separate physical token. It also
5
verifies transactions and protects against malware.

API Security
Application programming interfaces (APIs) are the fundamental
method for exposing cloud applications to third parties and mobile
services. To reduce the risk of content-born attacks on cloudaccessed applications and to protect edge-system infrastructures
requires controlled, compliant API governance, particularly at
the gateway layer where security policy enforcement and cloud
service orchestration and integration take place. Intel® Expressway
Service Gateway (Intel® ESG) is a software appliance that provides
enforcement points at the network’s edge to authenticate API
requests against an organization’s existing identity and accessmanagement systems. Service gateways offer a centralized
way for IT and developer teams to collaborate on cloud security
policy and enforcement, and deliver standards-based security
for consistent API-level controls across the organization.

Ensuring Trust and Compliance
in Cloud Infrastructures
Cloud computing, with its dynamic resources and dependence
on virtualization, pushes the perimeter of the healthcare
organization far beyond the traditional data center, and with
the addition of hypervisors and multi-tenant environments,
creates a much larger attack surface for malware and other
exploits. The threats against this larger vector involve not
only malware assaults at the application level, but also attacks
against lower-level components in the platform itself.
In addition, reduced visibility into cloud infrastructures also
makes it difficult to verify that applications and data are
secure and meet statutory and regulatory compliance.
Intel® Trusted Execution Technology (Intel® TXT), found in Intel®
Xeon® processors, can help healthcare organizations reduce the
security risks and compliance complications that derive from
6
virtualized computing platforms. Intel TXT establishes a more
secure platform based on a hardware root of trust at the level of the
chipset and CPU. This root of trust helps assure system integrity,
providing a solid foundation upon which to build secure virtual
platforms and pools of trusted computing, substantially reducing
the security risks of using a virtualized cloud infrastructure by
restricting sensitive workloads to these trusted compute pools.
Intel TXT measures platform components such as the BIOS
and hypervisor in their “known good” state, and these trusted
measurements are stored in hardware and compared to boottime measurements made during subsequent launch sequences.
If the measurements do not match, Intel TXT can block the
launch of the platform, mitigating boot-level attacks.

Intel TXT Enables the Following Characteristics:
Verified Launch. Using a hardware root of trust and cryptographic
measurements, Intel TXT establishes a safe environment for
launching virtual machines (VMs); it also interacts with governance,
risk, and compliance tools to report on verified launch status of VMs
to improve insight and visibility into the underlying infrastructure.
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Policy-based Live Migration. For sensitive workloads, organizations
can enforce policies such as the following: VM shall only be migrated
between hosts that have successfully undergone a verified launch.
Protected Execution. For highly sensitive or protected information,
Intel TXT enables applications to run in isolated environments
on dedicated resources managed by the underlying platform.
Protected Input. Through the use of cryptographic keys,
Intel TXT protects communication between input devices
(such as mice and keyboards) and execution environments
to guard against the data being observed or otherwise
compromised by unauthorized software processes.
Data Protection. The risk of insecure or incomplete data
deletion in shared cloud resources raises the potential for
data migration from virtual machines and reuse of cloud
hardware. Intel TXT scrubs memory during environment
shutdown to mitigate memory snooping or reset attacks.
Auditable Compliance. For healthcare organizations, meeting
compliance requires significant time, effort, and budget.
Regulations often demand security enforcement and can create
audit requirements, with the need to understand, document,
and report what’s happening in the cloud environment to
verify that security policies are set, monitored, and certified.
Trusted compute pools are foundational for building trust across
dynamic environments. When grouped together with similar
policies, trusted compute pools of virtualized servers can be
validated by external entities based on known, trustworthy
signatures. Intel TXT can establish and verify adherence to
data protection and control standards—enabling hardwarebased reporting of platform trust both locally and remotely,
enhancing the auditability of the cloud environment.

Conclusion
Intel technologies help healthcare organizations gain the
benefits of cloud computing by building the complete foundation
for a better protected virtual healthcare environment. Intel
provides the tools to help manage the most important security
challenges to the healthcare cloud—data and infrastructure
protection and compliance—with technologies that promote
pervasive data encryption, provide more secure data movement,
and build higher assurance into compliance efforts.
Intel’s comprehensive set of security technologies and solutions
cover end-to-end cloud deployment models, but these are
only a part of Intel’s efforts to secure the healthcare cloud.
Intel is working to develop best practices, standards, design
principles, deployment considerations, and governance models
to accelerate cloud adoption in healthcare. Intel® Cloud
Builders provides proven security reference architectures
in conjunction with Intel partners to ease deployment.
The Intel® Cloud Finder program can help identify cloud
service providers that meet your specific requirements.

Intel is also participating with partners and key industry alliances
worldwide to accelerate cloud security standards and interoperable
solutions by working with such industry organizations as:
Open Data Center Alliance (ODCA)
Cloud Security Alliance (CSA)
Trusted Computing Group (TCG)
As healthcare organizations look to securely integrate their data and
business structures in the cloud, Intel continues to drive hardwareenhanced security technologies and software solutions that protect
identities, data, and infrastructure in the cloud. These innovations
will further increase confidence in the healthcare cloud by providing
increasingly robust methodologies to better manage, monitor,
and enforce security policies and enable automated auditing of
healthcare cloud environments to meet compliance requirements.

For more information on cloud security,
visit intel.com/cloudsecurity.

1 Health Data Adrift in the Cloud: …Point and Counterpoint
2 Intel® AES-NI requires a computer system with an Intel AES-NI–enabled processor, as well as non-Intel software to execute the instructions in the correct sequence. AES-NI
is available on Intel® Xeon® processors, Intel® Core™ i5-600 Desktop Processor Series, Intel® Core™ i7-600 Mobile Processor Series, and Intel® Core™ i5-500 Mobile Processor
Series. For availability, consult your reseller or system manufacturer. For more information, see http://www.intel.com/content/www/us/en/architecture-andtechnology/advanced-encryption-standard--aes-/data-protection-aes-general-technology.html.
3 Source: Testing with Oracle Database Enterprise Edition 11.2.0.2 with Transparent Data Encryption (TDE) AES-256 shows as much as a 10x speedup when inserting 1
million rows 30 times into an empty table on the Intel Xeon processor X5680 (3.33 GHz, 36 MB RAM) using Intel IPP routines, compared with the Intel Xeon processor
X5560 (2.93 GHz, 36 MB RAM) without Intel IPP.
4 Software and workloads used in performance tests may have been optimized for performance only on Intel® microprocessors. Performance tests, such as SYSmark* and
MobileMark*, are measured using specific computer systems, components, software, operations, and functions. Any change to any of those factors may cause the results to
vary. You should consult other information and performance tests to assist you in fully evaluating your contemplated purchases, including the performance of that product
when combined with other products.
5 No system can provide absolute security under all conditions. Requires an Intel® Identity Protection Technology-enabled system, including a 2nd or 3rd gen Intel® Core™
processor, enabled chipset, firmware, and software, and participating website. Consult your system manufacturer. Intel assumes no liability for lost or stolen data and/or
systems or any resulting damages. For more information, visit http://www.intel.com/content/www/us/en/architecture-and-technology/identity-protection/
identity-protection-technology-general.html.
6 No computer system can provide absolute security under all conditions. Intel® Trusted Execution Technology (Intel® TXT) requires a computer with Intel® Virtualization
Technology, an Intel TXT-enabled processor, chipset, BIOS, Authenticated Code Modules and an Intel TXT-compatible measured launched environment (MLE). Intel TXT also
requires the system to contain a TPM v1.s. For more information, visit www.intel.com/go/inteltxt.
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