«9) Biometric Vulnerabilities Exposed

—o00— Vulnerable
ABlresearch

DATA ACQUISITION

FINGERPRINT SENSOR FAKE FINGERPRINTS

- SPOOFING

MALICIOUS USB
CONNECTION

SINIOd FT1aV4INTNA

SECURITY THREATS

SPYWARE DATA
COLLECTION

REPLAY STORED
CREDENTIALS

SINIOd 379VHINTNA
SECURITY THREATS

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

: TROJAN MALWARE
TARGETING EXTRACTION

INVADE TCP/IP COMMUNICATIONS:
DATA IS TRANSMITTED TO
REMOTE MATCHER

SINIOd FTaVHINTNA
SECURITY THREATS

CORRUPT FEATURE
EXTRACTOR

TEMPLATE INTERRUPT COMMUNICATIONS
REFERENCE | WITH DATABASE

ALTER OR CORRUPT STORED
TEMPLATE IN DATABASE

CHANNEL BETWEEN DATABASE
AND MATCHER

SINIOd F1aVHINTNA
SECURITY THREATS

HIJACK GCOMMUNICATION
CHANNEL:FEED FALSE DATA

BIOMETRIC MATCHER § MALWARE CORRUPTIONS
3 MATCHER

OVERRIDE FINAL
DECISION HANDLING

SECURITY THREATS

SINIOd F1VHINTNA

m

DATABASE

(]
[
<<
[*T}
e
=
=
e
=
(]
("7}
7]

SINIOd F19VHINTINA

PROVIDE FEEDBACK TO USER




