
Executive Summary
Enterprises are taking advantage of 5G mid-band private networks to provide 
dedicated connectivity and control. With the benefits of 5G and edge computing, 
enterprises can support increasing real-time data demands, Internet of Things 
(IoT) applications, and artificial intelligence (AI)-powered services.

Private networks offer an enticing new opportunity for communications service 
providers (CoSPs). For example, CoSPs can offer management services for an 
on-premises private network or can work in tandem with an enterprise to create 
a private network that also has access to public networks. To capitalize on the 
private network opportunity, CoSPs need to understand the various private 
network use cases as well as the overall private network topology. They must also 
develop new business models that go beyond the typical wholesale approach 
to providing services to the enterprise environment. Private networks demand 
enterprise-specific applications and services. 

Based on long-standing collaboration with original equipment manufacturers 
(OEMs), telecommunication equipment manufacturers (TEMs), cloud service 
providers (CSPs) and CoSPs, Intel can offer trusted advice along the private 
network journey. In addition, innovative hardware and software solutions from 
Intel can add value at every layer of a private network—from the radio access 
network (RAN) to the edge to the cloud.

The Rise of the Private Network
Traditionally, enterprise premises such as factories and retail locations have 
a wired network and/or a wireless local area network (WLAN) that uses Wi-Fi. 
But each of these options comes with its own benefits and challenges. Wired 
networks can be expensive to expand. In addition, physical cables restrict 
mobility, making a wired network impractical for machines (like robots) that 
move about. Wi-Fi is subject to dead spots and latency/bandwidth challenges, 
especially in environments featuring metallic structures. Wi-Fi can also be prone 
to access by unauthorized users. If an enterprise turns to a Tier 1 CoSP to deploy 
an on-premises cellular network, the cost of deployment and services can be high. 
Also, without proper security mechanisms, data can potentially be exposed to 
unauthorized access, raising data control concerns.

Over the last couple of years, more governments are realizing the importance of 
allowing enterprises to set up private networks, for applications such as Industry 
4.0 and advanced analytics and AI. For example, the US has made the 3.5–3.7 GHz 
spectrum available; Germany has opened up the 3.8–3.9 GHZ spectrum, and China 
chose the 3.3–3.4 GHz spectrum. Other countries, such as Japan and Malaysia, 
have followed these examples.
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Communications service providers (CoSPs) are delivering optimized apps and services as 
enterprises seek the advantages of private networks.
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Public networks use a dedicated, licensed spectrum and 
provide broad coverage. In contrast, private networks use a 
slice of these government-allocated spectra (like the Citizens 
Broadband Radio Service (CBRS) spectrum, which is 3550–
3700 MHz in the US) and provide targeted coverage for private 
usage. Private networks provide three primary benefits to 
enterprises: reliable coverage (with lower latency and more 
bandwidth), control of data at the edge, and reduced cost 
when compared to a traditional model. These advantages are 
driving a double-digit compound annual growth rate (CAGR) 
for private network spending. IDC expects the market to grow 
from USD 945 million to USD 5.7 billion in 20241.

Private Network Topology and Use Cases
Private network infrastructure has three topology layers 
(see Figure 2):

•   Network infrastructure, which consists of the RAN, multi-
access edge compute (MEC), packet core, and the cloud.

•   Virtualized network functions (VNFs) like software-defined 
wide-area network (SD-WAN) and firewalls.

•  IoT data sources and IoT applications.

In a private network, the distributed unit (DU) and centralized 
unit (CU) components are generally hosted on-premises, 
along with the MEC and user plane function (UPF). User 
services, such as industry-specific IoT applications and data 
analytics services, are also hosted on-premises. Data can 
be sent to the cloud across the core network for storage or 
further analysis. The radio units (RUs) are generally located 
at cell sites. The operations and business support systems 
(OSS/BSS) are typically hosted in the cloud. 

Three primary use cases for private networks have emerged: 

•   On-premises enterprise . Factories, large commercial 
buildings, and large retail stores are the stereotypic 
deployments. This use case also includes applications 
in amusement parks, stadiums, and smart ports where 
edge computing is required at the source of the data. The 
critical component of the infrastructure for on-premises 
enterprise deployments is the MEC component. MEC nodes 
perform local analytics, which enables the enterprise to 
send only the necessary data to the cloud, instead of all 
the data—which improves both latency and bandwidth. 
This use case currently accounts for the great majority of 
private network deployments and is the focus of most  
Tier 1 service providers.

•   Fixed wireless access broadband and mobility offload. 
In many scenarios, delivering last-mile connectivity 
is impractical or very costly. Examples include rural 
homes, low-income housing developments or large-scale 
agriculture environments. In these scenarios, a wireless 
internet service provider (WISP) and Tier 2 service 
providers can provide a private network, using spectrum 
allocated by the government. Mobile virtual network 
operators (MVNOs) are considering private networks as 
an option for mobility offload, thereby reducing their 
payments to Tier 1 service providers.

•   Neutral host solution . In smart buildings, hotels, and 
convention centers, Wi-Fi can be unreliable. A private 
network provides better coverage for residents or 
building tenants and can also enable management of 
IoT sensors in the building. The critical component of 
the infrastructure for neutral host deployments is the 
connection to the core network of CoSPs to facilitate 
seamless roaming. For example, a hotel guest talking on 
the phone as he/she enters or exits the building won’t be 
happy if the call drops as connectivity switches from the 
private network to the subscriber’s own service provider. 
In this use case, some of the prominent neutral host 
solution providers that have existing business agreements 
with Tier 1 service providers will take the lead.
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Figure 2 . The private network topology spans from edge to cloud .

Figure 1 . Private networks solve existing enterprise challenges 
with better coverage, greater control, and lower cost .
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Forging New Ecosystem Relationships Is Key 
to Efficient Private Network Delivery
CoSPs have decades of experience with providing network 
infrastructure and VNFs. Traditionally in 2G, 3G, and 4G, 
CoSPs have focused on consumers (in terms of new data 
plans and services), while serving up a general bundle of 
apps and services to enterprises. This “wholesale” business 
model doesn’t mesh well with private networks, which tend 
to be unique to each enterprise or vertical. Also, consumer-
focused services are not usually IoT-focused; hence, CoSPs 
have little or no expertise with IoT applications deployed 
and managed in an enterprise environment. However, these 
enterprise IoT applications are a necessary part of the 
majority of private network deployments. 

In contrast, CSPs have deep experience with VNFs, IoT 
applications and MEC such as Amazon Web Services (AWS) 
Outposts, AWS Snowball Edge, and Microsoft Azure Edge 
Zone. However, they lack access to the RAN. 

Thus new business relationships are being forged where 
CoSPs and CSPs are working together to fully operationalize 
and monetize the private network opportunity. Here are 
some recent examples of such collaboration:

•   Verizon and AWS have teamed up to offer private mobile 
5G edge computing integrations

•   AT&T and Microsoft announced a strategic alliance to 
deliver innovation with cloud, AI, and 5G 

•   Telefónica tapped Microsoft as private 5G teammate

There’s no question that a private network has many 
components that must all synchronize and interoperate to 
provide the user experience that end customers demand. 
And the private network for an automobile factory will 
differ in many respects from a private network for a 
hospital or a retail facility. Many CoSPs and CSPs are 
working with managed service providers (MSPs) to help 
design and deliver turn-key private network solutions that 
meet customer requirements.

Architecture Considerations for Private Networks
As CoSPs work with enterprises and CSPs to build private 
networks, they can take advantage of Intel® hardware and 
software to optimize the network from edge to cloud.

Flexible and Programmable Control of The RAN 
Infrastructure 

To drive down costs, eliminate vendor lock-in and better 
support MEC, CoSPs are applying software-defined principles 
to the RAN. The FlexRAN software reference implementation 
enables end-to-end virtual RAN (vRAN)-compliant solutions 
with Intel® Xeon® Scalable processors designed specifically for 
networking workloads. It also uses Intel® field programmable 
gate arrays (FPGAs) and Intel® eASIC™ devices for workload 
acceleration and Intel® Ethernet technologies for fast, reliable, 
and predictable network performance. FlexRAN runs on 
centralized, distributed, and integrated network architectures, 
and is highly scalable. Applicable to both indoor and outdoor 
deployments, FlexRAN can simplify and accelerate CoSPs’ 
private network time to market.

Open, Industry-Standard MEC

One of the great advantages of private networks is their 
support for edge computing, which can reduce the amount 
of data being sent to the cloud, thereby reducing network 
costs. CoSPs need an “edge-native” commercial platform that 
makes it simple for enterprises to deploy private networks. 

The Intel® Smart Edge is a Kubernetes-based portfolio 
of edge-native software solutions that enable highly 
optimized edge platforms to manage applications and 
network functions with cloud-like agility across any  
type of network. Smart Edge is provided in an open  
source version (formally known as OpenNESS) as  
well as commercial.   

Private Networks in Action
Bridging the Digital Divide2

As part of Intel’s USD 50 million Pandemic Response 
Technology Initiative to combat COVID-19, Intel, 
Amazon Web Services (AWS), and Megh Computing 
are collaborating to deploy a Citizens Broadband Radio 
Service (CBRS) private network solution that will cover 
a three-quarter-mile area and enable remote learning 
with broadband access as an essential service for an 
underserved community in Sacramento.

The high-speed CBRS network aims to connect 
the Leataata Floyd Elementary School and three 
adjacent residential housing locations. Initially 
focused on providing access to education services, 
the collaborators plan to scale this same solution 
to enable essential, online digital services (e.g. tele-
health and rental administration) for the housing 
residents in this community. Then, over the next  
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two years, the solution will be scaled to a majority of 
the underserved school districts and select higher 
education campuses in the California State University 
System (CSUS).

According to the National Center for Education 
Statistics (NCES), 14 percent of children aged three to 
18 don't have home internet access3. For the Leataata 
Floyd school, COVID-19 and remote learning led 
to accelerated dropout rates exacerbated by poor 
internet access with selective Wi-Fi hotspots. Projects 
such as the Intel/AWS/Megh collaboration can help 
close the digital divide and begin to provide quality 
internet access to all students.

This private network includes Intel® architecture in several 
layers of the solution, including Chromebooks powered 
by Intel Atom® processors, the AWS Snowball edge 
computing infrastructure and the AWS cloud instances 
that run Megh Computing's video analytical applications. 

While the Sacramento project is initially small in 
scale, it provides a blueprint on how communities, 
neighborhoods, and school districts can easily, quickly, 
and securely institute a private network and edge 
computing to connect those previously left behind.

https://aws.amazon.com/blogs/industries/aws-and-verizon-expand-5g-collaboration-with-private-mec-solution/#:~:text=AWS%20and%20Verizon%20have%20integrated,for%20a%20consistent%2C%20hybrid%20experience.
https://news.microsoft.com/2019/07/17/att-and-microsoft-announce-a-strategic-alliance-to-deliver-innovation-with-cloud-ai-and-5g/
https://www.fiercewireless.com/private-wireless/telefonica-taps-microsoft-as-private-5g-teammate
https://software.intel.com/content/www/us/en/develop/videos/an-overview-of-flexran-sw-wireless-access-solutions.html
https://www.intel.com/content/www/us/en/design/technologies-and-topics/edge-cloud-computing/smart-edge-software.html
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Intel Smart Edge provides the following benefits:

•  Low latency
•  Open architecture
•  Privacy
•  Simplicity
•  Enhanced security

Intel is working with various packet core vendors to integrate 
their core solutions with the Smart Edge Commercial offering, 
providing complete solutions for end customers.

A Wide Variety of IOT Solutions for Nearly Every Industry

A private network in a smart factory will require an entirely 
different set of IoT solutions than a private network at a school. 
Similarly, a retailer’s private network requires applications that 
are different from what is necessary for a smart seaport or a 
smart city. CoSPs may not have the expertise or the time to 
develop such a wide variety of applications as they work with 
enterprises to set up private networks.

Intel® IoT Market Ready Solutions (Intel® IMRS) are scalable, 
end-to-end solutions that provide solid business results today 
and lay the foundation for a more intelligent tomorrow. These 
solutions—more than 130 at the moment—are optimized 
for data-intensive workloads and are adaptable. They are 
currently being verified in the Intel Smart Edge/private 
network environment and can be implemented across multiple 
industries—including industrial, smart cities, retail, education, 
enterprise, and healthcare. Because they already have been 
validated by Intel, using these solutions can speed time to 
market for IoT implementations as part of a private network.

The lab will start with foundational insights that bring 
together environmental, soil, chemical, nutrient, labor, 
water, and imaging data, which enables efficiencies 
and better outcomes in yield and quality. Growers 
are then equipped to further enable food resiliency, 
while also having a baseline dataset to use during the 
coming wave of equipment automation.

The foundation of the field lab is a dynamic testing 
platform with dedicated access to a 5G-capable, 
Citizens Broadband Radio Service (CBRS) private 
network through co-development access points. It 
provides an open, robust environment for developers 
to create and test precision agriculture and food 
supply logistics applications using 5G network 
infrastructure. Intel worked in close association with 
the other founders to architect the infrastructure. 

The lab uses radio access network (RAN) and edge 
solutions based on Intel® Xeon® processors to provide 
a cloud-native environment that ultimately allows 
farmers to easily consume precision agriculture and 
food supply logistics applications in areas previously 
underserved by cloud computing. It also uses the 
Intel® Smart Edge platform to host multiple workloads, 
including 5G functions and third-party applications. 
Intel Smart Edge provides analytics, caching, 
computation, and traffic routing at the edge, resulting 
in a far more intelligent and extensible network. 
Results of the edge analytics can be sent to  
the cloud to be shared with other applications.

The two agriculture sites operating in Snohomish 
County are: Swans Trail Farms, a retail farm and event 
venue featuring apple orchards, strawberry fields, and 
a pumpkin patch; and Andrew’s Hay, Inc., a commercial 
grower and supplier of premium feed for horses, cattle, 
livestock, and seed crops. Each site will connect to an 
edge computing environment allowing developers 
to tap into cloud computing capabilities essential for 
latency-sensitive and compute-intensive applications. 
Internet of Things (IoT) applications include soil 
sensors measuring temperature, volumetric water 
content, oxygen levels, and photosynthetic radiation, 
as well as supply chain  
and logistics tracking of food from farm-to-table to 
ensure safety and security.

Private Networks in Action
Industry Collaboration Drives Tech Innovations in Agriculture4

The Snohomish County 5G Food Resiliency project 
has launched with support from Intel and partners 
of the 5G Open Innovation Lab. It establishes a 
virtual and physical space for Washington state 
food growers and distributors to collaborate with 
technology companies to develop new capabilities 
that will improve the resiliency of Snohomish County’s 
agriculture sector, and minimize future food service 
disruptions for consumers and regional agribusiness. 
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Figure 3 . Intel® Smart Edge Commercial nodes include everything a private network needs for multi-access edge computing (MEC) .

https://www.intel.com/content/www/us/en/internet-of-things/market-ready-solutions/market-ready-solutions.html
https://5goilab.com/
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For more information, contact your Intel representative,  
or visit Intel .com/5G.

Conclusion
Enterprises and CoSPs can take advantage of Intel’s telecom, 
IoT, and cloud experience as they build out private networks. 
For example, Intel has been working with the CSP, OEM, 
and TEM ecosystem for several decades. It has strong 
relationships with all the hyperscalers, such as Azure, AWS, and 
Google Cloud Platform, as well as with a broad set of OEMs. 
Intel is also developing Intel Smart Edge Commercial and 
Smart Edge Open Application Programming Interfaces (APIs) 
for CSPs running on different OEM solutions through strategic 
collaborations. These collaborations with CSPs, OEMs, and 
TEMs are leading to optimized solutions for the edge, core, and 
cloud—all of which are part of the private network build-out.

Agricultural sites typically lack the high-speed 
internet access necessary for connecting devices and 
generating the data growers and industry suppliers 
needed to make real-time decisions for optimal 
impact. This field lab will help with the development 
of commercial use cases by way of research and 
innovation that agricultural vendors like John Deere 
and Cargill, for example, can use. 

According to the United Nations, the world’s food 
supply must double over the next 30 years to support a 
growing global population5. “This first-of-its-kind field 
lab is showcasing the benefits of 5G-to-farm-to-table, 
and is a strong example of how industry collaboration 
can drive innovations that address both business and 
human challenges,” said Caroline Chan, Vice-President 
of Intel’s Data Center Group and General Manager of 
Intel’s Network Business Incubator Division.

1  https://www.businesswire.com/news/home/20210114005786/en/IDC-Forecasts-the-Private-LTE5G-Infrastructure-Market-to-Reach-5.7-Billion-in-2024-as-Demand-from-Mission- 
Critical-Organizations-Drives-Early-Investment 

2 https://www.intel.com/content/www/us/en/newsroom/news/technology-collaboration-closed-digital-divide.html#gs.2txfcd 

3 https://usafacts.org/articles/internet-access-students-at-home/#

4  https://newsroom.intel.com/articles/industry-collaboration-drives-tech-innovations-agriculture/#gs.0prtq2 and 5G Open Innovation Lab Launches First Application Development  
Field Lab for the Agricultural Industry Providing Access to Real-Time Data for Food Resiliency, Supply Chain Logistics - 5G Open Innovation Lab (5goilab.com) 

5  https://www.un.org/press/en/2009/gaef3242.doc.htm#:~:text=Food%20production%20must%20double%20by%202050%20to%20meet%20the%20demand,a%20panel%20 
discussion%20on%20%E2%80%9CNew 
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