
The Paradigm Shift in Security 
with the 5G Standalone 
Network Infrastructure

Protecting data at rest, in flight, and in use should be 
the guiding principle for communications service 
providers (CoSPs). Read this guide on how to increase 
5G Standalone (SA) security from edge to core.
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In Brief

•  As networks evolve from 4G to 5G, the inherent 
characteristics of 5G, such as distributed architecture, 
open interfaces, multivendor, web-based, and cloud-native 
combine to increase the network’s cybersecurity attack 
surface. Perimeter-based security is no longer sufficient to 
secure the 5G core network.

•  Communications service providers (CoSPs) need to 
take a more comprehensive approach to securing their 
5G infrastructure from core to edge. Platform security 
capabilities, such as secure key management, crypto 
acceleration, and platform firmware trust and resilience are 
key security building blocks that have emerged to provide 
necessary solutions for helping secure the 5G network.

•  Intel provides a unique end-to-end portfolio of built-in 
hardware security features along with comprehensive, easy-
to-use and easy-to-deploy enabling software to help CoSPs 
boost network security from the core to the edge and into 
the cloud.
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The Threat Landscape to Sensitive Data

Who are the threats to your data?

Data must be protected everywhere it is exposed

Hackers

Malware to exploit vulnerabilities 
in the hypervisor or OS

At rest

Critical to keep data encrypted 
when stored

Malicious insiders

Those in your organization with 
escalated admin privileges

In flight

Critical to encrypt data when 
transmitted

Third parties

Competitors or those who stand 
to gain by accessing data without 

consent

In use

Critical to guard against software 
threats when data is being 

actively processed

Figure 1. Communication service providers (CoSPs) face multiple sources of security threats; therefore, it is critical to 
protect data at rest, in flight, and in use.

Threats to Your Data

Network security is a growing problem. According to the 
Global System for Mobile Communications Association 
(GSMA), the transition to 5G and intelligent connectivity will 
substantially increase the risk posed by cybersecurity attacks. 
This increase is due to the increase in the number of attack 
surfaces in the 5G architecture, which spans from edge to 
core to cloud. Therefore, security has become a top-of-mind 
concern in the telecom industry. 

Every network function, from the radio access network 
(RAN) to the network core, is potentially vulnerable to 
security threats. Each element in the network needs its own 
protection, because any individual element could potentially 
be attacked and therefore put the entire network at risk. 
That’s why end-to-end platform security, enabled by both 
hardware and software, is so important.

Those CoSPs that invest in security will differentiate 
themselves in the market, retaining and attracting customers. 
According to one survey, more than half the respondents 
indicated they would be reluctant to do business with a firm 
that had experienced a data breach.¹

Cyberattacks are now considered the third highest global risk, 
according to the World Economic Forum (WEF).² As Figure 1 
shows, threats to data can come from multiple sources and 
protections should be present no matter where the data is. 
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Modern Network Security Challenges

Today’s network security involves more than just a firewall 
or encryption of data on a solid-state drive (SSD). Traditional 
perimeter-based security models are no longer sufficient, 
because the emergence of 5G and the Internet of Things (IoT) 
bring new security risks for CoSPs. 

How Moving from 4G to 5G Affects the Infrastructure 
Security Landscape

Several key differences between 4G and 5G account for 
the increased attack surface:

•  4G networks are typically single vendor, often with 
proprietary core interfaces and protected primarily 
by perimeter security. In contrast, the 5G service-
based architecture (SBA) is distributed, web-based, 
multivendor, and open.  

•  An increase in use of third-party applications and 
interfaces to various industry verticals in private, 
hybrid, and public cloud mixed environments can 
proliferate potential vulnerabilities.

•  The 5G network is deployed in a much more 
distributed manner than 4G. 5G spans from customer 
premises through the edge, to telco core, to the 
cloud. Especially at the edge, 5G functions may be 
multi-tenant and located at insecure locations.

•  Traditional perimeter-based security controls will not 
be sufficient to protect 5G systems. Each 5G function 
requires workload code and data protection, secure 
key management, and application programming 
interface (API) security.

Communication platforms, especially for the 5G and the 
cloud-native era, should be built from the ground up 
with security ingrained as a foundational capability. Intel 
platforms are designed to serve as the bedrock of any 
security solution, allowing software and firmware such as 
drivers, OS, hypervisors, and application workloads—such 
as virtualized and containerized network functions—to run 
in a trusted environment.

Enhanced 5G network security requires three primary areas 
of protection:

•  Key management security and Trusted Execution 
Environment. Private and secret keys are sensitive 
security assets for an organization. Keys are 
predominantely used to provide authentication and 
encryption for network and workload security. 

•  Crypto acceleration. Improving network security 
processing performance helps ensure that the encrypted 
network traffic is flowing at the highest speed.

•  Platform firmware resilience. A platform has 
fundamental firmware components that are required to 
boot and operate that platform. It is essential that all 
the firmware operating the platform is not only genuine, 
but also provides additional resilience and is the trusted 
anchor for the entire platform.

If CoSPs can find ways to enhance all three of these areas, 
they will be poised to take advantage of emerging trends 
such as confidential computing, which offer new service 
opportunities. In addition, enhanced security can increase 
customer confidence.
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Figure 2. Increase in security challenges and attack surfaces as communications service providers (CoSPs) transition from 4G to 5G Standalone infrastructure.

Security Evolution from 4G to 5G
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Solving 5G Infrastructure Security Challenges with an Edge-To-Core Framework 

Security has become especially challenging as CoSPs 
look forward to taking full advantage of 5G infrastructure. 
Attractive features include the following:

•  A service-based architecture (SBA), which includes a 
service-based interface (SBI) bus that connects all the 
network functions in the control plane

•  Deployment based on an efficient and agile cloud-native 
framework

•  Best-of-breed network functions

•  A highly distributed 5G edge that connects devices such as 
IoT that aren’t located at CoSP premises

•  Network slicing to enable new monetizable services 

For 5G networks, it is essential to design an edge-to-core 
security framework that presents the smallest possible attack 
surface. Quick, short-term security fixes can inadvertently 
create significant problems. In contrast, a long-term, security-
by-design approach to network security—from the processor 
up through the entire stack—can help minimize or avoid 
exposures at the guest OS hypervisor and application level. 

With 5G, security exposure of any one network function in 
the control plane exposes the entire 5G core to security risks. 
Highly distributed edge solutions further increase the attack 
surface. Lack of consistency in security solutions across the 
infrastructure slows threat detection, upgrades, resolution 
time, and response. Security must be deployed at scale, be 
consistent, and be pervasive across all key elements in the 
infrastructure. 

An effective 5G security framework must include the following:

•  A secure private key management solution for the  
control plane

•  Trusted Execution Environment at the edge and in the core

•  Crypto acceleration 

•   Platform firmware trust and resilience across the 
infrastructure

A pervasive and consistent security infrastructure requires the 
right combination of hardware security features with security-
enabling software. Figure 2 illustrates the key areas where a 
hardware-plus-software approach to security can harden the 
5G network.

Service providers use Intel® architecture’s built-in hardware 
security capabilities together with Intel software solutions, 
toolkits, and libraries to reduce cybersecurity risks, reduce 
total cost of ownership (TCO), and improve overall productivity 
and usability. 3rd Generation Intel® Xeon® Scalable processors 
provide a balanced architecture with a unique combination 
of built-in acceleration and advanced security capabilities, 
designed through decades of innovation. 

Intel’s security portfolio encompasses ubiquitous encryption 
and key protection, providing a hardened platform that offers 
a trusted execution environment (see Figure 3). 

https://www.intel.com/content/www/us/en/products/docs/processors/xeon/3rd-gen-xeon-scalable-processors-brief.html
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Intel® Hardware Security For Networking Infrastructure 

Intel’s Security and Research

Attestation AI AccelerationData Provenance & Sovereignty;  Identity; Privacy; AnalyticsRegulatory

Essential Security

Intel® QuickAssist Technology, vectorized AESHigh-Performance Security                    Crypto & Compression Acceleration + Key Protection

Intel® Platform Firmware Resilience Platform Root of Trust & Resilience           

IoT RAN, Edge Network Core Cloud/DC

Networking Software Intel® Reference Security Solutions, Open SourceVirtual Machines               Containers               Service Mesh               Microservices 

Figure 3. By combining hardware and software security capabilities, communications service providers (CoSPs) can achieve their network security goals.

AES = Advanced Encryption Standard      AI = Artificial intelligence

Intel® Software Guard Extensions  
Intel® Key Protection Technology 

Confidential Computing                     Protect Sensitive Data & CodeWorkload Security
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Figure 4 illustrates several 5G security use cases that take 
advantage of key management security, crypto acceleration, 
and platform firmware resilience, such as the following:

•  Confidential 5G SBA and SBI communication 

•  Secure user equipment authentication and secure 
converged edge

•  Secure federated multitenant content delivery

•  Application authentication between vertical industries and 
the 5G core

•  Secure communication with other 5G networks

•  Secure edge-to-core communication

•  Lawful intercept (LI) across the highly distributed 5G 
network helps protect the computations required to 
achieve regulatory compliance even for LI conducted at the 
network edge

•  Assured integrity of billing information with an audit trail 
for all software that accesses the charge detail records 
(CDRs) used in billing and charging
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• Secure federated multi-tenant 

content delivery 

IMS = IP Multimedia Subsystem       TLS = Transport Layer Security         UE = User Equipment         SBI = Service-based Interface

• SecureSBI comms (TLS)
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management
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with other 5G networks
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Figure 4. Various 5G infrastructure security use cases.
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The 5G use cases illustrated in Figure 4 can be addressed 
with the following capabilities on 3rd Generation Intel Xeon 
processors. 

Key Management Security 

Intel® Software Guard Extensions (Intel® SGX) is a new, 
processor-based approach to protecting an application’s 
or network function’s code and data from disclosure or 
modification using built-in memory isolation and encryption. 
As 5G infrastructure deployments target bare-metal and 
cloud-native frameworks, traditional virtual machine (VM)-
based isolations are inadequate. Intel SGX helps protect the 
sensitive code and data of an application inside a protected 
enclave from the untrusted parts of the application itself and 
from the OS and VM. By using Intel SGX, security keys can be 
better protected during usage from end-to-end. By securely 
delivering application security keys into the enclave from a 
Key Server, those keys are prevented from being disclosed 
to or read by the application itself, VM or by the OS and VM 
administrators. By limiting access to enclave memory, Intel 
SGX reduces the attack surface and helps protect the sensitive 
keys and security processing meta-state running inside the 
enclave. Deploying secure key management inside Intel SGX 
allows the application and administrators to better protect 
their keys while in-use, in transit and at rest inside the enclave. 

Intel SGX provides the smallest attack surface and is highly 
suitable for cloud-native solutions. Intel SGX instructions 
enable application developers to partition applications code 
and/or data to run into enclaves, increasing the security of 
those critical security assets (see Figure 5). Enclaves have 
hardware-assisted confidentiality and integrity-added 
protections to help prevent access from malware or processes 
at higher privilege levels, such as the OS and platform 
firmware. The enclaves can be used to help protect private 
keys, which are sensitive security assets for an organization, 
predominantly used to provide authentication and encryption 
for networking and workload security.

Trusted applications can run more securely in any environment – public/hybrid/hosted cloud

Network Function Containers

Operating System Code

DataHypervisor

CPU /Memory Intel SGX

Minimizes the attack surface by running sensitive portions of applications (e.g., keys) inside the enclaves

Removes the infrastructure from the network application trust boundary 

Trust is established through CPU attestation

Scales across different software models: virtual machines, containers, service mesh, microservices

Figure 5. By using an isolated, secure memory enclave, Intel® Software Guard Extensions (Intel® SGX) can help protect 
code and data from unauthorized access even by privileged system software.

Intel® Software Guard Extensions (Intel® SGX)

http://intel.com/sgx
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Intel SGX provides cryptographic workload isolation at the 
most granular application level, enabling fine-grained data 
protection within a hyper-focused trust boundary. Figure 6 
provides an overview of how Intel SGX works.

Intel SGX can work with any protocol, such as HTTP2, 
OpenSSL or Public-Key Cryptography Standards (PKCS). 
3rd Generation Intel Xeon Scalable processors provide up 
to 512 GB of Intel SGX enclave capacity (per processor). As 
described in the 5G core workload brief, Intel SGX helps 
protect the most sensitive workload assets, including, 
for instance, the private keys used for secure application 
programming interface (API) interactions.

                               3rd Gen Intel® Xeon®-D and Intel® Xeon® Scalable Processors

Linux

5G Core Control Plane Network Function 

Application-agnostic Intel 
SGX Key Management

Untrusted - CoSP Environment

Encrypted  
Data

Encrypted  
Results

AMF 
NF-specific logic

Key Server  
Comm Agent

Customer Attestation 
Services (DCAP)  
& Key Servers

DCAP = Data Center Attestation Primitives  
AMF = Access and Mobility Management 
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SMF = Session Management Function 
AUSF = Authentication Server Function 
NF = Network Function

SMF 
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Trusted - Intel® Software  
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Figure 6. Secure enclaves enabled by Intel® Software Guard Extensions (Intel® SGX) can be used for key management.

Service-based Interface

https://www.intel.com/content/www/us/en/communications/hardened-security-5g-core-brief.html
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Figure 7 summarizes the advantages of using Intel SGX 
for key management security. Intel provides reference 
software for attestation and key management with Intel 
SGX integration, as well as Ansible automation and Intel® 
Experience Kits that include SGX network security white 
papers and tutorials.

Figure 7. Advantages of using Intel® Software Guard Extensions (Intel® SGX).

Available since 2015

Bare metal (non-virtualized) workloads

Protections for virtualized environments

Granular developer controls

Proven with the most real-world deployments

Most battle hardened 
(researched, tested, updated)

Cloud-scale attestation (integrity verification)

Full cloud stack outside of the trust boundary

Unlimited per-enclave data encryption keys

Most independently researched hardware-
based trusted execution environment in 
the market

Intel® Software Guard Extensions (Intel® SGX)

Intel’s Security  Advantages Intel SGX

Broad deployment/global adoption

Smallest attack surface for a Trusted 
Execution Environment, less vulnerable 
to data breach

https://networkbuilders.intel.com/intel-technologies/network-transformation-exp-kits#security
https://networkbuilders.intel.com/intel-technologies/network-transformation-exp-kits#security
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Crypto Acceleration 

Providing security at high performance is critical for ensuring 
the data center and workloads are performing at their highest 
optimal points. Improving network security processing 
performance ensures that the encrypted network traffic is 
flowing at the highest speed. Historically, while the need 
for encryption has been recognized by CoSPs, the encrypt/
decrypt process has raised performance concerns. Intel has 
helped solve this problem by reducing the compute cost 
of the processor’s cryptographic algorithm computations 
used to encrypt data. CoSPs can implement crypto for IPsec 
communications between non-secure user plane function 
(UPF) locations and the central 5G core infrastructure—and 
still meet performance service-level agreements (SLAs). 

3rd Generation Intel Xeon Scalable processors feature 
significant built-in crypto acceleration capabilities that 
include vector Advanced Encryption Standards (vAES),  

Security with Intel® Optane™ Persistent Memory 

Hardware-based security features of 3rd Generation 
Intel® Xeon® Scalable processors are the bedrock 
of security solutions, and are complemented by 
several other Intel® technologies. In particular, Intel® 
Optane™ persistent memory (PMem) can benefit 
5G database applications such as the Unstructured 
Data Storage Function (UDSF) and Unified Data 
Management (UDM). These applications store 
unstructured data necessary to enable stateless 
containerized network functions, as well as 
functions that store subscriber information and 
associated policies.

Intel Optane PMem has 256-bit AES hardware 
encryption. In Memory Mode, the Intel Optane 
PMem encryption key is removed when powered 
down and is regenerated at each boot. This helps 
secure the encrypted memory data by making the 
cleartext memory contents unavailable after boot. 
In App Direct Mode, data is encrypted using a key 
on the PMem module. Intel Optane PMem is locked 
at power loss and a passphrase is needed to unlock 
and access the data. The encryption key is stored in 
a security metadata region on the module, designed 
to limit access to only the Intel Optane PMem 
controller. If repurposing or discarding the module, 
a secure cryptographic erase and DIMM over-write 
is used to help prevent data from being accessed.

Vector CLMUL (Carry-less Multiplication), Intel® SHA 
Extensions, VPMADD52 instructions, and Public Key RSA/
DH operations.³  These new processor instructions provide 
flexibility without the need for dedicated accelerators. Intel 
also provides an API for using a standard crypto protocol.

Industry-standard libraries can take advantage of these new 
crypto instruction sets to bring Intel’s hardware advantages 
to a wide range of encryption use cases.

3rd Generation Intel Xeon Scalable processors substantially 
improve crypto performance, compared to the previous-
generation, Intel Xeon Scalable processors:⁴

•  Up to 5.6x higher OpenSSL RSA Sign 2048 performance

•  Up to 4.2x higher TLS encrypted connections per second

•  Up to 3.3x higher IPSec AES-GCM performance

•  Up to 2.3x Data Integrity (CRC64)

https://newsroom.intel.com/articles/crypto-acceleration-enabling-path-future-computing/
https://www.intel.com/content/www/us/en/architecture-and-technology/optane-dc-persistent-memory.html
https://www.intel.com/content/www/us/en/architecture-and-technology/optane-dc-persistent-memory.html
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Intel® Platform Firmware Resilience (Intel® PFR)

A platform has fundamental firmware components that are 
required to boot and operate that platform. It is essential 
that all the firmware operating the platform is up to date and 
provides resilience, acting as part of the trusted foundation 
for the entire platform. As the intensity, sophistication and 
disruptive impact of security attacks continue to escalate, 
CoSPs need to protect their servers all the way down to 
the firmware, where threats are most difficult to detect. 
As security protections advance, attacks are becoming 
increasingly sophisticated, including targeting the low-level 
platform firmware. Permanent denial-of-service (DoS) attacks 
alter the platform firmware to potentially brick the server in 
a way that requires manual, server-by-server remediation, 
resulting in substantial downtime.

To help with low-level platform protection, Intel provides 
Intel® Platform Firmware Resilience (Intel® PFR), illustrated 
in Figure 8. This Intel® FPGA-based solution uses a specially 
configured Intel® MAX® 10 FPGA to help protect the various 
platform firmware components. Implementing the platform 
root of trust with the Intel MAX 10 FPGA provides both a 
customizable and highly transparent solution. Intel is offering 
this capability as an available option on our 3rd Generation 
Intel Xeon Scalable processor platforms. Intel PFR thereby 
provides an integrated solution that may not otherwise be 
available from a CoSP’s platform vendor of choice. 

Intel PFR monitors and filters for suspected malicious traffic 
on the system buses. It also verifies the integrity of platform 
firmware images before any firmware code is executed. And 
most significantly, it can even restore corrupted firmware 
automatically from a protected known-good recovery image.  
With all these features, Intel PFR can help CoSPs address 
National Institute of Standards and Technology (NIST) 
SP800-193 platform firmware resiliency requirements.

Figure 8. Intel® Platform Firmware Resilience (Intel® PFR) provides supply chain security and establishes trust through 
verification and attestation.
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Platform Firmware

Infrastructure Security Assurance
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from a protected gold 
recovery image

https://www.intel.com/content/www/us/en/products/docs/processors/xeon/platform-firmware-resilience.html?wapkw=Intel%20Platform%20Firmware%20Resilience
https://www.intel.com/content/www/us/en/products/programmable/fpga/max-10.html
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Deep and Broad Ecosystem Collaboration Enables Consistent Security Solutions

Intel is firmly committed to helping CoSPs create more 
secure and robust ecosystems by collaborating with 
hardware and software makers to enable their products to 
take advantage of the hardware-enhanced security measures 
built into 3rd Generation Intel Xeon Scalable processors. 
Additionally, Intel has built solid, long-term relationships 
within the telecommunications industry; worked closely to 
solve security challenges through research, standards and 
open source; and has developed a deep understanding of 
CoSP security requirements.

Intel has also worked with the industry to develop a 
comprehensive set of requirements around platform and 
workload security and help standardize them. 

The Key Management Reference Application (KMRA) is a 
proof-of-concept software created to demonstrate Intel 
SGX’s ease-of-use, ease-of-deployment, and interoperability 
with customers’ existing deployments of security modules 
and a centralized key server. This reference application sets 
up NGINX and 5G workloads to access the private key in an 
Intel SGX enclave on a 3rd Generation Intel Xeon Scalable 
processor, using the PKCS #11 standard interface and 
OpenSSL. Intel SGX-based private key protection can be 
used to help secure 5G SBA Mutual Transport Layer Security 
(MTLS) communication and key signing operations. With this 
Intel SGX protection model, the customers’ private secrets 
are better protected at rest, in flight, and during use within 
the Intel SGX enclave.

Supporting the Open-Source Community to Further 
Accelerate Security Innovation

Intel is committed to open sourcing many of our security 
solutions in order to provide transparency to our industry 
partners. For example, Intel has contributed Intel PFR to 
the industry as another platform root of trust option for 
system builders (available at the Intel PFR GitHub project 
page). Other open-source platform root of trust products 
from Intel include Converged Intel® Boot Guard and Intel 
Trusted Execution Technologies support (CBnT), and Trusted 
Platform Module 2.0.

Intel® Security Libraries for Data Center (Intel® SecL - DC) 
combines open-source Intel® software security components 
with standard APIs to simplify deploying Intel security 
technologies. This open-source remote attestation 
implementation comprises a set of building blocks that 
use Intel security features to discover, attest, and enable 
critical foundation security and confidential computing use-
cases. It applies the remote attestation fundamentals and 
standard specifications to maintain a platform data collection 
service and an efficient verification engine to perform 
comprehensive trust evaluations. These trust evaluations 
can be used to govern different trust and security policies 
applied to any given workload. Intel SecL-DC is provided as 
reference code and is also extensible to include any future 
security use cases and technologies.

Conclusion

The future of 5G rests on a solid foundation of robust 
network security. Intel provides the necessary hardware 
and software solutions to help CoSPs navigate the labyrinth 
of 5G security challenges like secure key management, 
crypto acceleration, and platform firmware resilience. Intel 
is committed to the advancement of network security 
capabilities and helping CoSPs meet their evolving security 
requirements. Examples of co-innovation projects include 
using Intel SGX for 5G SBA prototyping and service mesh 
security design to help ensure performant and secure 
microservices connectivity. By collaborating with Intel and 
other industry players, CoSPs can accelerate their 5G journey 
toward new security-enabled service opportunities like 
confidential computing.

For more information about 
how you can put Intel 
technology to work protecting 
the network, contact your  
Intel representative or visit  
Intel.com/Network

https://01.org/key-management-reference-application-kmra
http://www.github.com/intel/platform-firmware-resiliency
http://www.github.com/intel/platform-firmware-resiliency
https://01.org/intel-secl
Intel.com/Network
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