
Tactical Edge Networks Undaunted 
by Demanding Conditions

When disaster strikes, existing infrastructure is often compromised. Roads, bridges, electrical, 
and communications networks become partially or entirely unusable. For federal emergency 
responders rushing to provide aid, a top priority is establishing a practical and broad means of 
enabling communications and information management at the scene of the catastrophe. 
Emergency responders are trained to tackle many challenges in the wake of a disaster. Still, few 
have the knowledge or expertise to deploy and manage an edge system in extreme conditions.

Enter Tactical Edge networks built with Intel® Smart Edge, which make the technology easy to 
use, with built-in levels of security and software abstraction layers that make it accessible, 
simple, and fast for non-technical users to stand up and manage.

With wireless communications established from a command center, communications can 
bridge to other assets as the response mobilizes. Using Integrated Access and Backhaul (IAB), 
sites can be linked together to form a new mesh of wireless communications. Base stations can 
act as multi-network gateways for communications between responders and ground vehicles, 
aircraft, ships, drones, and satellites.
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Intel® Smart Edge is an edge-native distributed computing platform that enables the deployment and 
management of container-based workloads with cloud-like ease, resiliency, and security at the edge. Smart 
Edge for Enterprises delivers edge networking and application infrastructure as a managed turnkey service 
for specific verticals like government, healthcare, media, and Industrial IoT. It comes with Intel premium 
support, dedicated customer success teams, and a 24/7 SLA.
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In extreme conditions, systems fail. When they do, fully autonomous systems recover 
and restart workloads without human intervention and do not require any external 
systems for operation.

Autonomous systems use local telemetry for performance and fault management and 
Telemetry Aware Scheduling that automatically rebalances and places workloads. When 
connected to other locations in the network, the system offers central visibility for 
situational awareness. When links are down, data is stored in a finite queue for forwarding 
when connections are re-established. 

In a Tactical Edge network deployment, the infrastructure needs to be resilient to 
physical attacks because it’s potentially vulnerable outside the data center. Intel® Smart 
Edge software applies Zero Trust Architecture principles, platform attestation with Intel® 
Secure Libraries (iSECL), application security with Intel® Software Guard Extensions (SGX), 
and secure onboarding with FIDO device onboarding (FDO).

Intel offers greater choice and design for multi-vendor, multi-cloud platforms and 
software that provides a ubiquitous, stable, and reliable solution with world-leading 
security features for running modern applications.

Observe the System from a Central Location

Guard Against Network Threats

Recover from Faults Automatically

Realize the Edge with Open Software

Accelerate Edge Workloads 
with Technology You Can Trust

Stand Up a Network Fast

Extend the Network without Infrastructure
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Stand up a network 
in hours, not days

No team
to hire or train

No specialists
required

Simple to deploy,
simple to use
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About Intel Smart Edge

Learn more at intel.com/smartedge

In an emergency response, communications must span multiple users and 
government agencies. A pop-up 5G network can provide broad access—including 
hybrid base stations enabling non-5G government networks to connect—and be 
established quickly from an incident command center that can host critical 
applications on an Intel® Smart Edge computing platform.

https://www.intel.com/content/www/us/en/edge-computing/smart-edge.html

