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Consilient Fights Financial Fraud 
with Intel-Optimized Platform

Each year financial institutions and governments spend billions of dollars fighting money 
laundering and the financing of terrorism. Yet these efforts only identify a minimal percentage 
of actual crime and produce a high rate of false positives.

To make fighting financial crime more effective, Consilient has teamed with Intel to create an 
artificial intelligence platform that enables more robust fraud detection by offering secure 
collaboration among financial institutions while helping to protect privacy and secure data.

One of the biggest impediments to fighting financial crime is financial institutionsʼ inability 
to effectively share information and compare experiences due to the need to maintain 
privacy and data security. As a result, each company operates as a “silo,” working in isolation 
with access to limited information and without the bigger picture often needed to identify 
suspicious activity. Significant regulatory constraints and privacy concerns have limited the 
scope for cooperation.

This is the challenge that Consilient is trying to address. Juan Zarate, Co-Founder and  
Chair of the Board for Consilient, explains: “Our platform enables the secure sharing of 
information among siloed organizations, while redesigning the way financial institutions  
and authorities discover and prevent financial crime.”

Today’s reactive system relies on individual institutions to detect and report suspicious 
activity on their own, he says. “Policy and operational concerns — especially data privacy 
and security — inhibit information sharing, dynamic feedback or collective learning,  
both within and outside the institution. The resulting blind spots make it difficult to  
identify illicit activity in ‘island’ systems and economies.”
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An Anonymizing Algorithm
To address this challenge, Consilient employs its proprietary Dozer technology 
and a model for distributed learning across large and/or diverse datasets known 
as federated machine learning. With this approach, the algorithm, not data, is 
exchanged between servers at different institutions, allowing the algorithm to access 
and interrogate data sets in different institutions, databases, and even jurisdictions, 
without ever moving the data. This enables organizations to leverage the algorithms 
to detect illicit activity more accurately on their networks and to prioritize handling 
more serious illicit finance risks. 

To provide the end-to-end security and privacy safeguards needed to ensure that the 
data remains private and confidential, Consilient leverages hardware-based Trusted 
Execution Environments using Intel Software Guard Extensions (SGX) built into Intel 
Xeon Scalable Processors. Secure, private processing and analysis take place within 
a protected memory enclave created by Intel SGX. 

This Intel technology helps ensure the root of trust is limited to a small portion 
of the central processing unit’s hardware and the machine language application 
itself, reducing the attack surface for potential threats and better protecting the 
confidentiality and integrity of code and data. Intel SGX also protects the underlying 
model inside Dozer from theft that could allow attackers to expose data or tamper 
with the algorithms and assures the model’s integrity and accuracy.

Incorporating Intel SGX into Dozer’s federated machine learning approach  
enables Consilient to protect against attacks on software and memory content.  
Data and encryption keys remain protected even in the case of an insider attack  
or if an attacker can gain full control of a target system. Intel SGX also guards  
against memory bus snooping, memory tampering, and other attacks against 
contents in RAM.

This “black box” approach eliminates the need to create complex webs of trust,  
where data or code could still be exposed to an untrusted party. Additionally, it 
facilitates cross-industry machine learning while still helping to maintain the  
privacy of individual data and the confidentiality of proprietary algorithms.

Enabling Proactive Security
Consilient’s platform can analyze, identify, and find “normal” and “abnormal”  
patterns in datasets that human eyes and most current technologies cannot see. 

“Traditional rule-based screening and anti-money laundering systems typically have 
false-positive rates exceeding 95%,” says Gary Shiffman, CEO and Co-founder of 
Consilient and Founder and CEO of Giant Oak. “Our federated machine learning 
Dozer technology has proven to reduce the false-positive rate to 12%.”

The Consilient platform thus allows government and financial institutions to detect 
actual illicit activity quickly and with far greater accuracy. The company says this 

“We see 
enormous value 
from Intel SGX 
allowing us 
to automate 
at scale as 
our model 
takes hold 
and Consilient 
grows.”

Juan Zarate, 
Co-Founder & 
Board Chair, 
Consilient
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capability lets financial institutions, authorities, and other regulated actors discover 
and manage evolving and complicated illicit risks more proactively, effectively, and 
efficiently. As a result, organizations save costs, can redeploy personnel, and more 
effectively prioritize efforts to counter illicit finance.

“We chose to work with Intel because it had already applied federated machine 
learning to sensitive data, in this case with cancer research,” says Zarate.  

“Two years ago, we reached out to Intel and said we would like to build on its  
work in the cancer field to fight financial crime.”

In the two years since collaboration began, privacy issues have become an increasing 
concern around the world. “By sharing algorithms and not data, we are preserving 
and enhancing privacy, which is key,” says Zarate. Consilient’s platform has now been 
deployed at numerous financial institutions. “We wanted to make sure that we were 
prioritizing security from the start,” he notes. “That’s what Intel provides for us with SGX.”

He continues: “For financial crime, this simplifies the compliance risk management 
system by reducing the number of false positives that need to be tracked.  
Typically, organizations spend hundreds of millions of dollars tracking false positives. 
Instead, institutions can now focus on high-risk sectors, customers and geographies, 
and staff are freed to pursue fraud that might otherwise not be found.”

Scalable Compliance 
Besides the benefits of optimization, efficiency, and effectiveness, the Intel solution 
allows institutions to validate the security process to auditors and regulators and 
demonstrate that the data is secure. To discover unknown risks, it helps to look at 
the largest populations possible, and doing this requires highly efficient performance 
while still considering costs. As Shiffman explains, “That’s another reason we use Intel 
technology. We could do this without Intel, but it would be more costly and would take 
much longer. With Intel, we're able to run an entire population of 1PB through in 23 
seconds, which is the time it would take to run a sample size of 2TB without Intel SGX.” 

“We see enormous value from Intel SGX allowing us to automate at scale as our model 
takes hold and Consilient grows,” Zarate confirms. “Because of our relationship with 
Intel, we can design forward in a fairly rapid and scalable fashion. Our ability to add 
other nodes to our work and other datasets in a competent manner is critical to the 
auditors and regulators. Our solution scales very easily if the bank has Intel Xeon 
Scalable processors with SGX or uses a commercial cloud provider. In addition,  
our software is lightweight and simple, and it takes only hours to deploy.”
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