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D)% %EL, RRSNBUANERZIUYVILET,

4.2.2 RERYEFD—IDEM

Home >

Virtual networks »

+ Add £33 Manage view v~ () Refresh

Subscription == all

Filter by name...

Showing 0 to 0 of 0 records.

Add GEIN) Ry >=IUvOLEY,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B



https://docs.microsoft.com/en-us/azure/bastion/

4.2.3 (RIEBRYFI—ODOEKIBHORE

Home > Virtual networks >

Create virtual network

Basics  IP Addresses  Security = Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your |
Azure resources, such as Azure Virtual Machines (VM), to securely comm
networks. VNet is similar to a traditional network that you'd operate in yc
benefits of Azure's infrastructure such as scale, availability, and isolation.

Project details

Subscription * (O | ]

Resource group * O | intel-ema-resources

Create new

Instance details

ERBHRZRODESICADLET,

« Resource group (VY —X FIL—7): LIFEERLIEVY —
RO N—T&BIRLET,
Bl : intel-ema-resources

- Name (&#l) : —EOUY—-RITIL—TZ%EANDLET,
5 : intel-ema-network

« Region(U—Y3>):UV—-2nF7O1%Ed3d -3 vIC
RESNTLBRI =R LET,
5l = (US) West US (KEFELR)

Next: IP Addresses (RN : IP ZRLR) R VEIUVILT, RD
ATV INEHET,

Name * | intel-ema-network
Region * | (US) West US
4.2.4 I1Pv4 7RLAZERDEEE

Basics  IP Addresses  Security  Tags  Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR
notation (e.g. 192.168.1.0/24).

IPv4 address space

10.0.0.0/16 10.0.0.0 - 10.0.255.255 (65536 addresses)

J=ZF712AVEIUvILTT 7AIL D7 RL A= %HEIBRL, Fil
LV IPv4 7 RLRAZERZEAHDLET,

5 : 10.250.0.0/24

BH#ICTTICOSIRADTSAR—k IP EENH RIS, £ldS
BRTEITBAREMENGDIBEEICIL—T1 YV ITDBEEDFEELELELD,
2w D—OEMF—AICHEKLT, FBATEGRIP 7RLATOvO%
BIRLFEY,
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4.2.5 A4VFI°EMAS—N\—BY TRy DEMN

Add subnet X

Subnet name *

| ema-servers v ‘
Subnet address range * (O
| 10.250.0.0/26 v

10.250.0.0 - 10.250.0.63 (59 + 5 Azure
reserved addresses)

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to
specific azure resources from your virtual network
over service endpoints. Learn more

Services (D

| Microsoft.Sql N

EZE o |

Add Subnet (7 Ry DB Ry VEIUYOL, ROELSICTHT
Y RERELET,

Subnet name (B 7Rv k&) : — B0 TRV EBEAHNLET,
5 : ema-servers

Subnet address range (U7 Rv bk ZRLREME) : KIFEA ALK
IPv4 7 RLAZBROREROY TRy b7 RLAGEEZANDLET,
5 : 10.250.0.0/26

Services (U—EX) ROV 75D~ - XZa—hH\5 Microsoft.Sql =
BIRLET,

Add GEM) R V=OUvOLTH TRy bafEELFET,
Next: Security ORN : EFaUFr—) Ry E2OUVILET,

4.2.6 Azure* Bastion DXL

Basics  IP Addresses  Security Tags  Review + create Security (EFaUF1—) BEEZRDLSICHELFT,
BastionHost (D () Disable BastionHost : Enable (BXICT %)
N bl
= s Bastion name (Bastion &) : —E® Bastion 8% A HLFEY,
Bastion name * I EmaBastion \/] 5l : EmaBastion
AzureBastionSubnet address Spacel 10.250.0.64/26 JI AzureBastionSubnet address space (AzureBastionSubnet ®
o 10.250.0.64 - 10.250.0.127 (64 addresses) | 77 FL AZER) : (RERY D =007 RL AZERBAOKRERDT7 KL X
Subiic iPatidres [[(New) EmaBastion - =& AILET, AzureBastionSubnet (77 RL XZER/(% /26 A+
Create new lC?‘éLK\ED\%Dii
DDoS Protection Standard (O ‘@:J Disable WJ : 10250064/26
© Enable Public IP address(/\Z7Uw# IP 77 KL R) : Create new (Ei#I{ERE)
Bl 1 @) Disable UyoaDOUvIL, —BORAIEMNIT, OKRIVEIUVILET,
() Enable 5 : EmaBastion
4.2.7 WER

Review + create (FERREAER) Ry V&I UVILET,

BEEICRRSNERY ED—OOFM@ERERLTH\S, Create ({EFE) MYV EIUYILET,
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4.3

77U —o3ay-gFaUrs—-JI—T(ASG)

ASG IF, 7717 IA—)LRBIONRERETY VICRET D ((RY D=0 - 2FaUT—-TIL—T 1005V 3VTHER) DEFEICTS, |
BV VICHERRREGERRY I DELSBFHNDTYT, TOHEMELT, UTOFIET ASG Z{ERLET,

FIUT—avtxaUT — II—TOFEMICDOVTIE U TOU Y OESRLTIESL), https://docs.microsoft.com/ja-jp/azure/virtual-

network/security-overview#application-security-groups

431 FP7Uor—23arv-gFaUF1—-JI—TF - B—EXNDBE)
) — . B AR ZE/\—%1E R LT Application security groups (77
S LRI © Application security groups Us—y3y-tFaUs —-FN—7) EhEL, EFRINBUIN
Home > ERZOUYOLET,

Services

“‘ MicrOSOft-Viﬂ @ Application security groups

Nanlnavmant s

43.2 F77Uo—=vav-EFaUuss—-JIL—-TDENM
Add (GBIN) Ry EOUV O LET,
= Microsoft Azure A Search resources
Home >

Application security groups

+ Add £33 Manage view () Refresh

Filter by name...

Subscription == all

Showing 0 to 0 of 0 records.
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433 FPIUTr—o3v-EFaUF1s—-JIL—T (ASG) DERFE

ERBHRZRDESICADLET,

. . - . 1)V ) — —_— : S CI \NJ
Create an application security group Resource group (1Y —X Z=7): RFEIRLIEDY

« Name (#|#l) : —BD ASG BEANILET,
5l : ema-servers

Home > Application security groups >

Basics
« Region(U—=y3>):UV—2nF7O015%Edd)—I3VIC
BRESNTVWBREEERBLET,

Review + create (FEERL{ERE) Ry EIUVILET,

Project details

Subscription * |_
BEEQIEHREEDLTHDS, Create ({ERE) MY V&IV ILET,
Resource group * | intel-ema-resources
Create new

Instance details

Name * | ema-servers

Region * | (US) West US

4.4 RY+D—=U-€Fa2UF1—-TN-7
Ry RD—0-2F 2T —TI—T (NSG) I, FITEEND Azure* UV —REDEBERY b D—2- STy URBRERIFHFTT B+ 2
UF—RAINEENET, SRAICOVT, BETLRES, K—b, FOFILEEETEET,

NSG Z{ER T DL, Azure* ICEEEDRAIOEY FIEENET, TNOOBEEDREIFHIBRTESELTAN, IEEITEVVBLEIENZF DS, BE,
MEICIHCTBRIBMNOEVRAICESTA—N—F1RTEEYT, BEDRAIIRIDESNTY,

AllowVNetinBound : RERY D —0RDUY —RABDIRTOR T T v I%HFAILET,
AllowAzureLoadBalancerinBound : Azure* Load Balancer WSARERY kD —OADIRTOS 71y I%=FTLET,
DenyAlllnbound : FEDY —ZANWBEBDY —ANDINRTODI VNIV R LS T0vOEESFLET,

oY 3vTIE, NSG Z{ERL. TVFIL° EMA (RIEEXYVYADRS 71 v O%FATHehICBHEGRAZTNTEMLEY, Fiz, Azure*
Bastion Y 7Ry FMADYBEGET T1vIRFATB2D 2 DED NSG ZERELET,

RYRD= X aUFs— TIL—TOFEEICDONTIE, WTDOUVIEBSRLTLES, https://docs.microsoft.com/ja-jp/azure/virtual-
network/security-overview

441 AVFIL° EMAY—-N—BTRVFrHORYED—0 -EFXaUF1— - TIL—TDIER

4.41.1 RXvbkD—=-E2FaVUF1—-JI—F - B—EZXDIBE)

T Ay T B EEoRE/N\—%#FH LT 'TNetwork security groups (v
el it AU D—0-gFaUF1— TI—TF) EREL, RRANBUIEBE

IUvOLET,

Home > Services

“‘ MiCFOSOﬂ.Apl 3 Network security groups

Nenlavment ===
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441.2 RYkD—U-EFaUFs—-TIL—TDEM

Microsoft Azure L Search re

Home >

Network security groups

== Edit columns

—+ Add () Refresh

Add GEBIN) Ry >=o Uy I LEY,

4.4.1.3

Ry b= -EFaYUF1—-JIL—T (NSG) DEKIBEHRDHRE

Home > Network security groups >

Create network security group

Basics Tags  Review + create

Project details

Subscription *

Resource group * | intel-ema-resources

Create new

Instance details

Name * | ema-server-nsg

Region * | (US) West US

EXBHRERDESICADLET,

+ Resource group (VY =X JI)L—7): ZIFEEHLIEVY —
RO N—T&BIRLET,

- Name (&#l) : —ED NSG BZAHLET,
5 : ema-server-nsg

« Region(U—y3>):UV—2nF7O15%kEdd)—I/3VIC
BMESINTLB L =MRLET,

Review + create (FEERL{ERE) Ry EIUVILET,

BEEICRRSNERY D=0 %A LTHS, Create ({ERE)
MYV EIUVILET,

FTO1HINORY 7y 7 Xyvtz—IHRRSNES, Go To
Resource (VY —RICREN) MYV EOUVILET,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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442 RXvbkD—9-2FaUF1—-JI—-TDHEE

4.4.2.1 ZTELFaIVUTs—RUNADIEE)

Home > Network security groups >

¢ ema-server-nsg | Inbound security rules

~ Network security group

/? Diagnose and solve problems

Settings
~ Inbound security rules

L Outbound security rules

|/O Search (Cmd+/) | « -+ Add % Default rules O Refresh
i-, Overview i
Priority Name Port
B Activity lo
¥ | 65000 AllowVnetinBound Any
0 Access control (IAM)
65001 AllowAzureLoadBala... Any
T
L 65500 DenyAllinBound Any

KXY bD=0-2FaUF1—T)I—TDH 1 R/)\—D Settings (FRE)
T. Inbound security rules (2{§tF*a1UFr—3RA) 2 BIRLFET,
SE U TOFIETCEZIEAEIERE, Azure* HMBIIEMUZIELLBE

AVOUXYTEDES, RAIDIEED T LTURRCRRTSND
FTRELTTIZZ L,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4.4.2.2 RDP REAIOIER

& Add inbound security rule

ema-server-nsg

é"’ Basic

Source * (D

| IP Addresses

Source IP addresses/CIDR ranges * (O

| 10.0.0.0/24 or 2001:1234::/64

Add your own trusted network in the field above
Source port ranges * (O

*

Destination * (O

| Application security group

Destination application security group * ©

| ema-servers

Destination port ranges * (O

| 3389

Protocol *
( Any TCP ubpP

ICMP )

Action *

pery )
Priority * O

| 100

Name *

| RDP

Description

Allow RDP from trusted sources to EMA servers

BEEOLOEICHS Add (GBIN) Ry>=IUvoIL, NTOXSICH
BlzsRELET,

Source (Y —2X) : IP Addresses (IP 7 RL X)

Source IP addresses/CIDR ranges (VY —X IP 7KL X
JCIDR £8[H) : (REXRY D —I1EREEICERLIE Azure*
Bastion 57w ko CIDR #E%ZEAILET,

5l : 10.250.0.64/26

Source port ranges (V—2 K—&iH) : *

Destination (38%) : Application security group (77 7U4 —
YarvoeFaurs—-JIL—7)

Destination application security group (5857 77U —
YavotFaVFs—JI—T):ema-servers (£zIFEE
LI EEDHEH)

Destination port ranges (5855 /K— &) : 3389
Protocol (O k2JL) : TCP

Action (${E) : Allow (F™)

Priority ({B5EIE{) : BENICTEIDETONIERERALET,

Name (&) : —EOREIBZANLET,

%l : RDP

Description (§%F8) : 1> 5/)L° EMA B —/\—\DEETE S
V=260 RDP #ZFAI 973

RTLES, EE RO Add (GBI MY > ZI Uy I LET,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4423 Ix7-+S5T71vIRBDOIER

& Add inbound security rule

ema-server-nsg

&9 Basic

Source * (O

IP Addresses

Source IP addresses/CIDR ranges * (O

| 10.0.0.0/24 or 2001:1234:/64

Add your own trusted network here
Source port ranges * (O

*

Destination * ()

Application security group

Destination application security group * (©

ema-servers

Destination port ranges * (O

443,8084

Protocol *

( Any TCP

UDP ICMP )

Action *

( Allow Deny )
Priority * O

110

Name *

web

Description

Allow web traffic from trusted sources to EMA servers

BEEOLOEICHS Add (GBIN) Ry>=IUvoIL, NTOXSICH
BlzsRELET,

« Source (Y —2X): IP Addresses (IP 77 RL X)

 Source IP addresses/CIDR ranges (VY —X IP 7 RL- R/
CIDR &M) : 15—V bhBAVFILPEMA T -1
H—TIARICTFORRATRENFASIND, EBTETDIRY
FO—0BANDLET, HIRNAERIZE, Source (V—X) %
Any (EE) ICRET D EHTEET,

« Source port ranges (V—2X iR—§EH) : *

- Destination (385%) : Application security group (7 U4 —
vavoeFalF4—-IIL—7)

- Destination application security group (5857 7V —
YavotFalF1—JI—7):ema-servers (FlZIFIEE
LIzEROEH)

- Destination port ranges (585c/K— &8 ) : 443,8084

« Protocol (O kL) : TCP

« Action (3%fE) : Allow (FF™)

« Priority ({B5%lEfiI) : BEICEIDHTONE=ZERLET.

- Name (®&fl) : —ENRAIBEZANLEYT,
5 : web

« Description (§#88) : 1> F)L° EMA B —/\—\DEETED
V=2ZANBDITT STy I EHFATS

RTLES, EE RO Add (GBI M5 > ZIUYILET,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4.4.2.4 Swarm S5 T71vORBIOIERL

& Add inbound security rul

ema-server-nsg

&9 Basic

Source * (O

Any

Source port ranges * (O

*

Destination * ()

Application security group

Destination application security group * O

ema-servers

Destination port ranges * (O

8080

Protocol *
( Any TCP uUDP ICMP )

Action *

pery )
Priority * (O

120

Name *

swarm

Description

Allow swarm traffic from any source to EMA servers

EEOLOAICHSD Add GEN) RYyVEIUvIL, LTOLIICHE
A% ELFET,

Source (V—2X): Any {£E)
Source port ranges (V—X R—&E[H) : *

Destination (58%5) : Application security group (77 U4 —
YavoeFaurFas—JIL—7)

Destination application security group (5857 U5 —
YaryopteFalF1—JI—7):ema-servers (FIzIFIEE
LIeEEDHEH)

Destination port ranges (525 /R— ~&8E) : 8080
Protocol (ZOK2JV) : TCP

Action (3#fE) : Allow (FF)

Priority (B5EIEI) : BENCEIDHTONIEEERALET,
Name (F#l) : —BORBIBEADLET,

A : swarm
Description (§i88) : FEDY —AD\51 >V F)L® EMA H—
J\—AD Swarm bS T4V I%EFE T D

T Lb, B TEO Add GEN) Ry EIUyOLET,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4425 MAEB+ZT7ryvIRADEN (2EY—/I\—Dd)

& Add inbound security rule

ema-server-nsg

f’ Basic

Source * ()

Application security group

Source application security group * (©

ema-servers

Source port ranges * (O

*

Destination * (i)

Application security group

Destination application security group * ©

ema-servers

Destination port ranges * (O

8092-8094,8089

Protocol *

( Any

TCP UDP ICMP )

Action *

ey )
Priority * O

| 130

Name *

ema_internal

Description

Allow internal communication between EMA servers

PEH—N— - T—FFOFv—%FT 019 DHE. ROFIEICHREWN
F9, TOITHVIBEITERRTETET,

BEEOLOEICHS Add (GBIN) Ry>%=oUv oL, NTOXSICH
BlzsRELET,

« Source (Y —2X) : Application security group (77 7 U4 —
vavoeFalF4—-IIL—7)

« Source application security group(V—X 77U -3
YotFaUFs—JIL—7F): ema-servers (FfcIFIBELE
EREDEHD)

- Source port ranges (VY —X R—~&H) : *

- Destination (585%) : Application security group (7 U5 —
YavotFals—-JI—7)

- Destination application security group (58557 7V —
YavotFaUFs—JI—7):ema-servers (£IzIFEE
LI EEDHE)

« Destination port ranges (5855 HK— &) :
8092-8094,8089

e Protocol (ZFOkLZJL): TCP
« Action (31E) : Allow (F7])
- Priority ({B5%IE{I) : BEICEIDETONERFERLET,

« Name (&) : —BOBRIZANLET,
%l : ema_internal

« Description (5i8) : -7~ F)L° EMA H—/\—E DA H:ES
HTTD

RTLES, EE RO Add GBI M5 > ZIUyILET,

]
At

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4.4,

3 [

RTIdE, MTORICRILDIGRNERREINET,
SEEC : ema_internal 3REINTEETIDIE, DY —/N\N—F7—FFoFv—AEF IO TRIEEDHTY,

-+ Add < Defaultrules () Refresh
Priority Name
100 © rROP
110 © web
120 O swarm
130 © ema_internal
65000 AllowVnetInBound
65001 AllowAzureLoadBalancerlnBo...
65500 DenyAllinBound
4.4.4
4.4.4.1

Port

3389

443,8084

8080
8092-8094,8089
Any

Any

Any

Protocol
TCP
TCP
TCP
TCP
Any
Any

Any

Source
10.250.0.64/26
L]
Any

@ ema-servers

VirtualNetwork

AzureloadBalancer

Any

Destination

¥ ema-servers
@ ema-servers
@ ema-servers
@ ema-servers
VirtualNetwork
Any

Any

Ry bD=0-FaUFr— - JIN—-TDOY TRy FEDBEEM T

RY D=0 - EF2UFT1— - TI—TOY TRy FEER IFADBE)

Home > Network security groups >

¢.> ema-server-nsg | Subnets

Network security group

|/O Search (Cmd+/) | «

@ Overview

& Activity log

A Access contral (IAM)

® Tags

Z® Diagnose and solve problems
Settings

+ .
= Inbound security rules

[*

Outbound security rules
@ Network interfaces

<> Subnets

-|- Associate

| O Search subne

Name

No results.

=

XY D=0 2FaUF 11— T IL—TDPA R/)\—0 Settings (FXE)
T Subnets (U7 Rv ) #&RLTHS, Associate (BEE{TIF) K5
VEOUYOLEY,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4442 RYLD—U-EFaUFs—-TI—TEHTRYFOBERIF

KIFEAVTIL® EMA —/N\—RBICERLIED TRy F&IZIRL, OK

Associate subnet EoUVOLET,

ema-server-nsg

Virtual network

intel-ema-network

Subnet (O

ema-Servers

4.4.5 Azure* Bastion Y 7RvFHORY LD -0 -EFXaUF1—-TIL—TDIER

2% : https://docs.microsoft.com/ja-jp/azure/bastion/bastion-nsg

4451 XRXvkD—=o-EFaVUF1—-JI—F - B—EXDBE)

B EEoRE/\—%#FH LT 'Network security groups (v
D—0-2FaUF1—-IIN—T)1%%EL, RrSNBZUREEZE
OUYILET,

— Microsoft Azure £ Network security group

Home > Services

"‘ MiCFOSOﬁ-Apl @ Network security groups

Nenlnument T

4452 XRYbDO—=0-EFaUFs—-TJI—-TDEM

Add (GBI Ry > &Sy LET,
Microsoft Azure £ Search re

Home >

Network security groups

~+ Add == Edit columns O Refresh

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B 18
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4.4.5.3

RY D= -EF2UF1— - T —TOEKBEHRODEE

Create network security group

Basics Tags  Review + create

Project details

Subscription * | IGNW-Intel-EMA

Resource group *

l intel-ema-resources

Create new

Instance details

Name * I ema-bastion-nsg

Region * | (US) West US

ERBEBERDESICANDLET,

« Resource group (VY —X JI—7): ZIFEERLIEVY —
RIN—T%&IRLET,

« Name (&#l) : —BOBRIZANDLET,
Bl : ema-bastion-nsg

« Region(U—yaYy):UV—-20F7F701%LTEU—IavIC
BRESINTLB L =MRLET,

Review + create (FERRLAER) Ry V&I UVILET,

BEEICRRSNERY D=0 MEEZRLTHS, Create ({ERE)
Y mEIUVILET,

FTOCEIORY T7v T - Xwe—INERRSINES, Go To
Resource (VY —RICREN) MYV 2O UV ILET,

446 RvbkD—-EFaUF1—-TI—TDERE

4.4.6.1 ZBEEF1VUTF—RUAOBE

v ema-bastion-nsg | Inbound security rules

Network security group

&2 Diagnose and solve problems

Settings
“ Inbound security rules

L Outbound security rules

Ip Search (Cmd+/) ] « + Add & Defaultrules O Re
& Overview e

Priority Name
& Activity log 65000 AllowVnetin
fo Access control (JAM) 65001 AllowAzurel
¢ Tags 65500 DenyAllinBe

Ry D=0 wFaUFA—TIL—TDYT A R/)\—D Settings (& E)
T, Inbound security rules (Z2{5Fa1UFr—RA) ZBRLET,
AR U TOFIETERBAZERE, Azure* NMBRIEMIZIELLBE)

AV OIAVETERES RADEMNT T LTIRMNIRTESNDE
THELTIZS L,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4.4.6.2

Azure* Bastion AN HTTPS %5 r] 3R BIDERK

ema-bastion-nsg

f’ Basic

Source * (O

& Add inbound security rule

l Service Tag

Source service tag *

‘ Internet

Source port ranges * (O

*

Destination * (O

‘ Any

Destination port ranges * (O

| 443

Protocol *

~

( Ay QESED uvor  icmp )

hg

Action *
@D o)

Priority * ©

| 100

Name *

l AllowHttpsinbound

Description

Allow HTTPS to Azure Bastion

BEEOLOEICHS Add (GBIN) Ry>=IUvIL, NTOXSICH
BlzsRELET,

Source (VY —2X) : Service Tag (B—EX %)

Source service tag (V—X - Y —EX-5%) : Internet (1>
H—RY k)

Source port ranges (V—X - K— &) : *
Destination (585%) : Any (1£E)

Destination port ranges (585c/R— &8 ) : 443
Protocol (FOK2JV) : TCP

Action (#1E) : Allow (FF7)

Priority ({B5&IE() : B TRIDH TONBEEERALET,

Name (B#l) : —BOBAIZANLET,
Bl : AllowHttpsinbound

Description (5488) : Azure* Bastion N\ HTTPS % ag
d

EH T80 Add GEIN) K52 %=oUv O LEY,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B
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4.4.6.3

Gateway Manager H'5 Azure* Bastion \DIE# T SR RIDIERE

& Add inbound security rule

ema-bastion-nsg

ﬁ Basic

Source * (O

l Service Tag

Source service tag * ©

l GatewayManager

Source port ranges * (O

*

Destination * ()

‘ Any

Destination port ranges * (O

[ 443

Protocol *

-

( Any =) UoP  IcMP )

Y

Action *
@D o)

Priority * (O

110

Name *

l AllowGatewayManagerinbound

Description

Allow control plane traffic to Azure Bastion

EEOLOAICHSD Add GEN) RYyVEIUVIL, LTOLSICHE
A% ELEFT,

Source (VY —2X) : Service Tag (B—EX %)

Source service tag (V—X - b—EX-57):
GatewayManager

Source port ranges (V—X - K— &) : *
Destination (585%) : Any (1£E)

Destination port ranges (585c/R— &8 ) : 443
Protocol (FOK2JV) : TCP

Action (#1E) : Allow (FF7)

Priority ({B5&IE() : B TRIDH TONBEEERALET,

Name (Z#) : —EOZAIZAILET,
Bl : AllowGatewayManagerinbound

Description (§%8B) : Azure* Bastion N> ~O—JL-
L= b35T70v0%HFTTS

B T80 Add GEIN) RY 20Uy O LET,

4.4.7 FEEEFa1VUFT—READORE
Settings 4 R/\—® Inbound Security rules (ZEF+aUFr—RE) OF

Inbound security rules

Outbound security rules

IC3% Outbound security rules (EEEFa1UFr—RAI) 2oy
OLET,
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4471 RERYFI—UA®DSSH/RDP TIL A +5714voDEBERME
. EEOLDHICHD Add GEIN) RY>Y%ETUvIL, BUITOLSITH
& Add outbound security rule | c s
ema-bastion-nsg
« Source (VY —2X): Any ({£E)
22 Basic + Source port ranges (VY —X R—&H) : *
« Destination (58%t) : Service Tag (b—EX 5%)
Source * © « Destination service tag (58555 —EX #9):
‘ Any VirtualNetwork

Source port ranges * (O

*

Destination * (O

l Service Tag

Destination service tag

\ VirtualNetwork

Destination port ranges * (O

22,3389

Protocol *
-«
Action *

@D oo )

Priority * O

UDP  ICMP )

100

Name *

\ AllowRdpOutbound

Description

Allow SSH and RDP connections from Azure Bastion to our vi

- Destination port ranges (585 /K—&8[) : 22,3389

o ERR:LVINHDR— I RELZIFETH, Azure* Bastion T
IZ@E B DOR— BT IHENGHDET,

« Protocol (O RJL) : Any (FE)
o Action (#£1F) : Allow (F7I)
o Priority (1B5kIE{I) : BEICTEIDHETONIERERALET,

« Name (B#l): —BEOBRIZANLET,
Bl : AllowGatewayManagerinbound

« Description (§t88) : Azure* Bastionk M\S{RERY ~T—2
O RDP izt d 3

EE FEO Add GEN) R > &5 Uy I LET,
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4.4.7.2 Azure* b —EXADODIITLADOEME

& Add outbound security rule

ema-bastion-nsg

ﬁ Basic

Source * (@

‘ Any

Source port ranges * (O

*

Destination * ()

l Service Tag

Destination service tag

l AzureCloud

Destination port ranges * (O

| 443

Protocol *

Va

( Ay QESED P IcMP )

L

Action *
=D oo )

Priority * @

110

Name *

l AllowAzureCloudQutbound

Description

BEEOLOEICHS Add (GBIN) Ry>=IUvIL, NTOXSICH

BlZRELET,
« Source (VY —2X): Any ({£E)
« Source port ranges (VY —X R—§iH) : *
« Destination (385&) : Service Tag (U—EX 54)

- Destination service tag (58555 —EX #%) : AzureCloud

« Destination port ranges (585 /K— ~88H) : 443

« Protocol (O kL) : TCP

« Action (32E) : Allow (FF™)

« Priority ({B5tIE{) : BEITEIDETONBEEERLET,

. Name (B\#l) : —BEOBAIZEANLET,
{5 : AllowAzureCloudOutbound

« Description (5tB8) : Azure* Bastion N'/\7Uw4 Azure*
P—EXITVRRAIVMIER{IDEEHFATD

B TED Add (GEIR) MY > EIUvOLET,
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448 XvbkD—5-2FaUF1—-J)IL—TF& Azure* Bastion BT Rwv ~&DREERTIF

4.4.8.1

RY D=0 -EF2UFT1— - TI—TOY TRy FEER IFADBE)

¢.> ema-bastion-nsg | Subnets

Network security group

‘/O Search (Cmd+/) ‘ « 4 Associate

& Overview O Search subnets

@ Activity log Name

8 Access control (IAM) No results.
€ Tags

/2 Diagnose and solve problems

Settings

“ Inbound security rules
™. Outbound security rules
Network interfaces

<> Subnets

Ry D=0 wFaUTF1—TIL—TDOY 1 R/)IX\—0 Settings (5 E)
T Subnets (U7 Rv ) #&RLTHS, Associate (BEE(TIF) K
VEIOUVOLETD,

4.4.8.2

RY D=0 -EF2UF1— - JI—TEYTRY FOEE T T

Associate subnet

ema-bastion-nsg

Virtual network ()

| intel-ema-network

Subnet (O
| AzureBastionSubnet

JIFEAVTIL® EMA B —N\—RICERLIEY TRy FEIBIRL, OK
ZOUVOLERT,

5 SQLServer*F7O1 XU+

51 =

Azure* [ClE, TILYR—Y REID Platform-as-a-Service (PaaS) T —49N—XR - TV I VHBHDET, TNIFXXD 2 DOAVR—RY STHERS

NTULFRT,
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o 3R SQL Server*, THICIE DNS KRR REBHEERIFENET,
o 1 DERIFEHO SQL Database, AT —SEUF1—EfEEx R LI BHICERBIICER TEET,

IR —IRBOY—ERATHBDEND, I—F—HDBFREENIBIEGL, BHRZE/N—TY3 V0 SQL Server* F—IR—R - ITVIVET
99.99% MDA AN TTF —INR—RAEETLEITBREHICHBIFFEAEDT —IN—IBBMEE (FyvTIL—R, \vFEH, \vorvT, £
HFUVTIE) DY Azure* ICEDTITHONET, Standard BRAMEETILE, Premium B BEMEETILOSHDET,

SQL Database Z{E5&., RAEI7 (vCore) N—XADBAETILE DTUR—ZDBAETILD 2 DOEBRIBAETILORT, BEICHEEES
L., RT—UVIJTEET,

o R#EO77 (vCore) R—RADBAETILCTIE, vCore D, XEU—FBE, AL—YBREBIVREZBIRTEET,

e DTUR—ZOBAETIVIZ, OAVEa—F14VT-UY—2 AEU=UY—Z_ /O UV —-ADEHFEDEE, T—HIN—R-D—o0—R
DOEFLNIVICHIET S 3 DOY—EXEBETRILET,
CNIE, Za1ICEHRE SQL Server* ZERELTHLIZIFTT, 1FIL° EMA H—/\—CERTEEY, SQL Database (&, 1>FIL° EMA D1V X
=)L PO RPICEWICIERSNET, 1VAR=IL-TOEINT T LcE, Azure* BBV Y —ILICEROTT —IR—ADREXHER/L, &
E(ICSUTCHAETEE,

Azure* SQL Server*, SQL Database, B AMEETI/ILOFMICDOLTIE, MTOUYOESHBELTIIESL,
https://docs.microsoft.com/ja-jp/azure/azure-sql/
https://docs.microsoft.com/ja-jp/azure/azure-sql/database/
https://docs.microsoft.com/ja-jp/azure/azure-sqgl/database/high-availability-sla

5.2 SQL Server* O{ERk

Azure* SQL Server* ZER L, REEYY VY TRy MBSO T7IEREEMICTBDFIEIIRDES DT,

5.2.1 $LUL) SQL Server* MENN

B EESoRE/\—EFALTISQL servers &L, XRIND
L sQL servers UZREBESUYSLET,
Add GEIN) K5 > EDUwoLET.

(  Services

E1 SQL servers

Home >

SQL servers =

+ Add 33 Manage view () Refresh

Filter by name... 5 Add filter

Showing 0 to 0 of 0 records.
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https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-vcore
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-vcore
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu
https://docs.microsoft.com/en-us/azure/azure-sql/
https://docs.microsoft.com/en-us/azure/azure-sql/database/
https://docs.microsoft.com/en-us/azure/azure-sql/database/high-availability-sla

5.2.2 SQL Server* OEXIEHRNDEE

Home > SQL servers >

Create SQL Database Server X
Microsoft
Basics  Networking Additional settings Tags  Review + create

SQL database server is a logical container for managing databases and elastic pools.
Complete the Basic tab, then go to Review + Create to provision with smart defaults, or
visit each tab to customize. Learn more [2

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like
folders to organize and manage all your resources.

Subscription * © | —— v |
Resource group * (O | intel-ema-resources N |
Create new

Server details

Enter required settings for this server, including providing a name and location.

Server name * | ema-demo v |

.database.windows.net

Location * [ (Us) West US M
Administrator account

Server admin login * | ema v |
Password * | --------- v |
Confirm password * | --------- v |

[ R ]

ERBHRZRDESICADLET,

« Resource group (VY —X FIL—7): LIFEERLIEVY —
RON—T&8IRLET,

« Server name (b—/\—®&): JO0—/VULT—EDORRIZAD
(OF- 3<%
%l : ema-demo
S8 CTTERLERBHIICY Ty o R Mdatabase.window.
net) ={F13eHON, 1VFIL° EMA DAV A ~—)L- 7Ot
ARCT—HIR=RICT ORI BHICERTES DNS &
ICTEDFET,

« Location (18ff) : UV —ZADFTFO1%ETHdU—I3VICEK
ESNTULBRZ L EHERBLET,

e BEEFHIYFOA—YY—FE/INNRAT—READLET,
Review + create (FERREAER) Ry V&I UVILET,

B LoEHRZE#EZRL, Create ({ERE) My YZEIUvOL, fERN=
TLEBUY—RICHELET,

5.2.3 SQL Server* 7717 JA—ILDERE

0 ema-demo | Firewa
SQL server

|/D Search (Cmd+/) | «

Security

@ Advanced data security

[ & Auditing

@ Firewalls and virtual networks
<> Private endpoint connections

@ Transparent data encryption

SQL Server* YA R/\—d Security(EF21UFr—=)zo/3 T,
Firewalls and virtual networks(Z7 717 U A—JLERIERY kD —
) #&RLET,
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BRIOT«+> ROZETICZAOO—)LL, Add existing virtual network
o Connections from the VNET/Subnet specified below provides access to all databases in ema-demo. (EET?G){E,*.E*“J |‘ ,j_g&igm]) %g U ‘yQ biﬁ'o

Virtual networks + Add existing virtual network + Create new virtual network

Rule name Virtual network Subnet

No vnet rules for this server.

5.2.3.1 RAOBKBREBRERY LD—IBXVHTRY FOiEIR

RERY D —OORBIOFAZRDISICAAILET,
« Name (&Hl) : —BEORAIEANLET,

Create/Update X

virtual network rule i : allow-ema-servers
« Virtual network ({REIRY kD —2) : FKIFEMERLIZRA
Name * () RY T —UNERENTVLB =R LET,

« Subnet name / Address prefix (Y 7Rv &/ RLX-TF
L71vOR):EIFEEKLIED TRy EHBIRSNTLS L
provide vnet rule name EHRLET,

OK M5O UvILET,

| allow-ema-servers e |

Subscription * (O
| —— v |

Virtual network * O

| intel-ema-network v |

Subnet name / Address prefix * (O

| ema-servers /10.250.0.0/26 v |
Virtual network Service endpoint stat...
intel-ema-network/e...  Enabled

6 AHEEYH(SEY—/I\—nd)

AREMEYRElE, RETYYORENZTIL—TDIITT, RETYUDNEROIBEY—/IN\—, OAVE1—F1VT-5vo, ARL—IBAI, RY
FO—2 - RAYFICOO>THEREICEITINDLSIC Azure* [CIERLET, ZOEMIE, /\—RIx7ERIIV IO T7EENRKELTH, HE
EZZFB3DIE VM DY TRY LOHFT, VUI—Y3aVERIBEREERDIETT,

RNy ~EERTBFIRISROEHDTT, CSTERLEATRALEEY ME, BT VM ZERTBEEICEINHETHIENTERT,
VVONB—N—DHeETTO1TREE, COEIVIVIFERTEERT.

AAEMEY FOFEMICDOVTIE, LTOUYIESBLTLIES L, https://docs.microsoft.com/ja-jp/azure/virtual-machines/windows/
tutorial-availability-sets
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-availability-sets
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-availability-sets

6.1 TFH4YtEYFDOIER

1. BEELAORE/N—ZER LT Availability sets (ATAMEY ) 1 Z&@KRL, RRSNBYRREBZIUYILET,
2. Add (GEBIN) R&y>=IUvILET,
3. BERBRERDELIICANLET,

a. Resource group (UY—X JIL—7): RIFEEMLIEVY —RTIL—TEBIRLET,

b. Name (&) : —BEDBRIEANLET,
5l : ema-servers

c. Region(U—=Y3Y): UY—AOFFO/%ETRU—II3VICERESINTLNDIIE=HRBLET,
4. Review + create (BEFREAERE) MYV EIUVILET,
5. EEOEHR=ZHEELTHS, Create ({fER) RV &I UVILET,

7 O—RNSYY—F7O04 XV (S8 —/I\—0d)

Azure* Load Balancer (%, % 4 |& (TCP) O—RN\SVY—7T, I—Y—: ;S TavoBTZTUT -3V OERDA VATV AICHEISEET,
O—RN\SUYVTE, BREEDHSEDIIET, 77UTS—IavITBRIGERNOD\oeD, EFRILLED, #EELGIERURIEEMLET,
O—RN\SYH—OEEETO—THE VM OIEESNR—rEEZIUVTL, FERED VM [COHF S T1vo%EHREELED,

CITREY, 7OV IV FREOHZEEELEO—RNS VT —ZERLET, BTREBYY VEERTIESIC REYYyEZO-RNS YT —
ON\YOIVRICEGLEY, O—RN\SYY—TIE, 917 :3T71v0& Swarm ~ST70vIRICEROZOYRIYV R IP 7 RLAZRFEET,

VM Z2O—RN\S VY —[CEGELREE, O—RN\SYH—0OREICRD, NVAFvIEEFEIL—ILEEY Ty, BENS Ty oEREDL
YOIV RVMIR—HCEIFTET,

IVONG—N—DHETTO1T 26, COEIYaVIFEBTEET,

Windows* VM BnO—R - /NS YV IOFMICDOVWTIE, WTOUYIZSRBRLTES,
https://docs.microsoft.com/ja-jp/azure/virtual-machines/windows/tutorial-load-balancer

7.1 O—RNSVY—0D{ER

7.1.1 O—R-NSUY—-H—EZXADIEE

EmLEEBDRE/IN—%2FALT Load balancers (O—R/NXZ Y
O load balancer| Y—) &AL, RFRSNBURREREIUYILET,

Services

@ Load balancers
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-load-balancer

7.1.2 O—RNSUY—DEXIER

Create load balancer X

Basics Tags  Review + create

Azure load balancer is a layer 4 load balancer that distributes incoming traffic among healthy
virtual machine instances. Load balancers uses a hash-based distribution algorithm. By default, it
uses a 5-tuple (source IP, source port, destination IP, destination port, protocol type) hash to map
traffic to available servers. Load balancers can either be internet-facing where it is accessible via
public IP addresses, or internal where it is only accessible from a virtual network. Azure load
balancers also support Network Address Translation (NAT) to route traffic between public and
private IP addresses. Learn more.

Project details

Subscription *

Resource group * | intel-ema-resources v |
Create new
Instance details
Name * | ema-load-balancer ¢|
Region * [ ws) west us v
Type* © O Internal @ Public
SKU* O O Basic @ Standard

o Standard Load Balancer is secure by default.
This means Network Security Groups (NSGs)
are used to explicitly permit and whitelist
allowed traffic. If you do not have an NSG on
a subnet or NIC of your virtual machine
resource, traffic is not allowed to reach this
resource. Please configure an NSG to ensure
communication if needed. For outbound
communication, an explicit outbound rule is
needed.

Learn more about outbound connectivity 7

Public IP address

Public IP address * @ Create new O Use existing

Public IP address name * | ema-load-balancer-ip v

Public IP address SKU Standard

Add a public IPv6 address (O

Add (GBm) Ry > =0 v ILET,
BERBHREZRDEIICADLET,

 Resource group (UY—X JI)L—7): ZIFEEHLIEVY —
RIN—T%#EIRLET,

« Name (&#l): —EOBIEANLET,
5 : ema-load-balancer

« Region(U—=y3>):UV—-2nF7O15%kEdd)—-/3VIC
BESN LR =RERBLET,

o Type(#417): Public(/\TUw2)
« SKU : Standard (&%)

« Public IP address (/AZ7Uw 5 IP 7RBL R): Create new (¥
HIERK)

« Public IP address name (/N\7UwZ IP 7RLAR) :
ema-web-lb-ip

Review + create (FERREAER) Ry EDIUVILET,
BEEOIEHREEIRLTHD, Create ({ER) Ry EIUVILET,

F7O4h% T L5, Go to Resource (UY—XICIBEN) hy %D
UyvOLEY,
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7.2 —RNS Y —EREDER
7.21 2DOHOZOYEIVREBEDEM

=3 ema-load-balancer | Frontend IP cc

Load balancer

‘/O Search (Cmd+/) ~+ Add O Refresh

(} Overview
I/O |Fi|ter by name...

@ Activity log
Name

A Access control (IAM)
LoadBalancerFrontEnd
€ Tags

&2 Diagnose and solve problems

Settings

& Frontend IP configuration

P R/\—0 Settings (%) T, Frontend IP
Configuration (7O IR IP 8/) 20Uy o LET,

Add (GBm) Ry >=IUvOLET,

7.2.2 2DOH®OZOYRIVERORE

Add frontend IP address X

ema-load-balancer

Name * l LoadBalancerSwarmFrontEnd \/‘

IP version @ IPv4 O IPv6

IP type @ IP address O IP prefix

Public IP address * ‘ (New) ema-swarm-Ib-ip ~ ‘
Create new

JOYVRIVRO—EDRBIEANLET,
5l : LoadBalancerSwarmFrontEnd

Public IP address (/N\Z7Uw % IP 77 KL R) Tl&, Create new
(RFRRMERE) V> 0% 0 UwoL, IP PRLAICEBIZNITET,
Bl : ema-swarm-lb-ip

Add (GBiN) Ry >0y LET,
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7.23 NyOIVER-T—=ILOEN

‘/O Search (Cmd+/) | « -+ Add
‘{:? Overview
i Backend p
B Activity log
No results

R Access control (JAM)
€ Tags

2 Diagnose and solve problems
Settings
B2 Frontend IP configuration

% Backend pools

1 R/\—0 Settings (%) T, Backend pools (/\vo T
YR T=N)EOUVOLET,

Add (GBiN) N5y ILET,

NIV R T—)LORE

Add backend pool

ema-load-balancer

Name * I ema-server-backend

Virtual network (O I intel-ema-network (intel-ema-resources)

(®) IPv4

() Ipvs

IP version

—BON\YIITVR-T—ILBEANLET,
5l : ema-server-backend

BEORERY hD—OZBIRLET,
Add GEIN) Ry > =oUv O LEY,

CONYOTVR-T=)LE, RETY ERRITGERRELT
RRSNKT,

8 {EVYIVOTFIOAMXVE

8.1 M=

Azure* RETTV (VM) £, MIBR/N\—ROz7#BA, RFIDIFRLGL, FHEOBWMRELCIVE 1TV I%RHLET, 7L, TR
b ARL—F VT VRFLAEZTTERITINBY I RO 7OERICDVWTIE, 12— —D&EETY,

VM [CEINZHTS CPU, XEU—, RL—YDEIF, 1VRIVADEMFICI——DNRELFIN, WINDHENSIBRTETET, CPUPX
EU—ZHIRELTO—oO0—FEAO VM 2R&EB{ILLTIRA M ZEIFT R EHTEET,
PEH—N\—-FTO1 XV +TlE, UTOFIEISEMODRATY THHDET, Y TIL-H—N\—-FT7O1 XV +DOBE,. TNBORTY TIZER
TEFEY, CNIClE, 2 DBD VM OfERL, VM TR Y FOBEER IS, VM OO—RN\S Y —ADOEENEENET,
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Windows* R—2DOREYYVOFFMEICDOULTIE, WTOUVIESBRLTLIESL),

https://docs.microsoft.com/ja-jp/azure/virtual-machines/windows/

https://docs.microsoft.com/ja-jp/azure/virtual-machines/windows/overview

8.2 RETIVOIERK

8.2.1 VM MEMEEXRIBHROME

Create a virtual machine

Basics  Disks  Networking Management  Advanced  Tags

a virtual machine with default parameters or review each tab for full customization.
Learn more
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like
folders to organize and manage all your resources.

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace
or use your own customized image. Complete the Basics tab then Review + create to provision

Subscription * © | v |
Resource group * @ | intel-ema-resources N |
Create new
Instance details
Virtual machine name * © | ema-server-1 \/|
Region * © [ ws) west us v
For
Availability options @ 1y Iti-server | Availability set v |
deployment
Availability set * © ey | ema-servers N |
only
reate new
Image * © | Windows Server 2019 Datacenter v |

Browse all public and private images

O Yes @ No

Azure Spot instance

Size* O [ Standard_E2s_v3 - 2 vcpus, 16 GiB memory... ]
Select size

Administrator account

Username * (O | ema J|

Password * (O | ............ 7 |

Confirm password * (O | ------------ 7 |

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can
specify more limited or granular network access on the Networking tab.

Public inbound ports * (O @ None O Allow selected ports

EmE _ EEnteE/N—%{ER LT MNVirtual machines ({REB< ) %=
MREL, RRSNBURREBEIUYVILET,

Add (GBin) Ry >EOUvILET,
VM OERBEHRERDESICERELET,

 Resource group (UY—X JI)L—7): ZIFEEHLIEVY —
RO N—T&8IRLET,

« Name (B#l): —BEOBAIZANLET,
# : ema-server-1

o Region(U—Y3aY):UV—-2n770O05%Ldd)—IavIC
BESN TV EZHERLETD,

« Availability options (AT REA T 3>) !
(7 )L —)\—md) No infrastructure redundancy
required (1 V7S5 ASOFv—NRIIVEBHDELA)
(DB —/\—m3+) Availability set (AT AN Y )

+ Availability set (IRt Y k) (BB —/\—DF) : E£IFE
fERLIEAT ARy FERIRLET,

+ Image (1 X—Y) : YR— &N 3&#D Windows Server*
1 A—IBBRLET,

o Size(U1X): TV VHAXEEIRLET,
#3248 : Standard _E2sv3 - 2 vcpus, 16 GiB memory
(Standard_E2sv3 - 2 {Eld> vCPU, 16 GiB XEJ—)

« Azure Spotinstance (Azure* ARy k-1 X5V 2R): No
(LX)

« Administrator account(BEE7HUV L) DEHREANDLE
3-0

« Public inbound ports (/\TUvOZ{SR—F) : None (5L )
Next: Disks (RN : T4 RI) RV ZIUVILET,
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/overview

8.2.2 OYV771IREROT—IT1AIDENM

8.2.2.1 HHLWFrROUDIER L IES:

Create and attach a new disk ($iLUL\TF1 X
OREMLTERTD) U 0EIUVILET,

Basics  Disks  Networking Management ~ Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

05 disk type * O | Premium SsD v
Encryption type * ‘ (Default) Encryption at-rest with a platform-managed key v
Enable Ultra Disk compatibility © O Yes @ No

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching

ICreate and attach a new disk I Attach an existing disk

8.2.2.2 HLWFRUDFMRE

TA RO DFBZENTOXSICHRELET,

« Name (®&#l): T 74 LORBHEZZD
FEERTDIN, —BOTAIATEZEA
ALET,

- Source type (Y—2X #17) : None

Home > Virtual machines > Create a virtual machine >

Create a new disk 3

Create a new disk to store applications and data on your VM. Disk pricing varies based on

factors including disk size, storage type, and number of transactions. Learn more (empty disk) (72l (EDFT12T))
« Size (1 X) : Change size (U1 X
DAmIES I emassanver-l.Jogs Jl DEE) UV ORIUVIL, TARID
- HATETFARIDY A A %HRELET,
Source type * © | None (empty disk) v | 256 GiB DI HDD %R LET,
Size* 256 GiB « Encryption type (St DiEHE) :
Standard HDD Default (BEE)
Ch i X
o ha OK Ry EIUYILET,
Encryption type * (Default) Encryption at-rest with a platform-managed k... v
Yes No

Enable shared disk
Shared disk not available for the selected size.
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8.2.23 F—HFT1RUDIEEHDHER

Data disks F—HTARAUDEREBRLTH S, Next:
You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a Networking ()’A-"\ t RV '7—7) NI =D
temporary disk. UwHLET
LUN Name Size (GiB) Disk type Host caching °
— S e =0 \ = ; * M5
0 ema-server-1_logs 256 Standard HDD Read-only ~ ‘ W & /I"E VM1 Eiﬂbt{é‘ Windows* 7127

EEI1—-FTrUTF—EFERALTAN -V FT7
RO%EMEL, 74—V, BROTTV LT

Create and attach a new disk Attach an existing disk

BDRENHDET,
~ Advanced
‘ < Previous H Next : Networking > ‘
823 VMORYLD—=U -4V 5—=T 1 ADHRE
Basics  Disks  Networking  Management  Advanced Networking (X ~D—2) &#IRL, XY D=0 (V5 —Tx(R

ERDESICHRELET,
Define network connectivity for your virtual machine by configuring network interface card
(NIC) settings. You can control ports, inbound and outbound connectivity with security « Virtual network (ﬁj@\*\y ro—=%): EIFEERLIE VPC &
a :

group rules, or place behind an existing load balancing solution. Learn more

BIRLET,
Network interface N . \ "
When creating a virtual machine, a network interface will be created for you. * Subnet (ﬂ?*‘y k): FIFERMLIT T Ry MOVERENT
LB EZHIBLET,
Virtual network * (O ‘ intel-ema-network s | . N
R  Public IP (/\ZUw% IP) : None (7:L)
Subnet* @ | ema-servers (10.250.0.0/26) v | « NIC network security group (NIC Ry +D—%5 -zF2U
Manage subnet configuration Fp—r a‘}b_j) : None (UL/)
Publicl 1) ICN":“' Y | Yyl — = FFOA XY FOIBA, Review + create (HEEEH
reate new N _ _
SMERR) Ry >esUv oL, EELEOBEREEZRLTHNS, Create
NIC network security group @ ‘@ None O Basic O Advanced (1IEEE) K VEIUVILET,

DY —/I\—F 7O XV EDBE, HITTROATY IOy D —
DREICEHFT,
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8.2.4 VMO—E-N\SYYYT - ATYaVOBE (SBY—/\—0d)

iond Balanding Networking (Rw D —2) BIEO #4233 Load balancing (&

=]
You can place this virtual machine in the backend pool of an existing Azure load balancing ﬁ’}ﬁi) ERELFT,
solution. Learn more
» Place this virtual machine behind an existing load

Place this virtual machine behind an (®) Yes () No balancing solution (COFRBYYVEEREFEOARSEY
existing load balancing solution? - ,
Va—o3avan®3ICEEBELEID ?) : Yes (IFL)

Load balancing settings - Load balancing options (BEF28DATa>) : Azure
= Application Gateway is an HTTP/HTTPS web traffic load balancer with URL-based load balancer (Azure* Load Balancer)
routing, SSL termination, session persistence, and web application firewall. Learn
more about Application Gateway ] ) . Select a load balancer (O—F NSV —%&&IRTB): &
* Azure Load Balancer supports all TCP/UDP network traffic, port-forwarding, and N N e o N
outbound flows. Learn more about Azure Load Balancer lic‘:ﬂfﬁk LieO—kRNZ /"j'_%lgiR L&ET,
Load balancing options * (© ‘ Azure load balancer v ‘ + Select a backend pool (NyOTVE-T-IZBIRTSD):
HIFEERLENYI IV R - T—ILERIRLET,
Select a load balancer * © { ema-load-balancer v ‘
Review + create (BEBELITMER) M5V 2TUY oL, BH LOER
Selects becken pocl ** @ | eme-server-ackend | mmEBLTHS, Create (fER) K5~ ES Uy HLT VM OfF AR T
Create new

L&FT,

8.2.5 EMDREVY Y OIERM (58D —/I\—0d+)
SEY—\— FTOKY hTlE, BRLEFIBICHST, 2H<ES 1 DB VM EIERLET,

8.2.6 REVYYEFIVI—ay-EFaVUFs—-JI—TOEENIF

fERELTIZE VM [CDWT, B R/X—0 Settings (58%E) 717 TU—T Networking (Rv k7 —%) %2iRL, Application security groups (7
TV -3y -tF¥aUss—-JI—F)5T%RBIRL. Configure the application security groups (77U -3y -wFfaUss—-45
IW—TORE) =0V ILFET,

Settings

/2 Networking Inbound port rules Outbound port rules Application security groups

C t
£ Connec ¢’ Configure the application security groups

FIFEMEHLIET TV -3y - 2FaUTr— - JIL—T=ERLET,

Application security groups

ema-servers

. | Filter the application secur

| intel-ema-resources

i ema-servers

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B 35



9 O—FNFYY—DRENEHE (FEY—/I\—Dd)

RETYYOERNZ T LED, O—RN\SYH—DOREICED, NLAFIvIEEEIL—ILEEY 7Y T, SES T voEBEDG/N\VIT

YR VM R—kICEIFET,

9.1 EEMTO-—-TDERE

9.1.1 Health Probes (IEE*70—7) BIEN\DIZE)

Q ema-load-balancer | Health probes

Load balancer

|/O Search (Cmd+/) | « -+ Add

& Overview I,O ﬁiearch probes
B Activity log Name

Aa Access control (IAM) No results.

L Tags

> Diagnose and solve problems

Settings

B Frontend IP configuration
% Backend pools

@ Health probes

= Load balancing rules

EmELEEBORE/IN—%2FALT Load balancers (O—KR/NXZ Y
P—),28REL, RRSNBDURREBZIVUYVILET,

FIFEEKLIZO—RNS YT —2IUYILET,

B4 R/\—0 Settings (FRE) T. Health probes (EE70O0—7)
ZOUvOLET,

9.1.2 Dx7-+ST71vIRDEEETO—-TDENM

Add health probe

ema-load-balancer

Name *

| ema-https

Protocol (O
| Tcp

Port * (O
| 443

Interval * (O

| 5

Unhealthy threshold * ©
2

Add (GBIN) My >=oUvoL, EEETO-TZUTOLIICRELET,

« Name (&) : —EOBFZANILET,
5 : ema-https

« Protocol(ZOk1JL): TCP
+ Port(R—k): 443
OK Ry V%EIUYHILET,
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9.1.3 Swarm S T7svIHRHOIEEETO—-TDEM

Add health probe

ema-load-balancer

Name *

| ema-swarm

Protocol (O

| Tcp

Port* (O

| 8080

Interval * (O

IE

Unhealthy threshold * ©

E

Add GEM) Ry >=oUv oL, EBETO—-TZUTOLIICHELET,

- Name (&) : —EOBHZEANLET,
5 : ema-swarm

« Protocol(ZO+1JL): TCP
« Port(i/R—F): 8080
OK Ry %EDUVILET,

9.1.4 WebSocket rS7svIRBDIEEETO—-TDEN

Add health probe

ema-load-balancer

Name *

| ema-websocket

Protocol (O

| Tcp

Port* @

| 8084

Interval * (O

|5

Unhealthy threshold * ©

| 2

Add GEIN) Ry >=oUvoL, EEETO-TZUTOLIICRELET,

- Name (&#i) : —EOBRIZANLET,
1l : ema-websocket

« Protocol(ZO0k1JL) : TCP
« Port(/R—Fk): 8084
OK Ry VEIUYHILET,
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9.2 BfFZEFHADEE

9.2.1

Load Balancing Rules (B &2 8UREI) EIEADIEE)

-~ ema-load-balancer | Load balancing rules

Load balancer

|/O Search (Cmd+/) | « -+ Add

& Overview I/O Search load balancing rules

& Activity log Name ™, Load balanc
Aa Access control (IAM) No results.

® Tags

/2 Diagnose and solve problems
Settings

B2 Frontend IP configuration

% Backend pools

1 Health probes

— Load balancing rules

O—4%—N\SVY—0FEAEEmOY 1 ~/\—h5 Load balancing
rules (B7F 2 8RAI) ZRIRLET,

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B

38




9.2.2 Ix7-+ST1vIROKRADIER

ema-https

ema-load-balancer
]E Delete

Name *

ema-https

IP Version *
@ Pva () IPve

Frontend IP address * (O

13.83.98.18 (LoadBalancerFrontEnd)

Protocol
@) 1ce () uppP

Port *

| 443

Backend port* (O
| 443

Backend pool O

| ema-server-backend (2 virtual machines)

Health probe ©

| ema-https (TCP:443)

Session persistence (0

| client 1P

Idle timeout (minutes) (O

TCP reset
() Disabled (@) Enabled

Floating IP ©
Disabled

Qutbound source network address translation (SNAT) ©
O Outbound and inbound use the same IP. SNAT port exhaustion may occur.

Learn more o'

‘;j (Recommended) Use outbound rules to provide backend pool members access to the internet

30

Add GEIN) Ny >=oUvol, RRIZENTOXSICRELET.

« Name (&#l) : ema-https

« Frontend IP address (7O rIVRIP 7RLR): Oz 7
FSTUavOICERESNZO—-R-N\ZUY—-TJOV IV RE
BIRLET,
5l : LoadBalancerFrontEnd

« Protocol (ZOkJL): TCP

+ Port(K—1F): 443

o Backend Port (/\wO IV -R—F): 443

+ Backend pool (NI IV R-T—=)): KIFEERKLIZ/NY D
IVR-F—ILEBIRLET,
5 : ema-server-backend

« Health probe (EEM70—7) : &IFEERMLIZR— 443
DIEEETO—T%&RLET,
Bl : ema-https

. Session persistence (2v< 3> iki#idt) : Client IP (OS54
7V~ 1P)

« Ildle timeout (minutes) (ZTRIL-F1LT I (5)): &K
& (30) ICERELFET

« TCP reset(TCP Utzw k) : Enabled (B%h)

« Outbound source network address translation (777
ROV RRERRYET—5 -7 RLAZEHE (SNAT)) : Use
outbound rules to provide backend pool members access

to the internet. (7O /N RRAIZERLT/\wO TV R
T=IL AV IN—=ICA VI —RY SA\D T I %R T D)

OK Ny EIUYILET,
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9.2.3 WebSocket S 7rv O RORADIERK

ema-websocket

ema-load-balancer

1 ]E Delete

Name *

ema-websocket

IP Version *
(®)1Pva () IPv6

Frontend IP address * (O
13.83.98.18 (LoadBalancerFrontEnd)
Protocol

(®)TcP () upp

Port *
8084

Backend port * O
8084

Backend pool ©

| ema-server-backend (2 virtual machines)

Health probe O

‘ ema-websocket (TCP:8084)

Session persistence (D
| Client IP

Idle timeout (minutes) O

TCP reset
() Dpisabled (®) Enabled

Floating IP
Disabled
Outbound source network address translation (SNAT) O

O Outbound and inbound use the same IP. SNAT port exhaustion may occur.

Learn more cf'

‘é, (Recommended) Use outbound rules to provide backend pool members access to the internet.

30

Add GEIN) Ny >=oUvol, RRIZENTOXSICRELET.

- Name (& #i) : ema-websocket’

« Frontend IP address (7O IR IP PRLX): Oz 7
FSTOavOICERENBZO—-R-N\ZUY—-TJOV IV RE
BIRLET,

5l : LoadBalancerFrontEnd

e Protocol (ZFOkZJL): TCP

o Port(/R—F): 8084

. Backend Port (/\wO IV F:R—F): 8084

+ Backend pool (I\y O IV R-T—=)L): KIFEER LN D
IVR-F—ILEBIRLET,
5 : ema-server-backend

« Health probe (E&M#70—7) : &IFEEMLIER—K
8084 MIEEMTO—TEBIRLET,
5] : ema-websocket

« Session persistence (2v< 3> iki#idt) : Client IP (OS54
7V~ IP)

« Idle timeout (minutes) (7L RIL-F1LT I (5)): &K
&8 (30) ICFRELET

e TCPreset(TCP Utzwl): Enabled (B%h)

« Outbound source network address translation (777
ROV RREERRYET—5 - 7RLAZEHE (SNAT)) : Use
outbound rules to provide backend pool members access

to the internet. (7O =\ RRAIZERLT/\wO TV R
T=IL XAV IN=ICA VT —RY SA\D T IR %RMHT D)

OK Ny EIUYILET,
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9.2.4 Swarm S T714vORAORKRADIERK

ema-swarm

ema-load-balancer
Ti] Delete

Name *

ema-swarm)

IP Version *
(@) 1pva () 1Pve

Frontend IP address * (O
13.88.132.106 (LoadBalancerSwarmFrontEnd)

Protocol
(®)Tce () upp

Port *
8080

Backend port * (O
8080

Backend pool (O

} ema-server-backend (2 virtual machines)

Health probe @
‘ ema-swarm (TCP:8080)

)

Session persistence O

‘ None

Idle timeout (minutes) (O

TCP reset
() Disabled (®) Enabled

Floating IP ©
Disabled
Qutbound source network address translation (SNAT) O

O Outbound and inbound use the same IP. SNAT port exhaustion may occur.

Learn more o

(®) (Recommended) Use outbound rules to provide backend pool members access to the internet.

Add GEIN) Ry >zoUvoL, RRIZENTOXSICRELET.

. &8 (Name) : ema-swarm

o Frontend IP address (ZOYFIVRIP 7RLX): REAOD
O—R/N\S VY —5&ERFIC Swarm S 7y O RBICIERRLTE
7OV IV REBRLET,
5l : LoadBalancerSwarmFrontEnd

e Protocol (ZFOkZJL): TCP

« Port(/R—F): 8080

. Backend Port (/\wO TV F-R—F): 8080

+ Backend pool (I\y O IV R-T—=)L): KIFEER LN D
IVR-F—ILEBIRLET,
5 : ema-server-backend

« Health probe (E&M#70—7) : &IFEEMLIER—K
8080 MIEEMIO—TEBIRLET,
5 : ema-swarm

« Session persistence (v 3>V k#{t) : None (7xL)

« Idle timeout (minutes) (71 RIL-H1LLT I (2)): 8K
& (30) ICRRELET

o TCP reset(TCP Utzw k) : Enabled (B%h)

« Outbound source network address translation (7777
TV REETRRY D=5 - 7 RLXZEH (SNAT)) : Use
outbound rules to provide backend pool members access

to the internet. (77 R\ RIBRIZFERLT/N\VII VR
T XY IN=[CA V=RV SA\DT Iz A= T D)

OK My &I UYILET,

9.3 NAT/N\WOIVER:-+ST714vORDEERUNDIER

RIBTIVFNTIYD IP 7RLRAERFREBRWNESD, AV—RYECAIFRZORNDOVE - bST4v DIV =X - Ry D=0 - 7RL X%
(SNAT) ZERITBIRENHDET, Azure* NAT ' —hUz1%F77OALEG<TH, ZOVRIVRIP7RLREZZ ORIV R - RS T10v 0
DV—=XIP7RLAELTERTSCET, ITIEMLEO—RNSYY D COMEZRIETEERT,

ZOREYIDFMMTOWVWTIE, LTOUVOESBLTLESL), https://docs.microsoft.com/ja-jp/azure/load-balancer/load-balancer-

outbound-connections
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9.3.1

7o RN ERAIOEN

|,O Search (Cmd+/)

|<<

&
-]
R
L 2
&

=1

b

(L1

1>

Overview

Activity log

Access control (IAM)
Tags

Diagnose and solve problems

Settings

Frontend IP configuration
Backend pools

Health probes

- Load balancing rules

Inbound NAT rules

Outbound rules

+ ema-load-balancer | Outbound rules

" Load balancer

-+ Add O Refresh

Use outbound rules to configui
virtual machines in the backenc
must be standard and the froni
address. Learn more about out

2 Filter by name...

Frontend IP address == all
Name Froi

Add a rule to get started

O—RN\SVY—EREOY 1 R/\—0 Settings (5RE) U3 T,
Outbound rules (77 RND YRR 20Uv o LET,

Add (GBm) Ry v ILET,
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9.3.2 7URNIYRRAIORE

Add outbound rule X

ema-load-balancer

Name * ‘ ema-server-outbound v

Frontend IP address * (O ‘ 2 selected S

Create new

Protocol . All Q TCcP O UDP

Idle timeout (minutes) O O 4
Max: 30

TCP Reset (®) Enabled () Disabled

Backend pool * O ema-server-backend (2 instances) fudd

Create new

Port allocation

based on the number of frontend IP addresses and backend pool instances.
Learn more about outbound connectivity '

Azure automatically assigns the number of outbound ports to use for source network address translation (SNAT)

Port allocation (O Manually choose number of outbound ports

Outbound ports

Choose by * Maximum number of backend instances
Ports per instance (O 42664
Frontend IPs 2

Maximum number of backend instances "J 3

TIRNTY RRAENTOLIICHRELET,

Name (B#l) : —EDRFIZANLET,
5 : ema-server-outbound

Frontend IP address (ZOYFIVRIP 7RLR): ROV
oY XZa—D\BFIHEATRERIARTO IP 7 RL 2A%&&IRL
ESCN

Protocol (O FR1JL) : All (RT)
TCP Reset (TCP Utzw ) : Enabled (%))

Backend Pool (/\wO TV R-TF—)L): FlFEERLIT/INW D
IR T—)LEERLET,
5l : ema-server-backend

Port allocation (/R—FDEINDHT) : Manually choose
number of outbound ports (GEER— ~OREFET:EIRT
3)

Outbound ports Choose by (g R— MBIRE¥)
Maximum number of backend instances(/\W O IV R-A>
2BV ZADEARE)

Maximum number of backend instances (/\vJ IV~

AVAIVAORAE) : E7OVFIVRIP 7RLAZEIC,

64,000 ElDR—HY SNAT ICEFRRIEETY, O THEER
I, R—rOT—ILOBBNZ0HTEIGN, F/N\voTY
ReAVRIVZNELWBOR—bEFIATERLSICHEDE

T, COTFTOMRY R AAIRTIE, 2 DO VM EZF7OAY
BEEEELTVDRRS, BEBIFIZEICVM Z 1 DEINTE
SDRMEKRLT3I EANLET,

Add (GBm) Ry > &SIV ILET,
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10 Azure* Bastion Z{EHLEREY Y I \DEG:

y 1 EBEOREBTYVICOTAYTRICIE VM O
éma-server 1 Overview (HZ) EHEICFEEIL, Connect (##4:)
Ry V%I w2 L, Bastion #EIRLET,

Virtual machine

‘ L Search (Cmd+/) ‘ & ,@' Connect [> Start Q' Resi
K overview RDP
=] Activity log SSH
A Access control (IAM) BaEtion
6 Taﬂc mnurmm IB
Use Bastion(Bastion 2R3 3) Ry &Iy
RDP SSH  BASTION HLET.
0 Bastion is an Azure servic
/ Connect using Azure Bastion VM OEKIEHREASIL, Connect (¥&#) Ry~
\ Azure Bastion Service enables you to securely an #OUvILEY,
/ \ Azure virtual network, without exposing a public S5O RIS, 20 VM A RDP
— e

without the need of any additional client/agent c
Bastion.

yyarvhRRESNEd,
Using Bastion: EmaBastion, Provisioning State: Succeeded
Please enter username and password to your virtual machine

Open in new window

Username * (O

[ ema

Password * ()
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11 {48 A - Active Directory* & ICEAT B

RIEBTYVERXLVICEBIEE, AD SRiI%FERTERLIICTBHIC, Active Directory* & Microsoft* Azure* ZRET B HEIFEHHDE
7, B0 —XEZBEFERH, KAMIERTIE, BEOAVTILZR-TALIM—2ZOBNTIS Y RICILRT DOV DONDE Y R
HLET, IZVR-JONAT—IF, BFif, BV —EXZZELEFY, Z0OS. AFEBBEOYVU1—Y30E277O1T30IIC, EVRRICED
BLEVU1—Y3a v EBRIDIVENHDET, FMIBHRADODUY IR TICRLETD,

FAzure* Active Directory* DREFa XUk

TAzure* AD Domain Services DRFaXU k)

FAzure* M Active Directory* N—Z2DHY—E %=L TS,
FAzure* AD Connect EHf : FHAZIBRL CHRAITVAXT D)

11.1 Active Directory* D7 —F T O F v—HIER

11.1.1 Y00 -Y=N=-F7O14 KXV
<oc->

./ ./ TCP/443, 8084 \
o :
= Virtual Network
Web browser / P saL
EMA users L Database
o e Q {managed)
Windows
Server
(EMA VM) Sync—. «—}—Azure AD
Connect
—— Azure AD Azure AD
T ———— TCP/8080 \ Directory Services On-premise Active
— Directory
Agents

11.1.2 SEY—N\—-FTOI KXV
/<-H Virual Network \

Avallablllty set
2.5 Azure Bastion [ EMA VM \
o _— (ForRDPvia . I
[~y Azure Portal) | @(—syn{:— ,‘_JE;J :‘ :c?
Service Desk | ~ Azure AD Azure AD
. | Directory Services On-premise Active
TCP/443, 8084 | Internal traffic Directory
Public IP 1 | TCPEBU{?BEE;BON, |
— TCP/8080 Private IP
—— Public IP 2 _—’l | s
: saL
Intel Active Sl LS l_ EMAWM Database
Management e e T
Technology \ j

Azure* @3/ FIL°EMA D27 -FFOA XV k- AR -2020 £ 10 B 45
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https://docs.microsoft.com/en-us/azure/active-directory-domain-services/active-directory-ds-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-whatis

11.2 Azure* AD Connect Z{ER LTz Active Directory* W95 EADILIR
Q Azure* AD Directory Services (AADDS) UV —X&F70O40L T, RETI V% AD RXAVICSMEEEFT,
O CoT7OERICHWNT, AADDS ERHDOYTRY hEERT DR ENHDET,
Q Azure* Active Directory* V5, COYR—I RRXIVOEREEREZFOI—T—%EBMLET,

Q Y7y ITHRTIBERTIC 1 FERN EOINSBIENHDET, Ty b7y THE T Lz5,AD DS —/\—IP
PRLAZERTBRIIC, RERYET—U0D DNS b —/N\—REZEFHLET,

Q AD Connect #ZAV 7L ZRBRIEBICTFOAL, A—F—BLV/\AT—R/\wvZ/ 2% Azure* Active Directory* IC[E
HILZET,

Q @Oy D=0 LEORXAVICSMBEHDOY—/\—IC, AD Connect V7 Dz 7ASD>O—-RL, 1V2A
F—ILLET,

Express Settings (B8i%E) ZELVET,
Azure* AD & Azure* AD DS DEEIEREANLET,
XAV ZD, HENLSH Azure* AD ICEMBIMRIESNIEARILARXAVIC—HT D =HRLET,

O 0O 0O O

HENTT LIRS, 30 pRIC/N\YITS Y RHNEHIESNET, ENMFOFELULVEEHFICDLTIE, Microsoft D&
BESBELTLIESL,

Q Azure* AD Connect %> 0O— RIZAT : Microsoft* Azure* AD Connect % Microsoft* AR o O—F-
Ty —HBFoO0—R

O Azure* AD Connect MHIIZSEM : TAzure* AD Connect : BIREHE/\N—FRD1 7

Q COTVISARIOFvy—DRHLEE, WTOUVIDERICEOT, RXAVIC VM 8IS E3ENTEET,
FAzure* Active Directory* Domain Services DY X—J RRXAIC Windows Server* (RETI VESNSES,
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