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herein.
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Introduction

1.1

1.2

Intel Unite® software powers secure, connected meeting spaces that simplify collaboration. It was designed
to connect everyone in a meeting, quickly and easily. The Intel Unite solution is a simple and instant
collaboration solution available today and a foundation for added capabilities and innovation in the future.
This document can be used to install the Intel Unite software in enterprise mode, learn more about features
and assist with troubleshooting.

Audience

This document is designed for use by IT professionals within a corporate environment and for other
audiences that will be deploying the Intel Unite solution in an enterprise environment.

Intel Unite Solution Terminology & Definitions

Enterprise Server (Server) - This term refers to the web server and the PIN service running on the server that
will assign and resolve PINs. It provides a download page for the Clients and the admin portal for
configuration.

Client — This term refers to a device (Windows*, macOS*, iOS*, Android* or Chromebook*) that will be used
to connect to the Hub.

Hub - This term refers to a mini form factor PC with Intel® vPro™ technology that is connected to a display
in a conference room running the Intel Unite application.

FQDN - This acronym stands for Fully Qualified Domain Name.

Plugin — This term refers to a software component that is installed on the Hub which extends the
functionality of the Intel Unite solution.

1IS — This acronym stands for Internet Information Services, which is a web server provided by Microsoft*.

AD - Stands for Active Directory. With AD, you can keep track of all the user accounts and passwords in the
organization, utilize Organizational Units and groups to assign settings to Hubs and permissions to users. It
allows you to store the user accounts and passwords in one protected location, improving your
organization's security. Active Directory is subdivided into one or more domains.

Intel Unite® Solution Enterprise Deployment Guide v3.3.5 9 of 96
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What's new in the Intel Unite Solution

intel,

To help you identify what has been added to the Intel Unite software, from the deployment perspective, the
following table summarizes the features added to this deployment guide.

New functionality for the Client devices is documented in the Intel Unite Solution User Guide.

v20 v3.0 v3.0MR v3.1 v3.2 v33
Extended Display | HW accelerated iOS Support to Enhanced User Added an Admin Active Directory
Audio/Video Present Experience for the | Portal Setting on integration is now

Access

added to the list
of Intel Plugins.

streaming for Admin Portal, a the Server included. See the
Windows (1080 different look Installer. The Active Directory
@20-30fps) including the WebAPI Configuration
addition of dialog | Web.Config was section under the
boxes to facilitate | updated to have Admin Portal
setting selection the Admin Portal guide for more
URL details.
Windows 10 Plugin for Admin Portal: Whiteboard Plugin
Support Protected Guest Schedule Meeting | capability was

Guest User sign-
in-plugin

Scheduled
Meetings (single
room)

Plugin for Skype
for Business

Meeting Lock

iOS Support for
View

Admin Portal:
Moderator mode

i0OS min
requirement is
now 10.1

Admin Portal:
Static PIN

Admin Portal: PIN
Reservation

Admin Portal: PIN
Transparency

Admin Portal:
Disable Remote
View

Chrome OS
support

Android Support
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2 Intel Unite Solution Requirements

2.1 Enterprise Server Requirements

e  Microsoft Windows* Server 2008
e Microsoft Internet Information Services with SSL enabled
e This will require a SHA2 based web server certificate with an internal or public root of
trust
e Anonymous Authentication must be enabled
e  SMTP email server configured under Microsoft Internet Information Services
e Microsoft SQL Server 2008 R2
e Recommended latest patch level
e  Microsoft NET* 4.5
e 4GBRAM
e 32 GBavailable storage
NOTE: The IIS web server and Microsoft SQL database server can be installed on separate
machines
e  Optional Active Directory* Support: This feature requires the server to be joined to an Active
Directory domain.

2.2 Hub Requirements

e  Microsoft Windows 7 SP1, 8.1 or 10 (32 bit and 64 bit)
e Recommended latest patch level
e  Microsoft .NET 4.5
e Supported SKU, 4th generation or newer Intel® Core™ vPro™ processor-based mini PC
e  Wired or wireless network connection
e 4GBRAM
e 32 GBavailable storage

2.3 Client Requirements

e  Microsoft Windows 7 SP1, 8.1 or 10 (32 bit and 64 bit)
e Recommended latest patch level
e  Microsoft .NET 4.5
e 0OSX*10.10.5 and greater
e i0S 10.1 or higher
e Chrome* OS
e Android* 5.x (Lollipop), 6.x (Marshmallow), and 7.x (Nougat)
e Linux* Fedora 26, Red Hat Enterprise 7, Ubuntu 16 LTS & 17 Non-LTS
e  Wired or wireless network connection

LFor supported SKUs, refer to your preferred OEM or an Intel rep
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IT Considerations and Network Requirements

Hub and Client installation should be managed using your IT department’s established process for software
distribution.

To ensure reliability, it is strongly recommended that the Hub uses a wired network connection. This will
prevent wireless bandwidth saturation, especially in congested areas.

Another consideration is that you will need to allow the Intel Unite software to accept incoming
connections. This may require you to add an exception to the firewall installed on the Hub. Please contact
your firewall vendor for specific details on how to create application exceptions.

In a production environment, it is strongly recommended that you use a Fully Qualified Domain Name (FQDN)
and to setup a DNS service record, which points to the Enterprise Server. This provides the easiest method
for Hubs and Clients to locate the Enterprise Server.

As a security upgrade, the application accepts only SHA-2 certificates. This may require you to upgrade the
certificates on your web server. Work with your IT Security team to get SHA-2 certificates during setup.

Mobile Client Devices

If your organization will be deploying mobile client devices as part of the Intel Unite client OSs, please be
aware of the following:

To be able to connect to the Intel Unite solution, all client devices need to be connected to the corporate
network or use an appropriately configured VPN, including iOS and Android devices. When using tablets
and phones — normally used for personal use- which are not connected to the corporate network but their
own carrier provider, these may not be able to connect to an Intel Unite app session as you may have a
corporate firewall that will not allow these connections.

NOTE

Mobile Client devices such as iOS and Android have more limitations, these devices are not compatible with
the Guest Access plugin or with the Small Business version of the Intel Unite solution, please keep this in
mind when deploying them in your organization.

For IT Administrators:

e If Intel Unite app users are using their own mobile devices, ensure they are on the company
network to connect to the Intel Unite app or create a way to allow these connections.

® Ensure you have the necessary tools to properly manage these devices and keep the network safe.

e Have a proper strategy in place to manage these devices which may add additional security risk.

e Have a Mobile Device Management policy in place regarding personal devices, or mobile devices
for work purposes.

®  Security should be tailored to provide the correct amount of security in accordance with the
sensitivity of the data to be protected, how much tailoring depends on what data your company
considers critical and how far you want to drill down to apply protections.
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Deployment Overview

3.1

3.2

The Intel Unite solution consists of three components — an Enterprise Server, a Hub and a Client.

The Enterprise Server is the first component you will need to set up. When the Hub and Client applications
are launched, they will use the Enterprise Server to exchange connection information and receive PIN
assignments.

The Hub is the Intel Core vPro processor-based mini PC that is typically connected to a display or projector
in a conference room.

Clients follow the instructions displayed on the Hub to download the Client software and connect to the
Hub by entering the displayed PIN. Once connected, a Client can present content, view and annotate, and
share files with other participants connected to the same Hub and interact with plugins installed on the
Hub.

This diagram provides an overview of the installed components.

/,_ §

Enterprise Server (Data Center)} \

]
i (]
- %

—

PIN Lookup — S5L Web Service

PIN Request — SSL Web Service

WLAN/LAN

Client ((i )

Bouncy Castle [per generation) 3™ party

SSL
High speed un-secured - ugin Interface
UDP for sprite updates

Bouncy Castle (per generation) 3™ party

Deployment Resources

In order to complete the installation, you will need the following:
e Administrative rights on the database
e Administrative rights on the Enterprise Server
e Administrative rights on the Hub
You may also need:
e IT security administrator to issue the SHA-2 certificate
e IT security administrator for firewall policies
e IT administrator to create a DNS service record which is used by Hub and Clients to locate the
Enterprise Server (strongly recommended)

Active Directory Integration

The Intel Unite solution can be integrated with Active Directory to simplify management of your
deployment by allowing you to leverage Active Directory for authentication, and utilize Organizational Units
and AD Groups to assign settings to Hubs and permissions for users.

To configure Active Directory, refer to the Active Directory Configuration section 8.5.1.2 of this guide.
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3.2.2
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User Authentication/Management

The Intel Unite app can use Active Directory and the Intel Unite app user database for authentication.
When a user logs in with an email address (example: my.email@mycompany.com), the Intel Unite app
database will be used to authenticate. If the supplied email address doesn't exist in the Intel Unite app
database, authentication will fail with the message “The username or the password is incorrect”.

Once the user is verified, the role (permissions) that is specified in the user database will be applied.

See the Management > Users section 8.5.2 and Management > Roles section 8.5.3 of this guide for
guidance about configuring the Intel Unite app user database.

When a user logs in using a domain account (example: myCompanyDomain\myUsername), the Intel Unite
app will use Active Directory to authenticate the user. The user will inherit the role (permissions) of the first
role which has an AD Group associated which the AD user belongs to.

Note: Active Directory Users will not show up in the Management > Users Admin Web Portal page.

See the Management > Roles section 8.5.3 of this guide for information on configuring roles/permissions.

Hub Profile Management

Profiles, which contain device settings, are applied to all devices checking in with the Enterprise Server on
application start.

When configuring a profile, you can associate it to an Active Directory Organizational Unit (AD OU). All
Hubs which belong to the specified AD OU will inherit the settings of the profile.

You can also manually assign systems to a profile. However, if the system is part of an AD OU that is
associated to a profile, the AD OU profile will take priority.

If a device is not assigned to a profile manually or by an AD OU, the device will use the default profile.

Note: Hubs which inherit a profile through AD OU membership will not show up in the devices list of
the profile.

See the Group > Profiles section 8.4.2 of this guide for information on configuring profiles.
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4  Enterprise Server Installation

4.1 Enterprise Server Overview

The Enterprise Server Installer includes the Database, PIN server, Admin web portal, and Client download

page.

The Enterprise Server contains 4 components:

1)
2)

3)

4)

Microsoft SQL database: maintains all status information for the Intel Unite solution infrastructure.
Web Service: a standardized messaging service that communicates with the database and the
Hubs and Clients. If HTTP port 80 binding is not removed, user name and password will be sent in
the clear when using HTTP. Intel strongly recommends removing HTTP port 80 binding and use a
certificate for HTTPS.

Administration Portal Website: manages Hubs and Clients, generates statistics, and provides
monitoring and alerting.

Client download landing webpage: contains the Intel Unite software for the Client.

In addition, it is important to know that the Hubs and Clients locate your Enterprise Server on your network
infrastructure through one of the following two methods: ServerConfig.xml file or DNS Service Record.

It is recommended that you use the DNS service record as this enables zero-touch configuration for the
Client and Hub. See section on Creating a DNS Service Record in Appendix A. However, if you are not able
to acquire a DNS service record, the Enterprise Server can be configured in the ServerConfig.xml file. See

Appendix B for Example of a ServerConfig.xml file.

4.2 Enterprise Server Pre-Installation

Verify that the Server meets the minimum software and hardware requirements specified.
Verify that IIS version 7.0 is installed on your Server. The Server installer requires IIS to be
enabled, otherwise installation will fail. For help enabling and setting up IIS, see section on
Enabling IIS. Note: IIS 8 requires Windows Server 2012.

Setup the SMTP email server under IIS Manager, see section 8.7.3 Email Server Settings.

Make sure you have installed and enabled ASP.NET 4.5.

Ensure SSL is enabled in IS (https sites should work). NOTE: This may require you to work with
your IT department to install a SHA-2 certificate with a valid root of trust.

Make sure you have administrative access to Microsoft SQL via Windows authentication or SQL

authentication, see section on Microsoft SOL Server Install in Appendix A.

Add a DNS Service record to enable automatic lookup of the Enterprise Server. See section on
Creating a DNS Service Record in Appendix A.

4.2.1 Software Upgrade

If your organization is performing a Software Upgrade:

Ensure you back-up the database because changes can't be undone.

All connections to the database must be closed before the upgrade (log off from the Admin Portal)
During the upgrade, the Database option will be selected by default - both for local and remote
installation - when the Intel Unite Server.mui.msi is run on the PIN server.
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Enterprise Server Installation

Once you have verified all the steps in the previous section 4.2 Enterprise Server Pre-Installation, continue
with the Intel Unite software installers (this process needs to be run on the server that hosts the IIS
environment).

Intel Unite® Solution Enterprise Deployment Guide v3.3.10

Locate the Intel Unite Server.mui.msi file and double-click to install on the target server(s).

The installation wizard provides the option to install these components: a Database, Web Service,
Client Download page, and Administration Portal.

After launching Intel Unite Server.mui.msi, accept the license agreement, by checking | accept the
terms of the License Agreement box.

1 Intel Unite® Solution Setup == -
End-User License Agreement » .
|ntel
Intel Unite® Software End User License Agreement ~

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.
Do not copy. install, distribute, publicly display. or use the software and the
accompanying documentation (*Software™) until you (“You™) have carefully
read and agreed to the following terms and conditions

This agreement (“Agreement”) forms a legally binding contract between You
and Intel Corporation (“Intel™) (collectively. the “Parties™) rezarding Youruse

of the Software. By copying, installing, distributing, publicly displaying, or
otherwise using the Software, You agree to be bound by the terms of this
Agreement. If You do not agree to the terms of this Agreement. do not copy. | v

[]1 accept the terms in the License Agreement

[ pint | [ Back |[ Newt | [ cancel

Click Next to continue to the Database Server window.
In the Database Server window, select the Database Server Connection Details. Available options
are:

The SQL Hostname box, (local) is the default value for the SQL server. You can change it by
editing your Hostname or leave the default value (leave (local) if SQL is installed on the same
server).

The default value for the Server is Trusted (Windows Authentication), (if you are already logged
in), or select Specify Username and Password (SQL Authentication) if you have valid credentials
that have access to the database and prefer SQL authentication. If you choose the latter, make
sure you TEST the database connection by clicking Test Connection.

There is a new setting for the Admin Web Portal, the Host (FQDN) value or vanity name has to be
entered here. The installer will take the FQDN of the server where it is executed.

Il Intel Unite® Solution Setup [= [ |
Database Server -~ -
mle!
e
B —

Format: 1P or server name part
{e.g- hostname, 1234)
@) Trusted (Windows Authenscaton)
‘Specify Usemame and Password (SQL Authentication)

[ Test Comecton ]

o mg1.2.m.corp.rtelcom

Ackmin ik Portal Settings:
Host (FQON):

Intel Unite @ Datahase Cormection/Setup Detsis:
Databise tame: Uniteserver

Service Account T ]
Pasmmard:

CofmPosswerd; [ ]

Back et Cancd

In the Database Connection/Setup Details section, you need to create a password for
UniteServiceUser which is used to access the new database named UniteServer. Confirm
Password in the next box.

The password must contain at least 8 characters, at least one uppercase character, one lowercase
character, one digit and one symbol.
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e  Click Next to continue to the Custom Setup window for feature selection. Expand the Database
feature and select one of the Database features Will be installed on local hard drive or Entire
feature will be installed on local hard drive. This will create the Database in the SQL server
provided in the previous step.

i Intel Unite® Solution Setup =0 - i Intel Unite® Solution Setup bl e -
Custom Setup Custom Setup
Click the icons in the tree below to change the way features will be installed. Click the icons in the tree below to change the way features will be installed.
If \;Iou are upgrading, please backup your database as changes can't be If \;on are upgrading, please backup your database as changes can't be
57| Intel Unite® = 2 7| Intel Unite®
= =g
=) Will be installed on local hard drive [ {E0] Pin Server
(=3 ~| Admin Web Portal
_____ =38 Entire feature will be installed on local hard drive r =] Download Page mrsdfjra&rﬁ requires OKEB on your
@2 Feature will be instelled when required
X Entire feature will be unavailable
R Browse...
Reset I Disk Usage [[ Bax | mext |[ cancel | ‘ Reset [ peaee |[Back [ mext ][ concel ]
.

Click Next to verify feature selection and begin the installation by clicking on Install.
e  Click Finish to complete the setup.

The Enterprise Server is now installed. Please refer to the Admin Portal Guide section of this document
for first-time login instructions and customizing your deployment.
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Optional:
»  If you want to verify that the UniteServer database has been created by using SQL
Management Studio Open SQL Management Studio on your server and connect to the
SQL server. Expand Databases on the left side pane and make sure UniteServer Database
has been created.
£ ver [=To |
o . Vi, Debug._Too. oot
Fdle i 5 d @ | NewQuesy L0yt (5] & e ol &
B NT Senvice
A NT SERVICE\SQLSERVERAGENT
& NT SERVICE\SQLWriter
B NTSERVICE\Winmgmt
8 s
>

Verify the installation was successful by accessing the Admin Portal (if it is installed on
the server along with the database and PIN Server), following the link:
https://<yourservername>/admin

You can login into your account if you have one. If this is a new software installation you

can use the default admin account, the system will ask you to change the password
before you can continue.

Default User: admin@server.com
Default Password: Admin@1

Welcome to the Intel Unite® solution’s administrator web portal!

Here you will be able to view and manage devices with Intel Unite® application installed. Below
you will find a quick overview of active devices and a history of active users

Show| 1w | entries

System FQDN 4 Profile Status Last Check-in

Mo data available n table

Shawing 010 0 of 0 entries

e | Expaie | Portugputs | 3 | MCEWIE | ST | BR01

Note: If you receive an error when accessing the Admin Portal, please refer to the Troubleshooting
section.
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4.4 Uninstalling the Intel Unite Application

If you need to uninstall the application, you also need to delete the UniteServer database and the
UniteServiceUser login created previously to avoid conflict within the application. Before you do this, ensure
you have created a backup of your database.

1.
2.

3.

Launch the Intel Unite Server.mui.msi installer.
Click on Remove, and on Next to continue.

b= Intel Unite® Solution Setup = =]

Change, repair, or remove installation

Remove

Removes the Intel Unit=® application from your computer.

Go to Microsoft SQL Server Management Studio, and manually delete the UniteServer SQL Database
and the UniteServiceUser account. See the highlighted areas in the image below.

Microsoft SGL Server Management Studio (Administrator)
File Edt View Debug Tools Window Help

{7l (5 @ | INewiey BB T & DA -0 - L5 ][ | || &R g

(Object Explorer - Ax
Connect™ 3 3 m [ 4 L
B TS0 50 v 116312 o]
= (3 Databases
@ C3 System Databases
% [ Database Snapshts
@ | UniteServer
= [ Secunty
= [ Legins
B, #2MS _PolicyEventProcessingLogin®#
&, #2MS PolicyTsglExecutionLoging#
A CHIAdministrator
& NT AUTHORITY\NETWORK SERVICE
& NTAUTHORITY\SYSTEM
A NT Service\ MSSQLSERVER
& NT SERVICE\SQLSERVERAGENT
A& NT SERVICE\SQLWriter
& NTSERVICEWinmgmt
A s
& UniteServicelser
% [ Server Roles
% [ Credentials

& [ Cryptographic Providers
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5 Hub Installation

5.1 Hub Pre-Installation

The Intel Unite application needs an exemption in the Hub firewall to check in and communicate with the
Enterprise Server, since the Hub needs to be able to locate and check in with the Enterprise Server.

When you run the Hub installer, it will prompt you for server connection details and give you the option of
bypassing the manual lookup (named Specify Server in the install process) in favor of retrieving
information from the DNS Service Record. When the Hub installer is run, it will edit the ServerConfig.xml.
Depending on the method chosen for PIN look up, you need to know if you will use the Automatically Find
Server or Specify Server selection when executing the installation.

If you know that the DNS Service record exists, then you can select Automatically Find Server, if unsure,
use the Specify Server option (manual lookup), where you would need to know the hostname for the
Enterprise Server.

If you have edited the ServerConfig.xml with the public, you are not required to input the key again for the
Client and Hub installers.

Note: If a server is defined in the ServerConfig.xml, it will take precedence over the DNS Service Record.

5.2 Hub Installation

e Locate the installer folder and run the Intel Unite Hub.mui.msi

e Click Next to continue.

#Inle\ Unite® Selution Setup - x

Welcome to the Intel Unite® Solution
Setup Wizard

The Setup Wizard will install the Intel Unite® application
on your computer. Click Next to continue or Cancel to
exit the Setup Wizard.

Back Next Cancel

e Click Next after you check the box | accept the terms in the License Agreement.

ﬁlntel Unite® Solution Setup X

End-User License Agreement

Please read the following license agreement carefully

Intel Unite® Software End User License Agreement A

IMPORTANT - READ BEFORE COPYING, INSTALLING OR

USING.
Do not copy, install, distribute, publicly display, or use the software and
the ing d ion (“Soft ") until you (“You™) have

icarefully read and agreed to the following terms and conditions.

This agreement (“Agreement”) forms a legally binding contract between

You and Intel Corporation (“Intel”) (collectively, the “Parties”) regarding

Your use of the Soﬁ\\_'are. By copying, installing, distributing, publicly v
e ais Cafhrenen Vs nrean tn e hassnd hes o

ldicntnsrine, o athoe

[7]1 accept the terms in the License Agreement

Print Back Next Cancel
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e Choose Enterprise and click Next.

f‘\ntel Unite® Solution Setup - ®

Choose how to install Intel Unite® solution.

Install Intel Unite® solution with Enterprise or Standalone settings.

Enterprise: For medium to large business and education environments
® using the Intel Unite® solution in more than five rooms. Features best

security, extensible plugin support, and broadest device interoperability.

Required server components must be present on your network.

Small Business: Designed for simple installations in small business
environments using Intel Unite® solution in up to five rooms, No server

(O components are required. Supports Windows PCs and Macs. Not
recommended for evaluation purposes, except for small business
customers,

Capabilties differ between the Enterprise and Small Business installations. For a full
comparisan of available capabil d required solution please see the User
Guide.

Back Next. Cancel

¢ In this window you must specify the PIN server connection settings; your choices are:

»  Automatically Find Server: This is the recommended choice (default).
» Specify Server: In this step you need to know the hostname for Enterprise Server
o Enter the hostname of the PIN Server.
o Enter the certificate public key if you have checked | know the certificate public
key.
» Select your choice and click on Next.

1 Intel Unite® Solution Setup - x

Connect to PIN server

Specify the PIN server connection settings.

(@) Automatically Find Server
() Specify Server

Enter the hostname of the PIN server:

Example: somedomain.com

Enter the certificate public key:

11 know the certificate public key

Back Cancel

(Optional) Certificate Public Key
For enhanced security, enter the public key of the Enterprise Server's web server certificate.
To obtain the public key:

e Go to: https://<yourservername>/unite/ccservice.asmx

e View the certificate information.

e Click on the Details tab.

e Select <All> from Show: dropdown menu.

e Scroll down to the Thumbprint field

e  Copy the Thumbprint value and paste it to a text file.

¢ Remove the spaces from Thumbprint value in the text file.

e  Copy the Thumbprint value without spaces and paste it in the Enter the certificate public

key: text box.
e *QOptionally, you may copy and paste the value into the ServerConfig.xml file.
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*Make sure you remove the spaces from the string after you paste in the ServerConfig file. If you have
edited the ServerConfig.xml with the public key, you are not required to input the key again for the
Client and Hub installers. See Appendix B for an Example of ServerConfig.xml.

e The Destination Folder window will open up with the default folder where the Hub will be installed.
You can change the destination folder if you wish, otherwise keep the default location. In this step you
can also create a desktop icon. Click Next to continue.

Inte\ Unite® Solution Setup = X

Destination Folder

Click Next to install to the default folder or dlick Change to choose anot...

Install the Intel Unite® application to:

C:\Program Files (x86)\Intel\Intel Unite\, Hub\

Change...

Create a desktop icon

Back Cancel

¢ Inthis step you can go back to review your settings or click on Install to continue.

7 Intel Unite ® Solution Setup - x

Ready to install the Intel Unite® application

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back o Install Cancel

e Once the installation has ended, you will see the Completed the Intel Unite® Software Setup Wizard
window. Click on Finish to end the installation process.

75 Intel Unite® Solution Setup - X

Completed the Intel Unite® Software
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Launch Intel Unite® application

B o

e When you launch the application for the first time, you will see the Intel Unite® application
Privacy Statement.
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Bl intel Unite® application Privacy Statement

Intel Unite® application Privacy Statement

Can the Intel Unite® application collect and send anonymous usage data?

The information collected may include your device manufacturer, CPU model,
memory and display configuration, OS version, software version, region and language
settings, regional location and time zone, device and software usage (e.g. number of
times used, duration of use, etc.), feature usage, along with a randomly generated
unique identifier (GUID) that is stored on your device. This information is used to help
Intel understand how well our products perform over time, to determine how useful
they are, to detect issues and to identify future product improvements. The
information collected does not include the actual content you create or view and will
not be used to identify or contact you.

The Intel Product Improvement Program utilizes reasonable organizational, technical
and administrative measures to protect the information collected against
unauthorized or unlawful access, alteration, disclosure or destruction. You can access

Do not show me this dialog again

e The Intel Unite® application Privacy Statement function is used to collect anonymous usage data.
Intel is always looking to improve its products and would like to collect data to continue to
improve the product. Please select YES or NO and check the box if you do not want to show the
dialog box again.

e You will now see a PIN displayed on your screen or monitor. This is the PIN you will need for the
Clients to connect to the Hub. (Please refer to section 12 Troubleshooting if the PIN is not
displayed.)

288-532

Download client from https://unitehub.vprodemo.com/download PIN: 288-532

(teD UNITE
229 PM

Hub Configuration

The configuration options for Hubs running Intel Unite software can be modified via the Admin Portal. The
Admin Portal contains a default profile with default configuration settings that are applied to all Hubs that
are checking in with the Enterprise Server. The configuration options are pushed to the Hubs after a
connection from the Hub to the Enterprise Server is established. The settings are updated each time the
Hub checks in, most of the settings for the Hub can be customized according to your organization needs,
for example, each Hub can display different color, image, PIN size, contain different plugin, etc.

Refer to the Admin Portal Guide section to learn more about the Hub configuration.

Hubs can be assigned to profiles manually or using Active Directory Organizational Units (OU). This can be
configured via the Admin Portal. Refer to the Admin Portal section to learn more about the Hub
configuration.
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5.5

5.6

5.6.1

intel,

Recommended Hub Practices

In order to ensure the best possible end user experience, the Hub should be configured so that it is always
ready to be used and system alerts or popups that display on the screen are suppressed. Recommended
practices include the following:

e Windows should automatically log in the domain and user that will execute the Intel Unite

application.

e Screen savers should be disabled.

e The system should be set to never go to standby.

e The system should be set to never log out.

e Display should be set to never turn off.

e System alerts should be suppressed.

Hub Security

The Hub administrator should ensure that recommended security practices are followed for each Hub. If
the local user is logged on automatically, ensure that the user does not run with administrative privileges.

Plugins

The Intel Unite application supports the use of plugins. Plugins are software elements that extend the
features and capabilities of the application, implementing user experience modalities. Plugins may be
unique to each Hub, if you want to install or find out more about each plugin please refer to the specific
plugin guide. The following plugins are currently available for the Intel Unite application:

Plugin for Protected Guest Access: this plugin allows a computer to connect to a Hub without the need to be
on the same enterprise network and without the enterprise server PIN validation. The Hub creates an ad-
hoc/hosted network (access point) that an Intel Unite Client can connect to.

Plugin for Skype for Business: This plugin is a solution for including people from an online Skype meeting
into an Intel Unite app session. The plugin runs on the Hub of the Intel Unite software and manages a mail
account specific to each instance.

Plugin for Telemetry (software version 3.x): This plugin adds the ability for the Enterprise Server to accept
and display Hub data. Minimum requirement is Enterprise Server v3.0 (Build # 3.0.38.44).

Plugin for Scratchpad: When using a touch base monitor, this plugin allows the monitor where the Intel
Unite app is running to become a whiteboard for the in-room users, whom can draw on the screen and
email the final content to other participants in the session.

In addition, there is an SDK used to write plugins:
Software Development Kit (SDK): Application Interface Guide to assist software developers or anyone
looking to develop additional functionality for the Intel Unite application.

Plugin Installation Notes

Each plugin is installed by default in the plugin directory within the installation directory [Program
Files(x86) \Intel\Intel Unite\Hub\Plugins\PluginName (Plugin.dll)]. Plugins are enumerated at the start of
the application. If a new plugin is added, the application will need to be restarted.

Before you install the plugin, verify compatibility with your target version of your Intel Unite solution
[please refer to the specific plugin guide, as requirements vary among plugins].

You must also ensure you obtain and add the Plugin Certificate Hash value on the Admin Web Portal for
each plugin used.

NOTE: For a test environment, you could use the default key value, but this is not recommended for a
production environment.
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5.6.2 Plugin Certificate Hash Value

Follow these steps to find the Certificate Hash key value for your Plugin:
o Locate the plugin in the Plugins folder, right click on the *Plugin.dll and choose Properties (E.g.
GuestAccessClientPlugin.dll)
o  When the plugin Properties window opens, locate the Digital Signatures tab, click to open.
o Select Intel Unite Plugin and click on Details.
o Inthe Digital Signature Details window, click on View Certificate.
o Inthe Certificate window, select the Details tab and scroll down until you see Thumbprint.

o Select Thumbprint, once the value is displayed, paste it into a notepad or a text file, remove the
spaces and save it.

o This key value will be used when you create the Profile for your plugin. The key value can be
created and entered after the profile has been created, continue to next section to know more

[ cwtomscuenugina properies ]| T Cemnstientugndiopeies 1% Dot Sgmare e 1L %
Genersl | Digtal Sgretues | Secasty | Detais Gl | DA Sopetures | Secury | Dot
Dot Soratree | Secty | Ot [ Dea Gevers | advonced
rT————] Sornstre . Digital Sigmature Information
Nae o sgner._ Diges sgodhes  Tarestams: #Z] s gl sonstre s OK.
Typecitie. Aopkcation exension ()
Opemsuth:  Unkeronn sppicstin Crange. Soner Pfermation
Name: finte (%) bnteliR) Linie(tm) Plugin
Location.  C\Program Fles (KOG st Lo i\l
Emal ot avateble:
S 872 K8 (83,336 ks Detle

me: 7 T
Seeonds  B0.0KE (50.112bkes) Sgning [Manday, June 27, 2016 11:08:54 A

B Vaw Garshcate
Crested Merday, June 27, 2016, 11:14.32 AM

Wodbed  Mondey une 27, 2016, 111432 A PR—
Mccemed. Wederday, e 29,2016 34257PM

B

Namecfsgrer:  Emaladhess:  Timestsmo
tmestampntel.., Motavaloble  Manday, ke 77, 2..

ok | [ Cance ok | [ Canewt o
Centificate =]
_—— — Copy and paste the value into
— anotepad or a text il
R it | remove the spaces and save it.
—
[
5.6.3 Adding the Certificate Hash to a Plugin on the Admin Web Portal

Go to the Admin Web Portal, under Groups, select the profile where you want to enable the plugin.
On the Profile window, click on Add Profile Property and enter the following:
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Add Profile Property *

Profile
Room 111

Key

PluginCertificateHash_GuestAccessPlugin

Data Type
string v
Unit
N

Value /

Save Cancel

intel,

Use the value saved on
the notepad or text file
described in the
previous section.
Ensure it is the correct
value (no spaces)

Key: PluginCertificateHash_XXX
O XXXis the name of the plugin for which the hash is being added e.g. GuestAccessPlugin,

for identification purposes, is recommended to use the name of the plugin that
corresponds to the hash.

Data Type: String
Unit: Text

Value: Use the thumbprint value saved in the notepad or text file mentioned in section Plugin
Certificate Hash Value. The key value can also be entered after creating the key.

Click on Save, you can update the values later on by selecting the Edit link.
The new key will be displayed on the Profile window.

& Profile:

€ Back

show 10 v entries

Key

Service Listen Port B

Tile Compression B

Tile Size @

PluginCertificateHash_GuestAccessPlugin

Send Error Email Address @

Room 111 Plugin

4 value

Verify Plugin Certificate Hash B False

@ Add Profile Property

Search:

You also need to enable the Verify Plugin Certificate Hash key by setting it to True, the default value is

False.

& Back

Show 10 v | entries

Key

Service Listen Port @

Tile Compression &

Tile Size @

Send Error Email Address @

< Verify Plugin Certificate Hash 8 )

& Profile: PLUGIN CERTIFICATE HASH  piugin

Search

4 value

PluginCertificateHash_GuestAccessPlugin

128

\‘ False

© Add Profile Property
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You can select if you want to enable or disable the plugin by switching from true to false or vice versa. Keep
in mind that key values ensure the validity of the plugin.

Setting this to false will cause the hub to not check the code

Verify Plugin Certificate Hash 8 signing certificate of an installed plugin. Please refer to the £4
documentation for a full explanation.

Click on the Edit link to change the value to True and Save it.

Update Profile Property

Profile
Room 111

Key

VerifyPluginCertificateHash

Data Type

Boolean v
Unit

True or false v

Value
O Falge @ True

Save Cancel

The plugin settings have now been enabled.
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Client Installation

6.1

6.2

Client Pre-Installation

A Client needs to be able to locate and check in with the Enterprise Server. The Intel Unite application
needs an exemption in the Client firewall to check in and communicate with the Enterprise Server.

When you run the Client installer, it will prompt you for Server connection details and give you the option
of bypassing the manual lookup (named Specify Server in the install process) in favor of retrieving
information from the DNS Service Record. When running the installer, it will edit the ServerConfig.xml.

Depending on the method chosen for PIN lock up, you need to know if you will use the Automatically Find
Server or the Specify Server selection when executing the installation.

If you know that the DNS Service record exists, then you can select Automatically Find Server, it is
preferable to use the automatic lookup to avoid mistyping errors. If unsure, use the Specify Server option
(manual lookup), where you would need to know the hostname for the Enterprise Server.

Note: If a server is defined in the ServerConfig.xml, it will take precedence over the DNS Service Record.

Mobile Client Devices: all Client devices need to be connected to the corporate network or use an
appropriately configured VPN, including Chromebooks, iOS and Android devices. When using tablets and
phones — normally used for personal use- which are not connected to the corporate network but their own
carrier provider, these may not be able to connect to an Intel Unite app session as you may have a
corporate firewall that will not allow these connections, see section Mobile Client Devices for more
information.

Note: Mobile Client devices such as iOS, Android and Chromebooks have more limitations, these devices

are not compatible with the Guest Access plugin or with the Small Business version of the Intel Unite
solution, please keep this in mind when deploying them in your organization.

Windows Client Installation

e Locate the installer folder and run the Intel Unite Client.mui.msi. Click Next to continue.

[E%‘Ime\ Unite® Solution Setup - x

Welcome to the Intel Unite® Solution
Setup Wizard

The Setup Wizard will install the Intel Unite® application
on your computer. Click Next to continue or Cancel to
exit the Setup Wizard.

Back Next Cancel
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e Check the box I accept the terms in the License Agreement and then click Next.

#¥ Intel Unite® Solution Setup = X

End-User License Agreement

Please read the following license agreement carefully

Intel Unite® Software End User License Agreement "

IMPORTANT - READ BEFORE COPYING, INSTALLING OR

USING.
Do not copy, install, distribute, publicly display, or use the software and
the ing de ion (“Soft ") until you (“You”) have

carefully read and agreed to the following terms and conditions.

This agreement (“Agreement”) forms a legally binding contract between
You and Intel Corporation (“Intel™) (collectively, the “Parties”) regarding
Your use of the Software. By copying, installing, distributing, publicly
Aicnlnvrine e A hnemsricn i tha © & T b

APhrnrn Vian nmean ta b hasied hee tha

["]1 accept the terms in the License Agreement

Print Back Next Cancel

e  Select Enterprise and click Next

#¥ Intel Unite® Solution Setup - X

Choose how to install Intel Unite® solution.

Install Intel Unite® solution with Enterprise or Standalone settings.

Enterprise: For medium to large business and education environments
@ using the Intel Unite® solution in more than five rooms. Features best

security, extensible plugin support, and broadest device interoperability.

Required server components must be present on your network.

Small Business: Designed for simple installations in small business
environments using Intel Unite® solution in up to five rooms. No server

(O components are required. Supports Windows PCs and Macs. Not
recommended for evaluation purposes, except for small business
customers,

Capabilties differ between the Enterprise and Small Business installations. For a full
comparisan of available capabilities and required salution components, please see the User
Guide.

Back Next Cancel

¢ Inthis window you must specify the PIN server connection settings. Your choices are:
» Automatically Find Server: This is the most convenient choice (default).
> Specify Server: In this step you need to know the hostname for the Enterprise Server.
o Enter the certificate public key: this option will be enabled when you select
Specify Server.
o Enter the certificate public key if you have it and have selected this method.
e Select your choice and click on Next to continue.

& Intel Unite® Solution Setup - x

Connect to PIN server

Specify the PIN server connection settings.

(®) Automatically Find Server
O Specify Server

Enter the hostname of the PIN server:

Example: somedomain.com

Enter the certificate public key:

[ 1 know the certificate public key

Back Cancel
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e The Destination Folder window will open up with the default folder where the Intel Unite application is

installed on Client, you can change the destination folder if you wish, otherwise keep the default
location.

[ Intel Unite® Solution Setup - x

Destination Folder

Click Next to install to the default folder or click Change to choose anot...

Install the Intel Unite® application to:

C:\Program Files (x86)\Intel\Intel Unite\Client\

Change...

Create a desktop icon

Back Cancel

e You can go back to review your settings or click on Install to continue.

ﬂg‘lnte\ Unite® Solution Setup - x

Ready to install the Intel Unite® application { Intel

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back o Install Cancel

e Once the installation has ended, you will see the Completed the Intel Unite® Software Setup
Wizard window, click on Finish.

ﬁ\ntel Unite® Solution Setup - X

Completed the Intel Unite® Software
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel
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The following Connect to a screen window appears:

Connect to a screen

Enter Pin

Host from Your Device

Click below to generate & PIN from your device and
collaborate Peer to Peer with others

Hest From Your Device

To connect to the Hub, enter the PIN number shown on the monitor or screen, by default the PIN
changes every five minutes.
Please refer to the Intel Unite® Solution User Guide to learn about features and user information.

macOS Client Installation

Locate the file Intel Unite X.X,X.dmg and download the software on your Mac Client. Double click
the file to extract the application.
You will be prompted to accept an End User License Agreement. Click Agree to continue.

@ intel Unite 3.1.0.dmg

English B

IMPORTANT - Read this
Liconse Agraement carofully
before clicking on the.
“Agree* button. By clicking
on the "Agree" button, you
agree to be bound by the
terms of the License
Agreement,

Intel Unite® Software End User License Agreement
IMPORTANT - READ BEFORE COPYING, INSTALLING OR
USING.

Do not copy, install, distribute, publicly display, or use the software
and the accompanying documentation (*Software") until you (*You)
have carefully read and agreed to the following terms and
conditions.

This agreement (*Agreement) forms a legally binding contract
between You and Intel Corporation (“Intel") (collectively, the
“Parties") regarding Your use of the Software. By copying,
installing, distributing, publicly displaying, or othenwise using the
Software, You agree to be bound by the terms of this Agreement. If
You do not agree to the terms of this Agreement, do not copy,
install, distribute, publicly display, or use the Software.

If You are agreeing to the terms and conditions of this Agreement
on behalf of a company or other legal entity, You represent and

Print Save... Disagree Agree

When extracted, drag and drop it to the Applications folder.

| Intel Unite

Intel Unite

/-\

Applications

Go to the Applications folder and locate the application, click on it to launch it.

The screen Enter PIN & Connect to a Screen will be opened, you may connect to the Hub by

entering the PIN displayed on the monitor or screen and start sharing.
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Enter PIN & Connect to a Screen

Intel Privacy Notice

e Please refer to the Intel Unite® Solution User Guide to learn about features and user information.

Note: The application will use DNS Auto Discovery (DNS service record) to locate the Enterprise Server.
A default Enterprise Server can be specified by changing the settings to the com.intel.Intel-Unite.plist
located in the user’s ~/Library/Preferences folder:

defaults write com.intel.Intel-Unite EnterpriseServer myServer.mydomain.myTLD . For more
information refer to Intel Unite Solution for macOS section of this guide.

You can also change to which Enterprise Server the application will connect to. Click on the gear icon at
the right lower corner of the Connect Screen to access Settings.

Two tabs will be available:

() Preferences

oeneral TN

Enable Debugging:
Name: Mac user Less ' ware

General  Advanced

|4 o Only Allow Trusted Certificates
mail
install Audio Components
Server: s Enterprise Enterprise Server Public Key:

v Automatic

Small Business

Restore Defaults [CUESMl  Save And Close |

Restore Defaults Cancel Save And Close

General: You can enter the Name, Email and Avatar of the user. You can also select if this client
machine will connect to the Enterprise Server automatically (default) or by entering a defined path to

the Server.
Advanced: Through this tab you can Enable Debugging or select if you will allow only Trusted

Certificates.

6.3.1 Silent A/V Mode Install

Silent A/V Mode install is supported with macOS client 3.3.1 and greater. To install A/V Mode silently, run
the following command:

sudo pathToUniteApp/Intel\ Unite.app/Contents/MacQS/Intel\ Unite -installaudiodriver

6.4 iO0S Client Installation
The app is compatible with all iPads except the original 2010 iPad.
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e OnyouriOS Client (i.e. your iPad device) go to the Apple app store and download the Intel Unite
software for your Client.

e Once the app has been downloaded, open the app.

e Click on the gear icon at the right upper corner to access Settings and enter the information

requested.

(inteD UNITE

(inteD) UNITE

Enter PIN

e On Settings enter your Screen Name and Server information.

e You can select Automatic to find the server, or if you want to connect to a specific server, click on
Manual and enter the server you want to connect to, example: unite.yourorganization.com.

e Click on Save.

e You may connect to the Hub by entering the PIN displayed on the monitor or screen and start
sharing.

e Please refer to the Intel Unite® Solution User Guide to learn about features and user information.

6.5 Android Client Installation

¢ Onyour Android device, go to the Google app store and download the Intel Unite software for
your Client.

e  Once the app has been downloaded, open the app.

e Click on the gear icon at the right upper corner to access Settings and enter the information
requested.

(inteD UNITE

Enter PIN
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e  On Settings enter your Screen Name and Server information.
You can select Automatic to find the server, or if you want to connect to a specific server, click on

Manual and enter the server you want to connect to, example: unite.yourorganization.com
Click on Save Settings.

(inteD UNITE

Enter PIN

-]
o

You may connect to the Hub by entering the PIN displayed on the monitor or screen and start

sharing.
Please refer to the Intel Unite® Solution User Guide to learn about features and user information.
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6.6 Chrome OS Client Installation

e Onyour Chromebook device, go to the Google app store and download the Intel Unite software
for your Client.

e  Once the app has been downloaded, open the app.

e Click on the gear icon at the right upper corner to access Settings and enter the information
requested.

(inteD UNITE

Enter the PIN

with schedul an URL

Intel Privacy Notice

e In Settings enter your Screen Name, Email, Server information. You can select Automatic to find
the server, or if you want to connect to a specific server, click on Manual and enter the server you
want to connect to, example: unite.yourorganization.com.

e Click on Save Settings.

You may connect to the Hub by entering the PIN displayed on the monitor or screen and start sharing.
Please refer to the Intel Unite® Solution User Guide to learn about features and user information.

6.7 Linux OS Client Installation

e  Obtain the Linux Client binary from the Intel Unite solution support site?:
o Fedora*/Red Hat* - .rpm
o Ubuntu* - .deb
o Manual - .bz2
¢ Install the Client
o Red Hat Enterprise & Fedora
sudo yum install /yourPath/intel-unite-client-3.2.0-1.x86_64.rpm
o Ubuntu
sudo apt-get install gdebi
sudo gdebi /yourPath/intel-unite-client_3.2.0_amd64.deb
o Foradvanced users
Unpack the .bz2 file to the location of your choice.
e  Start the app.
e Click on the gear icon at the right upper corner to access Settings and enter the information
requested.

2 URL for the site is https://downloadcenter.intel.com/download/27388/Intel-Unite-Client-for-Linux
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e In Settings enter your Screen Name, Email, and Server information. Enter the server you want to
connect to in the Enterprise Server text box, example: unite.yourorganization.com.
e Click on Save Settings.

You may connect to the Hub by entering the PIN displayed on the monitor or screen and start sharing.
Please refer to the Intel Unite® Solution User Guide to learn about features and user information.

Client Configuration

Client configuration settings can be changed via the Admin Portal. The Admin Portal contains a default
profile with default configuration settings that are applied to all Clients that are checking in with the server.
The configuration options are pushed to the Client after a connection from the Client to the Enterprise
Server is established. The settings are updated each time the Client checks in.

Please refer to section 8.7.1 Profile Configuration to understand your configuration options.

Client Connecting to Unite Server

For Windows clients, the URL to connect to the Unite Server is https://<Unite server FQDN or IP
address>/Unite/CCService.asmx.

For non Windows clients, the URL to connect to the Unite Server is https://<Unite server FODN or IP

address>/.
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7.1

Scripted Installers

This section provides information to run the installers silently, without any menus or windows appearing. In
this way, property parameters will be passed to the installer via command line.
To run the silent installers, open the command prompt as administrator and use the following command

line:

msiexec /i "PATH_TO_CLIENT_MSI" PARAMETER=VALUE PARAMETER=VALUE ... /gn /I* “PATH_TO_LOG"

e The /iflags the specified MSI for installation. “PATH_TO_CLIENT_MSI" is the file name to the

installer you are calling.

e “PARAMETER=VALUE PARAMETER=VALUE ..." is a list of the parameters specified in the table

below.

e The /gn flag will run the installer in quiet mode.

e The /I* flag will log output to the logfile you specify.
NOTE: You can see all options for msiexec by running the command: msiexec /?
Below is the full list of property parameters that can be passed into each installer:

Server Installation Parameters

Description

DBHOSTNAME = “local” or “{IP}" or “{server},{port}"
(defaults to local)

Host name of the Microsoft SQL Server. This
will be where the installer creates the
UniteServer database and adds the database
service account. If installing the database to
the current machine, you do not need to
include this parameter, as it defaults to local.

DBLOGONTYPE = “WinAccount” or “SqlAccount” >
defaults to WinAccount

Specifies the logon type to access the
Microsoft SQL Server. Options are Windows
authentication or SQL authentication.

DBUSER = “{SQL username}"”
DBPASSWORD = “{SQL password}"

If logon type is SqlAccount, provide the
username and password.

NOTE: This account must have permissions to
add the Database, and create the database
service account.

DBLOGONPASSWORD = “{service account password}’

The password to be used by the service
account to connect to the UniteServer
database.

DBLOGONPASSWORDCONF = “{service account
password}’

This variable must have the same value as
specified in DBLOGONPASSWORD

Server Feature Selection Parameters

Description

ADDLOCAL = “ALL"

There are only two options: ALL = Install the
database AND PIN server, admin portal, and
download page.

(do not specify this variable) = Install PIN
Server, admin portal, and download page.

Client and Hub Installation Parameters

Description
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PINSERVERLOOKUPTYPE = “Lookup” or “Manual”
defaults to Lookup

Specifies how the application will find the PIN
server. Lookup will utilize the DNS service
record, while Manual requires the input of the
parameters PINSERVER.

PINSERVER = “{hostname}”

The host name of the server to connect to.

CERTKEYCHECKED = “1" or “O"
Defaults to O

This parameter is optional.

0 = Don't check certificate key hash

1= Check certificate key hash, CERTKEY must
also be specified.

CERTKEY = “{certificate key}"

This parameter is optional.
Enter the certificate public key of the PIN
Server.

SHORTCUTS

Optional. Set to "1" to place desktop shortcut
icons.

INSTALLTYPE = two possible values "Enterprise” and

"StandAlone".

If INSTALLTYPE is "Enterprise”, then the
Client/Hub will install as enterprise. If
INSTALLTYPE is "StandAlone", then the
Client/Hub will install as standalone.

SKIP_EXTENDED_DISPLAY= “1" or “0"

Defaults to O

0 = False
1= True

Registry Keys

The registry keys are written to the registry when you run the installers and application. Values in some of
these keys can be adjusted in accordance to the desired outcome. See the list below to understand the

keys that are written by the Intel Unite application:

Registry Keys: (current user)

Value Device

HKEY_CURRENT_USER\software\Intel\Unite\ ActiveConnection (DWORD)

[0 =no users Hub
connected
1= users

connected]

HKEY_CURRENT_USER\software\Intel\Unite\ PublicKey (String)

[public key of Both
connection
certificate]

HKEY_CURRENT_USER\software\Intel\Unite\ CurrentPin (string)

[current PIN of | Hub
this system]

HKEY_CURRENT_USER\software\Intel\Unite\ DoNotShowPrivacyStatement [0 = privacy Both
(DWORD) statement on

launch

1 =do not

show privacy

statement]
HKEY_CURRENT_USER\software\Intel\Unite\ HWThumbprint (String) [hash of HW] Both
HKEY_CURRENT_USER\software\Intel\Unite\ ServicePort (DWORD) [port that Hub

service is

listening on]
HKEY_CURRENT_USER\software\Intel\Unite\ ActivePresenter [1 =clientis Hub

presenting

0 =noclientis
presenting]

Intel Unite® Solution Enterprise Deployment Guide v3.3.10

38 of 96




intel,

HKEY_CURRENT_USER\software\Intel\Unite\PinPadWindows (DWORD)

[1 =the
application is
ready to enter
aPIN

0 = otherwise]

Client

HKEY_CURRENT_USER\software\Intel\Unite\GuestAccess\SSID
Reference: GUEST ACCESS Plugin Guide

Setting a
default value
will decrease
security in
Guest Access

Hub

HKEY_CURRENT_USER\software\Intel\Unite\GuestAccess\PSK
Reference: GUEST ACCESS Plugin Guide

Setting a
default value
will decrease
security in
Guest Access

Hub

HKEY_CURRENT_USER\software\Intel\Unite\GuestAccess\Download
Reference: GUEST ACCESS Plugin Guide

The default
download link
is
http://192.168
.173.1/downlo
ad

Hub

HKEY_CURRENT_USER\software\Intel\Unite\ShowAvToggle (DWORD) = 1
(A/V Mode Enable/Disable toggle)

WebRTC mode = Real time communication over peer-to-peer connections
RFT= Remote Frame Transfer mode (Internal proprietary capture/send used
for remote view and app sharing features)

Win7 aero-
mode. Allows
the user to
toggle
between RFT
& WebRTC.

Client

Registry Keys: (machine)

Value

Device

HKEY_LOCAL_MACHINE\software\Intel\Unite\ HubUnlockPassword (String)

[password to
exit Hub
application]

Hub

HKEY_LOCAL_MACHINE\software\Intel\Unite\ DisableCheckCertificateChain
(DWORD)

[Set for Self-
Signed
Certificates,
where 1 = do
not check
certificate
chain of
Enterprise
(Server
Certificate)]

Both

HKEY_LOCAL_MACHINE\software\Intel\Unite\ DisableUsageCollection
(DWORD)

[1 = Disable
telemetry data
collection]

Both

HKEY_LOCAL_MACHINE\software\Intel\Unite\WindowedMode (DWORD)

(only works in Small Business mode, not Enterprise mode)

[1 =the user
wants the hub
to launch in
windowed
mode (with
minimize,
maximize and
exit buttons)
0 = otherwise]

Hub
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HKEY_LOCAL_MACHINE\software\Intel\Unite\AllowlnsecureCertificates [1 = certificate | Both
(DWORD) algorithm
check should
be skipped

0 =the
enterprise
certificate is
forced to use a
SHA2
certificate]

HKEY_LOCAL_MACHINE\software\Intel\Unite\ShowOnlylnOneMonitor [This key only | Hub
(DWORD) works if
windowed
mode is set to
1.

1= it will only
show one PIN
window even
though it has
more monitors

plugged]
HKEY_LOCAL_MACHINE\SOFTWARE\Intel\Unite\S4BPlugin Key used for Hub

the Plugin for
Keywords (String) = comma,separated,list,of,keywords Skype for

Business
HKEY_LOCAL_MACHINE\software\Intel\Unite\ LogFile (String) [path to Both

filename with
write access to
log runtime
debug
messages]
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Admin Portal Guide

8.1

The Admin Portal is the administrator web portal for the Intel Unite application which will let you view and
manage the devices on which the Intel Unite application is installed. It is one of the components installed
on the Enterprise Server during the installation, along with the PIN service and Web Server. (See section 41
Enterprise Server Installation). The Admin Portal need not be on the same server as the database, as long
as it has access to the database.

In addition to the new features, there is a new look at the Admin Portal; help menus and feature information
have been added to facilitate the configuration of your Hubs and Client devices.

» To access the Admin Portal go to your browser and follow the link assigned to the portal, the link
is https://<yourservername>/admin, where <yourservername> is the name assigned to the Intel
Unite solution’s Server (Default name = UniteServer, i.e. https://uniteserver/admin)

When the IT administrator ran the software installers, a default administrator account was created with the
following username and password:

e User:admin@server.com

e Password: Admin@1

This account has complete access to the Admin Portal and it will let you login, however, you will be
prompted to change it by the system. If you have already registered an account, enter your login
information to access the Admin Portal.

Note: It is highly recommended that you add new Admin user account, and disable the default admin
account.

Admin Web Portal Welcome Page

The welcome page will be displayed as soon as you connect to the Admin Portal, to access the home page
you must log in with the default account created during installation or with your account information.

y B Admin Portal x \\\-‘___ =10
“ C  ® 192.168.0.106/3 w
inlel UNITE Lo In

Welcome to the Intel Unite® solution's administrator web portal!

&

Here you will be able to view and manage devices with Intel Unite® application
installed. Below you will find a quick overview of active devices and a history
of active users.

Please note that if you have upgraded from a previous version, you may need to clear your browser cache
to see the page correctly.

Intel Unite® Solution Enterprise Deployment Guide v3.3.10 41 of 96



intel.
8.1.1 Log In with an existing account

You can log in with an Active Directory account (example: myDomain\myUsername), a registered account
(example: my.email@mycompany.com), or use the default account created during the installation. As a
reminder, this account has complete access to the Admin Portal but you will be prompted to change the
password to ensure there is restricted access to the Portal.

@ UNITE Register  Login

& LogIn

Username  Username
Password  Password
D Remember me

Forgot your password?

Register new account

@1ntel Corporation 2017
English | Francais | Italiano | Deutsch | Espafiol | Portugués | B8 | A | S8R | 301
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8.2

8.2.1

intel
The Admin Portal Home Page

The home page contains a welcome message and provides a quick overview of all active Systems - Clients
and Hubs - that have checked in with the server. The table displays the name of each System, the Profile
assigned to each system, the ON or OFF Status, and the last check-in date and time.

inle‘ UNITE  Devices Groups v  Management v  Schedule Meeting Hello admin@server.com!  Log Out

Welcome to the Intel Unite® solution's administrator web portal!

Here you will be able to view and manage devices with Intel Unite® application installed. Below
you will find a quick overview of active devices and a history of active users.

Show 10 v entries Search:

System FQDN 4 Profile Status Last Check-in
UNITEHUBT < Apr 13,2017 3:11:42 AM
UNITEHUB2 o Apr13,2017 3:14:07 AM
UNITEHUB3 o Apr13,2017 3:12:27 AM
UNITEHUB4 o Apr 13,2017 3:12:16 AM
Showing 110 4 of 4 entries

The entries of the table can be filtered using the search box with multiple keywords and each keyword will
search through all the columns. You can select how many entries you want to display on this window by
clicking on the Show <number of> entries. You can view 10, 25, 50 or up to 100 entries.

Navigation bar

The navigation bar will direct you to the different areas of the web portal and also shows the currently
logged in user or will show Register if no user is logged in.

’i@ UNITE Devices Groups ~  Management ~  Schedule Meeting Hello admin@server.com! Log Out

The web portal pages and subpages are:

e Devices

e Groups
e Device Group
e Profiles

e Management
e  Server Properties
e Users
e Roles
e Moderators
e Reserved PIN
e Telemetry
e Schedule Meeting

To learn more about them, go to the section assigned to each topic in this chapter of the Admin Portal.
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8.2.2 Icon/ links nomenclature

Through the Admin Portal, you will consistently see the following icons or links:

& Edit

= View Details

fm] View Devices

m Delete

=] Dialog box containing information about a specific value

By placing the cursor over the icon you will be able to see the information pertaining to the respective item.

8.3 Devices page

The Devices page contains all devices currently in the database. You can select a specific device and View,
Edit, Update or Remove accordingly.

fintel) UNITE  Devices Groups ~ Management ~  Schedule Meeting Hello admin@server.com!  Log Out

& Devices

@ Remove selected devices

Show| 10 |v| entries Search:

System FQDN A Profile Group Status = Last Check-in
B | unITEHUB3 SOff | Jan 27,2017 12:14:44 AM =EZ W
D UNITE_HUB2 TEST CLIENTS &on Feb 1,2017 12:52:49 AM =EF W
O | uNTEHUBL ©On | Feb1,2017 12:50:22 AM = Fm

On the Devices page you will find:

e System FQDN is the fully qualified domain name of the Client/Hub
e Profile has configuration settings that are applied to the device
e  Group is the name of the group that a device has been assigned to
e  Status shows if the device is active - ON (green) - or inactive - OFF ( gray) -
e Last Check-in is the last time the device checked in with the server
¢ Details: by clicking on the View Details link, the window Client Properties will be displayed showing
the system properties and its metadata. Some of the keys under Client Properties are:
e CertificateHash
¢ ClientHostName
e |PAddress
e IsRoomMode
e SevicePort

To know more about valid values for each key go to section Profile Configuration for detailed
information about keys and corresponding values.

Intel Unite® Solution Enterprise Deployment Guide v3.3.10 44 of 96



®

Client Metadata %
Client Properties System FQDN
cesarcer-MOBL4.amr.corplnteL.com
Key 4 Value
Certficatettash 3FIDI7CIGAEDEE 1 2007961 2A427CTRAGRAD25S Key
CllentHostame cesarcer-MODLA
IPAdress 192:168.25.1
IPAddress 192.168.113.1 Data Type
v
e o o
sRoomMode True )
Unit
Senviceport 633
™
Client Metadata
Value
Key 4 value
No data available n table Cancel

Edit link- Clicking on the Edit link will allow you to edit the device profile and assign the device to a

specific group

UNITEHUB3

Profile

Group

-Unasigned-

Delete link- Clicking on the Delete link will remove the device from the admin Portal, you will get a
confirmation message before the device is removed. Alternatively, you can select on the left column, one
or multiple devices and click on the button Remove selected devices.
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8.4 Groups page

The Groups page gives you two options in the menu: Device Group and Profiles.

(inteD UNITE Devices Groups ~  Management ~  Schedule Meeting Hello admin@server.com! Log Out

Device Group

Profiles

8.4.1 Groups > Device Group

Device Group provides a way for you to group devices together for monitoring, functionality, or
convenience. You can have devices with the same or different profile assigned to a group. This page lets
you create, view, edit and delete the groups and entries for each group. You can create a new group by
clicking on Create Group and providing the name of the group.

@ UNITE Devices = Groups v Management v  Schedule Meeting Hello admin@server.com!  Log Out
® Groups
@ Create Group

Show | 10 entries Search:

Group Name A

aa o F m

Group 01 o #F o
Showing 1 to 2 of 2 entries -

Once the Group has been created, you can:
e Click on the View Devices link to add or remove devices to the group selected or you can click on
the Details link, on the right column, to view the Properties and the Metadata of each system
belonging to this group.

@ UNITE Devices Groups ~  Management v Schedule Meeting Hello admin@server.com! Log Out
® Group: aa
€ Back @ Add or Remove Devices
Show | 10 entries Search:
System FQDN A | Profile Group Status Last Check-in
RFQ.com New Room aa &On Feb 15,2017 6:07... = @
Showing 1 to 1 of 1 entries -

e Click on the Edit link to update or change the Group Name.

¢ If you made changes, click on Save to keep your changes.
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intel
Groups > Profiles

This page allows you to create, view, delete and edit the profiles. It is similar in layout and function to
Device Group but contains profiles. The difference between Profiles and Groups is that Profiles contain the
configuration options for devices. Devices may only belong to one profile, while they can belong to many
device groups.

Important note: If you recently upgraded and not all controls are showing properly, clear the cache/history
of your browser, and reload.

inlel UNITE Devices Groups ~  Management ~  Schedule Meeting Hello admin@server.com! Log Out
& Profiles
@ Create Profile
Show 10 v | entries Search:
Profile Name
A Description Active Directory Organizational Unit
default Default profile for all clients. =1 = =
Auditorium External and internal audiences =1 = = mw
Room A Used for meetings o = = m

The Profiles page displays the Profile Name, Description and, optionally, the Active Directory
Organizational Unit associated to the profile.

Profiles are applied to all devices checking in with the Enterprise Server. If a Hub is a member of an Active
Directory OU that is associated to a profile, that profile will take priority. You can also manually assign
systems to a profile.

If a device is not assigned to a profile manually or by an AD OU, the device will use the default profile.

By clicking on the View Devices link, you will see the systems that have been assigned to the profile
selected. This view will only show devices that have been manually added, it will not show devices that
inherit the profile due to Active Directory OU membership.

By clicking on the Edit link, you can update the name of the profile, the description, and the Active Directory
Organizational Unit.

By clicking on the View Details link of a profile, you can access and edit key and value settings of the
default or newly created profile. A list will be displayed showing each key, its value and the Edit link to
update or customize accordingly. See section Profile Configuration for detailed information about keys and
corresponding values.

Default Profile

The default profile cannot be deleted in the Admin Portal, you can create other profiles knowing that the
default one will not be deleted.
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& Profile: default
Show| 10 entries Search:
System FQDN A Profile Group Status Last Check-in
Hub to test default SOff Feb 15,2017 12:5... = &
Auditorium default SOff Feb 9, 2017 6:1 = =
Room A default &On Feb 15, 2017 6:53... = &
Showing 1 to 3 of 3 entries
Default Keys and Values:
Key A Value
Allow File Transfer B False &
Audio Video Streaming Support 8 True =
Change PIN During Meeting B True =
Disable Remote View 8 False =
Display PIN Size 8 48 £
Display PIN Transparency 8 100 £4
Blocked File Extensions 8§ =3
Max File Size B 2147483647 =
Full Screen Room Mode 8 True =
Full Screen Room Mode Background Color B &
Full Screen Room Mode Background Image Stretch 8 False =
Full Screen Room Mode Background URL B &
Full Screen Room Mode Instructions 8 {pin} =
Full Screen Room Maode PIN Color & =1
Full Screen Room Made Show PIN 8 True &
Full Screen Room Mode Text Color 8 =
Full Screen Room Mode Text Font & =
Hub Lock Keyboard B False &
Hub Show Clock B True =
Moderator Mode 8 0 =
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Send Error Email Address 8 =3
Service Listen Port 8 o] =
Tile Compression B 85 =
Tile Size 8 128 =
Verify Plugin Certificate Hash B True =

Please note that each key has a dialog box next to the key, by placing the cursor on the dialog box, you
should be able to see the values and/or information about each key, providing the information you need
before you edit the key, see the two examples below:

Set to false if you want to hide the PIN in the Full Screen Room
Full Screen Room Mode Show PIN B ¥ R . 4
Mode instructions

0 = No Moderation, 1 = Self Promote, 2 = Strict. Refer to the

Moderator Mode B £

documentation for a full description

You can also refer to the table provided on Profile Configuration for detailed keys and corresponding
values.

8.4.2.2 Create a new Profile

If you want to create a new Profile, click on the Create Profile button, when the window opens, add the
Profile Name, the Description, and, optionally, the Active Directory Organizational Unit you want to
associate with the profile.

The Active Directory Organizational Unit is configured using the Search in AD button, which will provide a
wizard for selecting the correct OU.

Note: The Active Directory OU is not a mandatory field, but if a profile has one linked to it, every device
under that Organizational Unit will be given that profile.

Create Profile

Profile Name

Description

Active Directory Organizational Unit

€1 search in AD

Cancel

Important note: If you recently upgraded and not all controls are showing properly, clear the cache/history
of your browser, and reload.

8.5 Management page

The Management page drops down into several sub-pages:
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Server Properties
Users

Roles

Moderators e Intel Unite® solution's administrator web portal!
Reserved Pin
Here you will t ind manage devices with Intel’ Unite® application installed. Below
you Telemeny overview of active devices and a history of active users.

e Server Properties: the interface for viewing and modifying server keys and values.

e Users: you may add, remove or manually edit any account on this page.

e Roles: will allow you to create new roles, update existing ones, assign users to roles, and edit
permissions for user management.

e Moderators: this feature allows users to take control of a meeting by grouping functionality into
roles, in this section you can easily add or remove Moderators.

e Reserved PIN: This feature allows IT administrators to assign PINs to certain rooms. PINs can be
auto-generated or manually set by IT according to the needs of the session to take place or the room
location.

e Telemetry: in order to view Telemetry data, the Telemetry plugin for the Intel Unite® Solution needs
to be installed. The Telemetry plugin allows IT Administrators to collect usage information about
the Intel Unite application and the Client devices connected to each Hub.

For more information on these sub-pages, see sections below.

8.5.1 Management > Server Properties

On this page you can view, create, edit and delete key-value pairs for the server. New in the Intel Unite
software version 3.3 is the Active Directory (AD) Server Properties.

8.5.1.1 Server Properties

There are three basic keys that the Server Properties uses, you can also create additional properties.

2 Server Properties

@ Create Property

Show 10 ﬂ entries Search:
Key A Value
asd sa = m
EmailServer 8 =
InactiveCount & 0 =
WarningThreshold ® 60 1

Showing 1 to 4 of 4 entries

e EmailServer: This is the SMTP server where the PIN server will send email notifications.
¢ InactiveCount: used by the Intel Unite application’s health monitoring tool that emails users that
are setup to receive notifications.
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e  WarningThreshold: used to determine the threshold of when a device is considered to be inactive,
in minutes, with a default value of 60 minutes.

By clicking on the Edit link, you can update the keys accordingly.

8.5.1.2 Active Directory Configuration

To utilize Active Directory to manage Hub settings and user permissions, the Enterprise Server and Hubs
must be joined to an Active Directory Domain, and your installation must be configured with Read
permissions for Active Directory.

The Intel Unite app will use the identity provided by IIS. By default, IIS will use the server’s Active Directory
identity to perform Active Directory read operations. If the server has been granted read permissions, then
there are no further IIS configuration steps required, and you can skip to Active Directory Server Properties.

If the server AD object doesn't have read permissions, you will need to configure IIS with a domain service
account that has read permissions for Active Directory.

To set the identity In 1IS Manager:
e Open IIS Manager
¢ Inthe left navigation pane, select “Application Pools" under the server
e Inthe middle pane, select “AdminWebPortal”
e Intheright “Actions” pane, select “Advanced Settings”
e Under “Process Model", select “Identity” then click the “..." icon that appears to the right
e Select “Custom Account” and click “Set”
e Follow the wizard to enter the service account identity that has read permissions to Active
Directory
e Select OK on the Identity Window
e Select OK on the Advanced Settings window

Follow this same procedure to update “PinServerPool”, and “WebApiPool".

8.5.1.2.1 Active Directory Server Properties

There are 3 Active Directory Server Properties:

= Active Directory (AD) Server Properties

Show | 10 v | entries Search:
Key 4 Value
AD Global Catalog Server Name B corp.mycompany.com =
AD Server names separated by pipe (|} B =
Use SSL protocol B True =

Showing 1 to 3 of 3 entries -

~ Test AD connection

e AD Global Catalog Server Name: This is the FQDN of the Active Directory global catalog. You can
specify this with or without a port.

Examples:
corp.mycompany.com
corp.mycompany.com:389
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The global catalog is a distributed data repository that contains a searchable, partial
representation of every object in every domain in a multi-domain Active Directory Domain Services
(AD DS) forest. More info here:
https://technet.microsoft.com/en-us/library/cc728188(v=ws.10).aspx

AD Server names separated by pipe (|): This field is the list of domains you will search. Domains
must be full representations and you can specify the values with or without a port.

Examples:
Domain1.corp.mycompany.com|Domain2.corp.mycompany.com
Domain1.corp.mycompany.com:636|Domain2.corp.mycompany.com:636

Use SSL protocol: Set this flag if the AD connection must connect using the Secure Socket Layer
protocol

Important Note: Setting this value to false is insecure and not recommended.

By clicking on the Edit link (the icon in the last column), you can update the values for each setting.

To test the connection to Active Directory, click on the Test AD Connection button located on the left side
of the window.

If the test fails, ensure you are using the correct settings. If the settings are correct then the identity IIS is
configured with likely doesn’t have permissions to read Active Directory. You may need to work with your
IT Department to obtain the right credentials and permissions.

Management > Users

Users can gain access two ways:

Local Database: Users are manually added using the admin portal as described below.

Active Directory: Users can log in using their existing Active Directory credentials. Permissions
are determined by the AD Group that is associated with a Role (see the “Management > Roles”
section for more details).

Note: Active Directory users do not need to be added to the database.

The Users page will display a list of all users registered on the Admin Portal, if their account has been
locked out, and their roles. You can also update this information by clicking on the Edit link.

&% Users

Show| 10 [v| entries Search:

Email A User Account Locked out Roles

instructorl@gmail.com false Default F m
abc@abc.com false Default F m
admin@server.com false Admin E m
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You can add a new user by clicking on Create User and providing an email, phone number, and password.
While creating the user, you can also assign a specific role or leave the default value. To assign access rights
to the new user, you can define roles and assign the user to a role.

Create User

Email

Phone Number

Roles

Default

Password

The password must be at least 6 characters and contain at least one number, one uppercase letter, one
lowercase letter and one special character.

Confirm Password

Cancel

On this same page, by clicking on the role itself (Default or Admin), the Roles page will open up, please
continue to the next section to get more information about Roles.

8.5.3 Management > Roles

Roles allows you to create custom permissions which can be assigned to users (see the “Management >
Users” section of this guide).

This page shows the roles that are currently defined. There are two pre-defined roles that can't be
removed:

Default: Provides no permissions and roles can't be deleted. This profile is applied to all
authenticated users that have not been assigned to any role.

Admin: Provides all privileges.

You can associate an Active Directory Group with a role. When AD users sign in, they will inherit the
permissions granted by their AD group. This provides a simple way of providing user management.

¥ Roles
show 10 v  entries Search:
Role Name A Active Directory group
Admin o
Default e
Showing 1 to 2 of 2 entries -
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To view the activities and permissions assigned to each role, click on the gear icon on the right column, the
Permissions window will be displayed. Assigned activities can be customized to allow a set of roles to
perform the action, there are about 60 different activities (permissions) that can be customized to each role.

@ Roles: Admin  permissions @ Roles: Default

4 Back + Back

Important note: If you recently upgraded and not all controls are showing properly, clear the cache/history
of your browser, and reload.

Important note about Active Directory Roles and Permissions: Users that are placed in a role that has
Update User permissions will be able to change role membership for any user. They can elevate privileges
of any user, including themselves. Be sure to only apply the Update User permission to admin roles.

Create a new Role

To add a new role, click on the Create Role button and edit the name of the role, if you want to add the
Active Directory Group, click on Search in AD and edit the AD group name, once the Search in AD button
becomes active (blue font), click on it to view Groups found and select the group you want the role to
belong to, then click on the Select button and finally on the Save button.

Note: The Active Directory group is not a mandatory field, but if a role has one linked to it, every user of that
AD group will inherit the permissions.

Create Role x Search in AD x

AD group name
Role Name
Server| x

Maimtsr\ance| X

€% Searchin AD

Active Directory group
Groups found

& Search in AD

Cancel Cancel

Back on the Roles page, click on the gear icon of the newly created role and select the activities you want
this role to perform. This will let you add or remove permissions.
Keep in mind that Users may be assigned to multiple Roles.
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Management > Moderators

This page shows the users that have been assigned the Moderator role. To assign a user as a Moderator,
there are a few steps you need to follow.

There are two ways you can add Moderators: you can click on Add Moderator and fill out their data
requested, or you can import a CSV File with the names and corresponding emails you want to add to the
list by clicking on Import Moderators from CSV. If you choose to import a CSV file with the names of the
Moderators, ensure it follows the format: Name,Email,Action or click on the Sample File to view the valid
format.
Example: John Smith,jsmith@aaa.com,Add
Sandra Leon,sleon@bbb.com,Delete

@ Moderators

© Add Moderator & Import Moderators From CSV  EETIER1T]

Show 10 |v| |entries Search:
Name A Email
D John Smith jsmith@aaa.com
D Sandra Leon sleon@bbb.com
Showing 1to 2 of 2 entries - 213 Next | Last

Click on Add Moderator to manually enter the Name and Email of the Moderator, click on Save when
finished.

Add Moderator

Name

John Smith

Email

Jjsmith@mail.com

The mode for the Moderator functionality needs to be set on the profile of the Hub, so you can have a
mixed environment on your systems, continue following the next steps:

e Goto the Groups page and select Profiles, to create the profile click on Create Profile, when the
window opens, enter the Profile Name, the Description and optionally, the Active Directory
Organizational Unit.

fintel) UNITE Devices Groups v Management v Schedule Meeting Hello admin@server.com! Log Out
Device Group
& Profiles profiles

@ Create Profile
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Create Profile

Profile Name

Instructor

Description

This is a Moderator role| %

Active Directory Organizational Unit

€4 search in AD

e Once the profile is created, or on an existing profile, click on View Details

View Details

Instructor This is a Moderator role =T

1 _"lii

e  On the Key column, locate the Moderator Mode key and enter the desired Value for the mode you
want to apply to this profile, see below for valid values:

& Profile: Instructor  this s A Moderator Role

€ Back @ Add Profile Property

Show 10 [v| entries Search:
Key A Value
Moderator Mode 8 0 = No Moderation, 1 = ?ctf Promote, 2 = ._ﬁ.l.ri.r_t..)?r_-fcr to the o I
documentation for a full description
Send Error Email Address B =
Service Listen Port B Qo =
Tile Compression B 85 =
Tile Size 8 128 =
Verify Plugin Certificate Hash 8 false =
Showing 21 to 26 of 26 entries Eirst | Previous | 1 2 H

Moderator Description and Values:

0- Unmanaged: Default mode, no Moderators in meetings/sessions, all participants have equal
rights to view and present, previous Intel Unite software versions (to v3.1) used this mode.

1- Self Promote: The meeting/session is unmanaged until someone promotes themselves to be
the Moderator. In this case, only the Moderator can assign another participant to be the
Moderator. The Moderator can also assign who presents during the session.

2- Strict: The meeting/session is managed only by the assigned Moderator. When a Moderator
joins the session, they are automatically promoted to this role.

Notes:

a. The list of the Moderators is managed by the IT administrator through the Admin Portal,
Moderators are authenticated using a key associated with their email address, when a user is
promoted to Moderator, the Admin Portal will send them an email that will contain a URL
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which, when clicked will install the Moderator token on their Client. Users only have to go

through this process one time for each system.

b. The IT administrator can revoke Moderator rights by removing the user’s token from the

Admin Portal.

c. Inorder to send registration emails to Moderators, IT needs to configure an SMTP relay
for this feature to work. Go to section How to Set up Moderators Email Functionality for
more details.

d. Ifyoudon't have an SMTP relay and need to manually generate the URL sent in the email, do
the following:

Go to the Management tab and select Server Properties, click on the Edit link, next to

EmailServer and input the SMTP relay, example: smtp.example.com:22

You can only configure an SMTP Relay that doesn't require authentication. It is also possible

to obtain and manually install the moderator token for a user, go to section Strict Mode

Manual Token Install for more details.

To enable the Moderator Profile on a selected Hub, go to the Devices page, select from the list the
Hub you want to configure, and click on the Edit link located on the right column.

& Devices
Show 10 entries Search:
System FQDN 4 Profile Group Status  Last Check-in
B  uniTEHUB3 @O0 | Jan 27,2017 12:14:44 AM =F W
[J | UNITE_HuB2 TEST CLIENTS ©On | Feb1,2017 12:52:49 AM =F O

When the window opens, select the Profile created for the Moderator in the Profile section, and
the Group where this belongs - if any - and Save it.

UNITEHUB3

Profile

Group

-Unasigned-

Once you have filled out the list of the Moderators, any of these can be deleted by selecting them (blue
box) and by clicking on Delete. To send the Moderator a URL to join the meeting/session as Moderators,
select their name and click on Send Token.
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© Moderators

@ Add Moderator & Import Moderators From CSV - EEIsICISIE % Send Token @ Delete

Show 10 [v| entries Search:
Name A Email
D John Smith jehn.smith@outlook.com
. Instructor instructor101@abc.com
D i0S User ios.user@outlook.com
8.5.4.1 Strict Mode Manual Token Install

If you do not have an SMTP relay, it is possible to obtain and manually install the moderator token for a
user that has been added as a Moderator. To do this, you will need the Microsoft SQL Server Management
Studio installed.
To get the token:
o AddaModerator
o Open the Microsoft SQL Server Management Studio and connect to the database Server using the
admin credentials used during the installation of the Enterprise Server
Expand “Databases”, then “UniteServer”, then “Tables”
Right click on “dbo.Moderators™ and click on “Select Top 1000"
In the results, locate the “UserName” that matches what you added in the previous step
Right click and copy the token to the clipboard
Open notepad and create the URI: intelunite://localhost/SetModerationToken?Token=<paste the
token form the previous step>
Open the Intel Unite application
On Windows devices: Open Explorer, copy/paste the full URI and hit Enter
o  On Mac devices: Open Safari, copy/paste the full URI and hit Enter

O O O O O

o O

8.5.5 Management > Reserved PIN

This page shows you two sections, the Reserved and the Not Reserved list of the systems were the PIN
displayed during the meeting/sessions is static or not. The IT administrator can assign systems in selected
rooms where users will enter the same PIN during the meeting or session vs. having a rotational PIN, which
is the default value.

e Reserved List - This is the list of reservations IT has already configured, you can un-assign them
by clicking on Unreserved.
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Reserved List

Show| 10 entries Search:
System FQDN A PIN
Auditorium 193-345 Unreserved
Room ABC 006-871 Unreserved
Hub 103 000-102 Unreserved
Room ZZZ 000-000 Unreserved
Collaboration Room A 999-999 Unreserved

Showing 1 to 5 of 5 entries -

e Not Reserved list - This is the list of the systems which do not have Static PIN reservations. PINs
can be manually entered, they can be auto-generated or they can be imported from a CSV file.

Not Reserved List
Show 10 entries Search:
System FQDN 4  PIN
Collab room B Auto Generate
Room XYZ Auto Generate
Visitor's Centre Auto Generate
Showing 110 3 of 3 entries - 213 als]| Next | Last

When assigning PINs, click on Save to keep the values.
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8.5.6 Management > Telemetry

This page shows telemetry data collected by the Admin Portal. In order to view this data, the Telemetry
plugin for the Intel Unite® Solution has to be installed. The Telemetry plugin allows IT Administrators to
collect usage information about the Intel Unite application and the Client devices connected to each Hub.
The IT Administrator will be able to view information such as the number of connections in each room,
connections by day, average time used per connection, etc. Please refer to the Intel Unite® Plugin for
Telemetry Guide for detailed information and to deploy the plugin in your system.

Telemetry
From| 2/10M17 & To 211717 & FQDNs:
m Refresh Show Bottom Ten Devices Export Raw Data
Minutes in Use Charted by Day for All Rooms Minutes in Use Charted by Room for Top Ten Rooms
@ Minutes Connected - Total: 443 @ Minutes Connected - Total: 443
@ Minutes Prasenting - Total: 55 @ Minutes Presenting - Total: 55
400 GLS-UNITEHUE1 =
300 UNITEHUB{ [—
200 GLS-UNITEHUB3 [M—
100 GLS-UNITEHUB4
. GLS-UNITEHUB2
Feb 11, 2FEb 12, 2FED 13, 2PED 14, 2Ftb 15, 2FeD 16, 2FED 17, 2017 UNITEHUEA4
0 80 120 180 2
Connections Charted by Day for All Rooms Connections Charted by Room for Top Ten Rooms
® Connections - Total: 30 ® Connections - Total: 30
® presentations - Total: 18 ® orecentstions - Totak 18
300 GLS-UNITEHUB1

225 GLS-UNITEHUB4
150 GLS-UNITEHUB3

GLS-UNITEHUB2

W

0o UNITEHUB1
Feb 11, 2FEh 12, 2FED 13, 2PED 14, 2Fb 15, 2FED 16, 2FED 17, 2017 UNITEHUEA
0 4 s 12 1
Average Minutes in Use per Connection Charted by Day for All Rooms. Average Minutes in Use per Connection Charted by Room for Top Ten Rooms
® inutes Connected - Average: 11 ® ninutes Connected - Average: 14
@ Minutes Prasenting - Average: 1 @ ninutes Presenting - Average: 3
40 unenus |
30 GLS-UNITEHUB1
20 GLS-UNITEHUB3
10 GLS-UNITEHUE2
. GLS-UNITEHUB4
Feb 11, 2FEb 12, 2FED 13, 2FED 14, 2FED 15, 2FED 16, 268D 17, 2017 UNITEHUBA4
0 10 20 30 4

Provided by Google Charts APL.
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Schedule Meeting page

The Schedule Meeting page, is a feature that will create a meeting URL for meeting/session participants
who are not able to install or use the existing Intel Unite plugin for Microsoft Office. Any participant will be
able to view this page.

Just click on the Generate New Meeting button to create the URL and send it to the users that will
participate in the meeting or session.

mm UNITE  Devices Groups v Management v  Schedule Meeting Hello admin@servercom!  Log Out

@ Schedule Meeting

Scheduled Meeting Link Generator

Generate New Meeting

Join Intel Unite®

jith other meeting attendees. A dial-in number will be needed for

1-8601-4152-8289-80693462c0f

Espatiol | Poctuguds | B | RUESFT | MIFE | B30

Other Configuration Options for the Admin Portal

Profile Configuration

Profiles can be configured by accessing Groups > Profiles and clicking on Details of the profile in the
Admin Portal. This displays the configuration settings in the form of a “Key-value” pair. You can change the
values to customize the application and the experience of the meeting/session space. For example,
background image for Hub display, PIN size, font color and content are some of the settings that can be
customized.

After customizing the values in a profile, assign devices to the profile to apply the profile configuration
settings. To apply the profile to devices, click on the View Devices link and then Update Device List. You
will see the list of devices, click on the check box next to the device to apply the configuration settings.

The table below shows the available Keys, their description, data type and default values of the keys.

Key Description Data Default Value
Type
Allow File Transfer Flag to enable/disable the ability for | Boolean False
a Hub or Client to transfer a file
Audio Video Streaming Support Flag to enable Windows users the Boolean | True

ability to present their desktop with
the full A/V experience (1080p at 20-
30fps)

Change PIN During Meeting Lock the PIN for a meeting/session, Boolean True
the PIN will remain unchanged until
all users disconnect

True = Allow the PIN to change
during session

False = Lock the PIN during session

Disable Remote View Disable the remote view capability Boolean False
from certain rooms, when set, if a
user attempts to view content using
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remote view, they will see an image
indicating that this functionality is
not available

True = Disables remote view

False = Allows remote view

Display PIN Size

Size in Pixels. The value is the height
in pixels for the onscreen PIN (larger
values make the PIN easier to read
from across the room)

Integer

48

Display PIN Transparency

Controls the alpha-transparency of
the PIN displayed on the monitor
100 = 100% visible

1-99 = The PIN is visible with the box
around it, the opacity changes
depending on the value used

0 = The PIN is transparent

Integer

100

File Blocked Extensions, displayed
as Blocked File Extensions

Comma separated list of blocked file
extensions (e.g. exe, bin, msi)

String

Blank

File Max Size displayed as Max
File Size

Max file size for file transfers

Integer

2147483647
Bytes

(valid range: O-
2147483647)

Full Screen Room Mode

Enable/disable Hub full screen
False: PIN in upper right only
True: PIN in upper right and a full
screen background

Boolean

True

Full Screen Room Mode
Background Color

Background color used on the Hub.
HTML colors (Hexadecimal colors).
Examples of valid values (RGB
values, format #000000 ) are:

Red: #FFO000

Yellow: #FFFFO0

Green: #00FFOO

Light Blue: #0OOFFFF

Dark Blue: #0000FF

Black: #000000

White: #FFFFFF

Grey: #808080

String

Blank
(appears in
black)

Full Screen Room Mode
Background Image Stretch

Flag to set the background image to
stretch across the entire screen

Boolean

False

Full Screen Room Mode
Background URL

Sets the Hub background to the URL
or image (jpg/png) specified. Set
value to True if you want this feature
Example:
http://myserver.com/background.jpg

String

Blank

Full Screen Room Mode
Instructions

Text instructions to be displayed on
Hub. Can use {pin} and {host} as
replacements

URL for download of the Client. This
item is displayed on the full screen
room mode screen.

String

{pin}

Full Screen Room Mode Pin Color

Color of the PIN displayed

String

Blank
(appears in
white)

Full Screen Room Mode Show Pin

Show instructions. Set value to True
if you want this feature

Boolean

True
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True = Verify certificate hash
False = Do not verify certificate hash

Full Screen Room Mode Text | Color of the text displayed on Hub String Blank
Color (appears in
white)
Full Screen Room Mode Text Font | Name of font for instructions String Blank
Lock out the following: Ctrl-Esc, Alt- Boolean False
Hub Lock Keyboard Tab, Charms bar, Windows keys and
Alt-F4 in Hub
If set to True Hub lock out is
enabled. Can override with password
setin Reg Key Machine (REG KEY
Value)
Hub Show Clock Show clock in bottom right corner Boolean | True
Moderator Mode Assign Moderator mode on Integer 0
meetings/ session, use the following
values:
0 = No Moderation
1 = Self Promote
2 = Strict
Send Error Email Address Assign an email address where the | String Blank
Hub will send error messages (appears in
white)
Service Listen Port A port for the Hub to listen for Integer 0
incoming connections (0 = auto-
assigned port)
Tile Compression Allows you to adjust the Integer 85
compression ratio for non-AV (valid range: 5-
content sharing. % of compression 100)
to apply to a changed portion of the
display (tile) being transmitted over
the network
(Higher value uses more bandwidth)
Tile Size Allows you to adjust the tile size for Integer 128
non-AV content sharing. Tile size for (valid range: 32-
breaking screen into chunks. The 512)
size, in pixels, for each tile.
Verify Plugin Certificate Hash Plugins need verification Boolean True

PIN Refresh Interval

The default PIN refresh interval is 5 minutes, i.e. the PIN displayed on the Hub changes every 5 minutes.
This can be changed in 1 minute increments from 2 to 60 minutes by modifying the web.config file in the
root of the web service site virtual directory. This can be accessed via the IIS manager. The file can also be
accessed by navigating to the Intel Unite\PinServer directory. By default, this is installed under C:\Program

Files (x86)\Intel\Intel Unite\PinServer.

Modify the value under <add key="PinExpireTimelnMinutes” value="5"></add> tag to the desired refresh

interval.
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Email Server Settings

The Admin Portal defines the SMTP server in web.config xml file that is created when the Intel Unite
application is installed on the Server. Depending on where your SMTP server is configured, mailSettings
have to be modified in the web.config xml file so that “host” points to your SMTP server. Follow the below
steps to configure the SMTP e-mail server settings.

Open IIS Manager.
Navigate to Default Web Site->AdminApi.
Double left click on SMTP E-mail in the center view pane.
Enter “noreply@uniteserver.com” into the E-mail address field.
Select Deliver e-mail to SMTP server if not already selected.
Enter the FQDN of the SMTP server into the SMTP Server field.
Select Specify credentials and click the Set button.
Enter a user name that has an account with the SMTP server from Step 7 into the User name field.
Enter the password for the user name that has an account with the SMTP server from Step 7 into
the Password field.
. Enter the password once again for the user name that has an account with the SMTP server from
Step 7 into the Confirm Password field.
11. Click the OK button.
12. Click Apply in the Actions pane on the right.

©CENOUAWN =

-
o

After completing the above steps, the file web.config will be created in c:\program files (x86)\Intel\Intel
Unite\WebApi path. Open the web.config file and confirm that the text is similar to the example below.
Note:. The values from Step 5, 7, 8, 9, and 10 will determine the value for smtp from=, host=, UserName-=,
and password= values.

Web.config SMTP Example:

<system.net>
<mailSettings>
<smtp from="noreply@uniteserver.com" deliveryMethod="Network">
<network defaultCredentials="false" host="smtp.intel.com" port="25"
UserName="noreply@uniteserver.com" password="pass"/>
</smtp>
</mailSettings>
</system.net>

Alerting and Monitoring

The Enterprise Server offers Alerting and Monitoring services which requires 1IS and Admin Portal setup.

IIS Setup
Complete the steps for Email Server Settings in Section 8.7.3.

Admin Portal Setup

Alerting and monitoring are opt-in services and are configured in the Admin Portal.

Any device that is configured for alerts will be monitored and if it has not checked in within the warning
threshold an email will be sent to specified users.

To opt a device into being monitored, add the key EnableReporting to its metadata and set the value to
True.

The warning threshold is configured in Management > Server Properties and defaults to 60 minutes.
InactiveCount: If user wants to get an immediate email in the next check it should be set to a low number.
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Only users that are assigned the Admin role will receive alert e-mail messages.

Clocktower.exe Setup
The email address (smtp from) and email server (host) must be specified in the clocktower.exe.config file,
which is located in: /productfiles/release/clocktower.exe.config. (By default the location of the
clocktower.exe xml config file is C:\Program Files (x86)\Intel\Intel Unite\ClockTower)
The settings in the file are as follows:
<mailSettings>
<smtp from="noreply@uniteserver.com" deliveryMethod="Network">
<network enableSsl|="false" host="smtp.myco.com" port="25"
userName="noreply@uniteserver.com" password="pass" />
</smtp>
</mailSettings>

How to Set up Moderators Email Functionality

To set up Moderators, you need to configure an SMTP relay for this feature to work, without this, the
moderators will not able to receive their tokens and an error will be displayed when it tries to send tokens
(see the error below).

inlel UNITE Devices Groups v  Management v  Schedule Meeting Hello admin@server.com! Log Out

© MHoderstors

@ Add Moderator | & Import Moderators From CSV  EEBIERSIE

Show 10 v entries Search:
o Name A Email
\:\ John Smith myemail@server.com

Showing 1 to 1 of 1 entries -

@© Intel Corporation 2017
English | Francais | Italiano | Deutsch | Espafiol | Portugués | B#5E | BifF s | B @d | 23 0f

SMTP Configuration:

On the IIS Server, locate the WebAPI folder, you can either access through IIS, or by manually accessing the
path C:\Program Files (x86)\Intel\Intel Unite\WebApi folder, then locate the file web.config and add the
following (you will need to open the notepad app with admin rights in order to be able to do any
modifications):
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L] Internet Information Services {lIS) Manager

@ |3 v ZPN-SUP-02 » Sites » Default Web Site » AdminApi »

File View Help

@ |28 ? /AdminApi Home
& Start Page

o Filter: oy Il R ==
r jZPN*SUI_’VUPT(AMR\cdgarcﬂ] NI ED = C\Program Files (x86)\Intel\Intel Unite\’
2} Application Pools i=
- ) bome e view
4 &) Default Web Site NET — ™

¢ Favorites

% Admin Autherizaf f(-) - 1‘| /v ThisPC » IntelBuild (C:) » Program Files (xB8) » Intel » Intel Unite » WebApi \
‘Cm B W[ o - SrEmedhe Type 5ig

p-E aspn_et,chant Configura B Desktop . bin File folder
b-(&¥ Download Editor i Downloads | obj File folder
b-[2¥ Unite ?}b\ﬁ | Recent places . Properties File folder
4 ! scripts File folder
coa“j’l:; 8 This PC i Views File folder

" Applicationlnsights.config CONFIG File

€ Network " packages.config CONFIG File

L pracompiledApp.config CONFIG File

| Web.config ) CONFIG File

[ WebDebmg config CONFIG File

) Web.Release.config CONFIG File

WebAPl.csproj
|| WebAPl.csproj.user

Visual C# Project ...
USER File

<mailSettings>
<smtp from="noreply@uniteserver.com" deliveryMethod="Network">
<network enableSsl="false" host="smtp.example.com" port="25"
userName="noreply@uniteserver.com" password="pass"/>
</smtp>
</mailSettings>

This goes in between the <system.net></system.net> of that file, usually located at the bottom of the file.

Note that “smtp.example.com” needs to be changed to your email server (example replaced with your
server name).

If you see the error “There was an error while performing this operation”, delete the attribute:
enableSsl="false"

SMTP E-mail =3

'Q' There was an error while performing this operation.
~ Details:
Filename: \\\C:\Program Files (x86)\Intel\Intel
Unite\PinServer\web.config

Line number: 78
Error: Unrecognized attribute 'enableSsl’

After configuring the line and sending a token to the moderator, “The operation has completed
successfully” message should appear.
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inlel UNITE Devices Groups ~  Management v  Schedule Meeting Hello admin@server.com! Log Out

@ Moderators The operation has completed successfully
@ Add Moderator | & Import Moderators From CSV  [EEsIEIEIE)
Show| 10 v entries Search:
o Name 4 Email
D John Smith myemail@server.com

Showing 110 1of 1 entries

Below you will see an example of an email containing a Moderator’s token.

2 Reply €2 Reply All (2, Forward G5 IM
Fri 2/2/2018 5:10 PM
noreply@uniteserver.com

Intel Unite® - Moderator Invitation
To
Retention Policy Mail Cloud - Inbox [60 days) Expires 4/3/2018

Click Here to become a moderator for the Intel Unite® solution on this device.

intelunite:MocalhostisetoderationToken?token=6598d4a0-06f2-4416-a3a2-b2ed0e9cd358
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OS and PC Security Controls

9.1.1

9.1.2

9.1.3

Minimum Security Standards (MSS)

Itis recommended that all devices running the Intel Unite application are met with your default
organization MSS standards, have an agent installed for patching, and an antivirus / IPS / IDS and other
necessary control as per the MSS specification (McAfee suite for Anti Malware, IPS, IDS was tested for
compatibility).

Machine Hardening

Machine Unified Extensible Firmware Interface (UEFI) could be locked to boot the Windows boot loader
only (so that boot from a USB disk / DVD will not work), Execute disable bit could be enabled, Intel® Trusted
Execution Technology could be enabled, and settings can be locked with a password.

Windows OS Hardening: As a baseline, the system is running with non-elevated user rights. It is also
recommended to remove unused software from the OS including unnecessary pre-installed software and
Windows components (PowerShell, Print and Document services, Windows location provider, XPS services).

GUI subsystem lock: Since the systems uses a non-touch screen only without keyboard or mouse, it makes
it harder to break out of the GUI subsystem. To prevent an attacker from attaching a HID device (USB
keyboard/mouse) it is recommended to programmatically block Alt+Tab, Ctrl+Shift+Esc, and the Charms
bar.

Other security controls

It is recommended to lock the machine user account per specific machine account in Active Directory. If the
deployment includes a high number of units, user accounts can be locked per a designated floor of a
specific building.

Machine ownership: Each machine is recommended to have an identified owner. In case the machine goes
offline for an extended period the identified owner will get notified.

Beyond the security mechanisms provided by the Intel vPro platform and the Intel Unite software itself, it is
recommended to harden the Microsoft* Windows* OS per Microsoft's guidelines for machine hardening, for
reference, please consult the Microsoft Security Compliance Manager* (SCM) in the following link:
https://technet.microsoft.com/en-us/solutionaccelerators/cc835245.aspx

Note: information in the link contains a wizard based hardening tool, including hardening best known
methods and relevant documentation.
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Maintenance

10.1

10.2

10.3

10.4

10.4.1

Your organization and IT administrator will decide a regular maintenance program. The following
maintenance tasks are recommended:

Nightly reboot

It is recommended to reboot the Hubs on a daily base (preferably at night time) and prior to this reboot, run
maintenance tasks such as: wiping cached temp files and initiating the standard patching procedure.

Patching strategy

If available, run your standard patching mechanism in an unattended mode (no GUI prompts) preferably
before the above mentioned nightly reboot.

Reporting

Collect the machine uptime indicators and create a tailored report per your organization’s needs.

Monitoring

Use a health tracking system based on machines heartbeat and do backend uptime analysis according to
need.

Backend monitoring:

Use standard virtual server monitoring tools to generate and send alerts to second level support.
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11 Intel Unite Solution for macOS

11.1 Background

The Intel Unite software for macOS is packaged as a primary app package and can leverage IT specific
preferences values. In this manner, the app supports a multitude of common deployments from general
Mac management software and techniques, to manual installation and setting of preferences.

11.2 General Connection Workflow

By default, the app will use DNS Auto Discovery (e.g. DNS SRV records) to determine the proper Enterprise
Server to connect to. The overall workflow is as follows:

e (Optional) Enterprise Server as defined in preferences
e Auto Discovery to the following domains:
» _uniteservice._tcp
» _uniteservice._tcp.yourSubDomain.yourDomain.yourTLD
i. Example: _uniteservice._tcp.corp.acme.com
» _uniteservice._tcp.yourDomain.yourTLD
i. Example: _uniteservice._tcp.acme.com
» Attempt connection to HTTPS followed by HTTP if failure
e uniteservice.yourDomain.yourTLD

11.3 Preferences Values

IT can modify and customize the Intel Unite app to meet their own infrastructure or security needs by
setting the following settings to the com.intel.Intel-Unite.plist located in each user’s ~/Library/Preferences
folder:

o Define a Default Enterprise Server
defaults write com.intel.Intel-Unite EnterpriseServer myServer.mydomain.myTLD

o Define an Enterprise Server Public Key for Certificate Pinning
defaults write com.intel.Intel-Unite EnterpriseServerPublicKey "Public Key String"

e Force a Client to Only Allow Trusted Server Certificates
defaults write com.intel.Intel-Unite ClientOnlyAllowsTrustedCertificates -bool true

e Force a Client to Connect in Standalone Mode
defaults write com.intel.Intel-Unite Standalone -bool true

Each of these settings can be set or modified manually by opening the macOS Terminal
(/Applications/Utilities) and entering the command followed by a return. Discussion and details of each
command are as follows:

o Define a Default Enterprise Server
Setting a Default Enterprise Server will stop the Auto Discovery process from taking place. If your
Mac Clients live solely on your own network, this can be a useful setting to "pin" the Intel Unite app

to your particular Enterprise Server for security reasons or troubleshooting.

e Define an Enterprise Server Public Key for Certificate Pinning
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If you wish to "pin" the Client application to your Enterprise Server, regardless of whether auto
discovery is being used, you can do so by setting the “Public Key String” on each Client. To obtain
this value:

o Open Safari on any Mac on your corporate network
Go to the HTTPS address of your Enterprise Server
Click the lock icon in the Address Bar
Click the Show Certificate button in the certificate sheet
Click the Details disclosure triangle to expand it
Scroll down the certificate data until you find the Public Key Info > Public Key field
Click on the data field, which starts with "256 bytes:"
The data field will expand
Select all the data in this field via a mouse selection or CMD+A
Copy the data to your clipboard by selecting Copy from the context menu or CMD+C
In the defaults command, replace Public Key String with the data from your clipboard.
Note: You will need to wrap the data in double quotes.
Just as with defining a default Enterprise Server, setting this option will make it difficult for your
user base to connect to other Intel Unite solution installations at other partners/locations.

O O O 0O O O O O O O

Force a Client to Only Allow Trusted Server Certificates

Beyond defining a specific Enterprise Server or pinning the certificate Public Key, you can also tell
the Intel Unite app to only allow connections to servers/certificates that are fully allowed by your
certificate trust chain. In doing so, you must ensure that your Enterprise Server certificate follows
back to a public root server as defined by Apple in the keychain, or that you've installed your own
root server certificate and any intermediate certificates necessary on each Client.

Force a Client to Connect in Standalone Mode

Setting this mode will change the connection workflow to perform a UDP Auto Discovery of a Hub
that has generated a PIN in an environment without an Enterprise Server. In this scenario the Intel
Core vPro processor-based system will act as the primary host and is useful in a small and medium
business environment where there may not be an IT department to install the Enterprise Server
infrastructure. This mode will only work across systems on the same subnet where UDP packets
are not blocked.

Common Distribution Methodologies

If you are using Auto Discovery, distribution can be as easy as dragging the Intel Unite application to the
Applications folder. In more complex environments, or those that require additional security settings, you
may want to set specific preferences in conjunction with the app package distribution. There are numerous
ways of doing this and here are some of the more common ones:

Bash Script
» You can define your preference settings in a Bash script that can be distributed to your
users in conjunction with the app package.
Custom Installation Package via PackageMaker
» You can define your preference settings via a pre- or postflight script.
Custom Installation via Apple Remote Desktop
» Using Apple Remote Desktop, you can install the Intel Unite app package and define any
preference settings via the Send UNIX Command... menu.
Custom Installation via Enterprise Mac Management software
» You can create a custom push or pull installation via most common Enterprise Mac
Management solutions including:
o Casper / Bushel
o Puppet
o Munki
o Chef
o Etc.
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Troubleshooting

12.1

12.2

The Admin Portal page cannot be reached after installing the Intel
Unite application on the Server

Workaround/Solution: Make sure the necessary roles and features for Web Server have been added to the
server.
e Add Roles and Features to the Server using Server manager
o Server Roles: Web Server
= Include Management Tools
o Add .NET Framework 3.5 features
o Add.NET Framework 4 features
= ASP.NET
e  WHCF Services
e HTTP Activation
=  Web Server Roles:
e  Web Server, Common HTTP features and Default Document.

Can't access the Admin Portal

If you receive an error page when accessing the Admin Portal about a specific xml tag in the Web.config,
remove the tag from the Web.config in the top level of the portal’s virtual directory (accessible from IS
management console).

e Verify that the Web Service installation was successful by following the link:
https://<yourservername>/unite/ccservice.asmx

o Select GetProfile.
o Enter testin the Value field and press invoke.

Tem)

¢ |5 P ———" 2= 8] @ ccsevieveosrice < [0 Axa

| ccserviee ________________________________________________§

Cick bines for  complete it of oparations.

GetProfile

Test
T test the operation usng the HTTP FOST protocal, lick the ‘Tnvoke buion

© wmlnwiamd=thELp: /i el 29/ 3004 /KULESHRRAS Kmlne: sapethutp:// achenan . kml eaap. o1 g/ aap ey

deantep s/ e w3 0rg/ 2001/ KL hRAR Kmina : seap= ChEtp: £/ achenan .kl ssap. 513/ 83D/ eny
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o Verify that you can view a default profile in the xml file as shown below. This
indicates that the PIN service can access the database and successfully retrieve
data.

uppart </Key>

bomModeBackgroundCalor /ey

Error when launching Hub application

A pop up window indicates the error ID. Based on the ID, the nature of the error can be determined.

Platform check fails with error ID333333

This error indicates that the Hub passed a platform check, but the code-signing certificate couldn't be
validated. This is usually due to an OS that doesn't have an updated root certificate, so the public Intel
Unite solution’s code signing certificate can't be validated.

Ensure the system is connected to the Internet, open a browser and navigate to
https://www.microsoft.com (this forces the system to update root certificates).

Platform check fails with error ID666666

This error indicates that the platform is not compatible with the Intel Unite application. Check with the OEM
vendor to make sure you have a supported platform to run the application.

Hub does not get a PIN from the PIN Server- Scrolling dashes
displayed

Launch the Intel Unite application on the Hub with a debug switch, i.e. from the command prompt navigate
to the folder where the application is saved and run: IntelUnite.exe /debug

This will open a debug window and display the connection information. Some of the common errors and
workarounds are listed below. If the debug information indicates any of these errors, follow the
solution/workaround to resolve and get a PIN on the Hub.

Server unable to process request; Login failed for user “UniteServiceUser”

This could happen if there is a SQL login mismatch or if the database password gets corrupted because a
user tries to install the Enterprise Server multiple times.
Workaround/Solution:
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Verify the authentication modes used during Microsoft SQL installation. To change login/authentication type
go to Microsoft SQL Management Studio and connect to the SQL server, right click on the SQL server and
select Properties. Select Security page and make sure SQL Server and Windows authentication mode is
selected if SQL authentication is selected when installing the Intel Unite application on the Enterprise Server.

Migosoft SQU Server Managemment Studio (Administrator) -|o| x
intel)

Fle L6 Vew Debug Took Window Hep
Slv i T ] ey T

i Intel Unite® Solution Setup

Database Server

i L] 3 el
Obect plerer -3 X

6

5K Server 1202000 - INTELUNITEDEMO\Admscter)

Database Server Connection Details:

5QL Hostname: [acal)
Sevm peemon Format: IP or server name,port
{e.q. hostname, 1234)

O Trusted (Windows Authentication)

fincou Atrertesar nose

) SOL Sever e Windsws Adprticsn moce:

[

(®) Spedfy Username and Password (SQL Authentication)
tere

® falatogra o
Succeushdegrs oo
Bt okt e e o
Sevvr ey st

bl srvw svmy accourt

Login ID:

Password:

Test Connection

Intel Unite® Database Connection/Setup

Database Name:

Service Account
Password:

Confirm Password:

=

UniteS|
(—
—

Connecting to the database server sucess!

[ Back | mee |

cancel |

If you still see the error, reset the password for the UniteServiceUser. Use Microsoft SQL Management
Studio and connect to your SQL server, go to Security > Logins and right click on UniteServiceUser to
open a window for Login Properties. Enter a new password and click OK to save changes.

File Edit View Debug Tools Window Help

Pl G el | D Newuey iy 5 &

Object Explorer ~ 3 x
Comnect~ 3/ 3; 8 [ .5
L INTELUNITE-INF (SQL Server 12.0.2000 - IN)
= [ Databases
% [0 System Databases
# [ Database Snapshots
% (il UniteServer
= [ Security
= [ Logins
8, #2MS_PolicyEventProcessinglod
8, =2M5_PolicyTsqlExecutionLogin|
& INTELUNITEDEMO\Administratc]
A& NT AUTHORITY\SYSTEM
A NT SERVICE\MSSQLSERVER
& NT SERVICE\SQLSERVERAGENT
& NT SERVICE\SQL Wiiter
& NT SERVICE\Winmgmmt
8 s
A UniteServiceUser
# [ Server Roles
% [ Credentials
% [ Cryptographic Providers
5 [ Audits
% [ Server Audit Specifications
# (23 Server Objects
3 Replication
# (3 AlwaysOn High Availabilty
# (23 Management
3 Integration Services Catalogs
# [ SQL Server Agent

Microsoft SQL Server Management Studio (Administratar)

- &1 |wd| ]

-SRI e

=|a] x

Login Properties - UniteServiceUiser

5 5wt~ [DyHep
Logn name.
Fassword

Confrm password:
Specty oid password

] Enforce password palcy
Enforce password expiation

Connecban

Server
INTELUNITE-INF

Connection
INTELUNITEDEMO Administrator

B¢ View cornection rogenes
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12.4.3
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intel.
No Servers listed. Trying DNS service record: _uniteservice._tcp

Workaround/Solution:

This could happen if the Hub cannot find the DNS record. As a debug step, open the command line window
and run the nslookup command. Make sure that the Hub can ping the server on which DNS service is
running and a DNS service record has been created for the Intel Unite solution. The service record must
have the following values: Service: _uniteservice, Protocol: _tcp, Port number: 443 and Host offering this
service: FQDN of the Enterprise Server.

New Resource Record -
Service Location (SRV) [
Domain: [ IntelUniteDemo.com I
Service: [ _uniteservice v ]
Protocol: [ _top v l
Port number:

Host offering this service:
I INTELUNITE-INF.intelunitedemo.com

[] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

o o [ |

Could not establish trust relationship for SSL/TLS secure channel with
authority ‘uniteserverfqdn’

The latest version of Intel Unite solution only accepts SHA-2 certificates. You should work with your IT
department to ensure the trusted web server certificate issued is a SHA-2 certificate and the certification
path is valid.

For a test environment, obtain a SHA-2 certificate or disable encryption in your environment.

o To use the Intel Unite solution without encryption, skip the next steps that provide details on Site
Bindings for secure port 443 and proceed to install Microsoft SQL Server and prepare the DNS
service record. You also need to make sure that the service is found on port 80 when a DNS service
record is created.

o Another way to skip the certificate check is to add the registry in the machine account of the hub
and client. HKEY_LOCAL_MACHINE\software\Intel\Unite\AllowInsecureCertificates (DWORD) [1 if
certificate algorithm check should be skipped, O otherwise. (if value is 0, we force the enterprise
certificate to use a SHA2 certificate)]

Client application crashes on launch/connect

Run the Client application with a debug switch and save the information to a log file.

(Run Intel Unite.exe /debug >logfile.txt)

If the log file has the message “EXCEPTION: - Key not valid for use in specified state.”, close the application
and delete the file C:\Users\eaviles\AppData\Roaming\Microsoft\Crypto\RSA\[sid]\d046df
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Caution Area: The user may see longer-than-usual connect times, or
periodic slow screen updates.

Root Cause:

This is a bug with some wireless access points when U-APSD (Unscheduled Automatic Power Save Delivery)
is enabled. Refer to http://www.intel.com/support/wireless/wlan/sb/CS-034875.htm.

Workaround: This can potentially be solved with an update to the firmware of the wireless access point. In
most enterprises, this is not easy to do; as a last resort you can disable U-APSD on the Client in the
advanced properties of the wireless driver.

Everts Resources Power Management
General Advanced Driver Detais

The following properties are avadable for this network adapter. Cick

the propedy you want to change on the left, and then select ts value

on the nght

Eropedy. Vaue

Buetooth(F) AMP A [Ees |
Fat Channe! Intolerant o 1
T kAN EE—
HT Mode

Moxed Mode Protection

NS offload for WoWLAN

Packet Coslescng

Rosming Aggressiveness
Sieep on WoWLAN Disconnect
Booster

Transme Power

Wake on Magic Packet v

OK Cancel

Caution Area: Slowness on the PIN Server

Workaround/Solution: The Enterprise Server manages allocation of PINs and looking up PINs to connect
to rooms. As a security feature the rate at which a user can request PINs and query PINs from the database
is limited with an exponential back off algorithm. This back-off mechanism tracks attempts based on the
user's IP address and the number of attempts.

Production servers may utilize load balancers to help manage load and maintain redundancy in the
environment. The load balancers redirect traffic to the appropriate web servers. So the web server may
appear to be receiving all requests from the same IP address thus triggering the back off algorithms.

The database contains a stored procedure (spGetPinBackoffTime) that returns the calculated delay in
seconds back to the web server. This functionality can been disabled, so the stored procedure always
returns 0. This disables the security back off algorithm.

Mac Client troubleshooting

Launch the Intel Unite application (/Applications/Utilities) from the Terminal to see the debug messages.
/pathToUnite/Intel\ Unite.app/Contents/MacOS/Intel\ Unite
The application will start and you'll see all the debug information in the Terminal.

Enterprise Server Connection Error -1003: A server with the specified
hostname could not be found.

Workaround/Solution: Make sure that the DNS Search Domain is defined correctly.
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If a user defines a DNS server but does not specify any Search Domains, when the MAC tries to perform an
Auto Discovery there is no DNS domain suffix to search through. If there's no DNS Search Domains defined,
the Intel Unite application can't add them to either Auto Discovery or even the "static" entry of uniteservice.
So unless Auto Discovery works on _uniteservice._tcp, the Client won't be able to find the Enterprise Server.
The easiest solution is simply to add a DNS Search Domain (which should match the DNS SRV record), but
one could also define the Enterprise Server in the plist settings instead.

Use the Terminal command:

defaults write com.intel.Intel-Unite EnterpriseServer myServer.mydomain.myTLD

Enterprise Server Connection Error -1001: The request timed out

Workaround/Solution: This error could be because of the following two reasons.
1. There is potentially a problem with the Web Service on the Enterprise Server.

2. The Mac has a network issue connecting to the Server.

The first step in addressing this would be to find the Web Service in the debug log. Look for
https://<yourservername>/Unite/CCService.asmx.

Copy and paste this URL into Safari and confirm that the Mac can get to the Web Service. This will verify if
there is a network issue connecting to the server and if the web service on Enterprise Server is running.

Enterprise Server Connection Error -1200: An SSL error has occurred and a
secure connection to the server cannot be made.

Work with your IT department to get valid SHA-2 certificates that are needed for the Intel Unite Solution.

The macOS Intel Unite app is removed/uninstalled from the Client
device and an alternate or newer version of the Intel Unite
application is installed, however the old install properties are
present.

The Intel Unite application for Mac Client devices follow general OS X conventions, hence users settings are
not removed when the app is deleted.

Workaround/Solution:
Uninstall the Intel Unite application from the Client device. There are two ways of removing these settings
and getting back to a clean state.

1. Within the Terminal (/Applications/Utilities), enter the following command:
defaults delete com.intel.Intel-Unite
2. From the Finder, delete the ~/Library/Preferences/com.intel.Intel-Unite.plist file then...

Reboot the system. Plist files are heavily cached by the OS these days so you generally
can't delete them and have the OS pick up the change.
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Error 2147217900: failed to execute SQL string.

This error is generated when the Intel Unite server installer is run and the UniteServer database
already exists but the Server name is blank.

i Intel Unite® Solution Setup -

Error -2147217900: failed to execute SQL string, errar

l 4 detail: ALTER. DATABASE statement failed., SQL key:
WinSetupDE 5QL string: USE master;
ALTER. DATABASE UniteServer SET
COMPATIBILITY_LEVEL = 100 ;
IF (1 = FULLTEXTSERVICEPROPERTY (IsFulTextInstall. ..

Workaround/Solution:
The installer throws an error if the Database already exists in the cluster. To resolve this error, delete the
database, make sure you have DBAdmin rights and re-run the installer.

Error message: “Database error”

If an IT administrator chooses the “Send Token" option from the admin console and gets the error message
“Database error” — it is likely that the SMTP server settings are wrong. You will need to verify the SMTP
email Server settings.

The Admin Web Portal is not displaying properly (missing
components)

The Admin Web Portal is not displaying completely, missing components such as textboxes, options, or
icons after performing an upgrade of the Intel Unite software. This is due to MIME types blocked by the
request filtering option at IIS.

Workaround/Solution:

1. Open IIS Manager.

2. Display properties for the IS Server.

3. Click MIME Types and then add the JSON extension:
° File name extension: .json
e  MIME type: application/json

4. Go back to the properties for IIS Server.

5. Click on Handler Mappings.
e  Addascript map
° Request path: *.json
e  Executable: C:\WINDOWS\system32\inetsrv\asp.dll
e  Name: JSON

6. Inthe Connections pane, go to the connection, site, application, or directory for which you want to

modify your request filtering settings.
7. Inthe Home pane, double-click Request Filtering.

8. Locate Allow File Name Extension

9. Add the following 4 extensions:
e json o .woff
e .less e .woff2
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Appendix A. Enterprise Server Preparation

Enabling IIS

For Windows 2008:

In Windows Server 2008, you would need to download the update for .NET Framework 4.5
(https://www.microsoft.com/en-us/download/details.aspx?id=40779)

e  Click Start, point to Administrative Tools and then click Server Manager.
e In Roles Summary, click Add Roles.
e Use the Add Roles Wizard to add the Web Server (lIS) role (check this box).

Add Roles Wizard x|

ﬁ:g Select Server Roles

Select one or more roles to install on this server.

Before You Begin

Roles: Desription:

Web Server (115) provides a reliable,

manageable, and scalable Web

Web Server (11S) Active Directory Certificate Services

Role Services Active Directory Domain Services application mfrastrocture.
Active Directory Federation Services

ST Active Directory Lightweight Directory Services

Frogress Active Directory Rights Management Services

. Application Server

DHCP Server
DNS Server
Fax Server
File Services

Hyper-V
Network Policy and Access Services
Print and Document Services

OORO00O0000000O0000O0
2

Windows Server Update Services

More about server roles

<previous [ rext> |

Install Cancel

e  Click Next until you have the Select Role Services window.

¢ Inthe Application Development section, verify that ASP.NET is checked, if not, select it. Please
note that ASP.NET will not be checked by default. Add Required Role Services for ASP.NET. You
also need ASP.NET 4.5.

Add Roles Wizard x|

m Select Role Services

Before You Begin
Server Roles
Web Server (IIS)

Progress

Results

Select the role services to install for Web Server (I1S)
Role services:

Description:

= [ web server
£ [E] common HTTP Features

Static Content
Default Document
Directory Browsing
HTTP Errors

[[] HTTP Redirection

[] WebDAV Publishing
£l [ Application Development

] asp.NeT

Add Roles Wizard x|

Co Add role services required for ASP.NET?

Role Services
1 Web Server (IS)
) Web Server
& Application Developmert
ISAP! Fiters
ISAF| Edensions
NET Extensbilty

=1 You cannot install ASP.MET unless the required role services are also installed

Web Server for
HTML Web sites and optional support
for ASP.NET, ASF, and Web server
extensions. You can use the Web
Server to host an internal or external
Web site or to provide an environment
for developers to create Web-based
applications.

Desciiption:

Web Server (IIS) provides a reliable,
manageable, and scalable \web application
infrastructure.

Add Required Role Services I

Cancal |

(i) Why are these role services required?
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e Once theroleis created, under the Roles menu, go to Web Server (lIS) - on the right side of the
panel, go to Internet Information Services (IIS) Manager and select your Server in the left
Connections pane.

Reference: Windows Server Library link Installing IIS on Windows Server 20083

Note: The latest version of Intel Unite solution only accepts SHA-2 certificates. You should work
with your IT department to ensure the trusted web server certificate issued is a SHA-2 certificate
and the certification path is valid.

For a test environment, either work with your Certificate Authority team to obtain a SHA-2

certificate or disable encryption.

o Touse the Intel Unite solution without encryption, skip the next steps that provide details
on Site Bindings for secure port 443 and proceed to install Microsoft SQL Server and
prepare the DNS service record. You also need to make sure that the service is found on
port 80 when a DNS service record is created.

o Alternatively you may skip the certificate check by adding the registry key in the machine
account of the Hub and Client.
HKEY_LOCAL_MACHINE\software\Intel\Unite\AllowlnsecureCertificates (DWORD) [1 if
certificate algorithm check should be skipped, 0 otherwise. (if value is O, we force the
enterprise certificate to use a SHA2 certificate)]

e To assign the certificate, in the left Connections pane, expand Sites and click on Default Web Site.
e Intheright Actions pane, select Bindings (located under Edit Site).
¢ In the Site Bindings window, Select the item with Port equal to 80 and click the Remove button.
¢ Inthe Site Bindings window, click on Add.
e Use the following information:
o Type: https (Note: not http)

o IP Address: All Unassigned

o Port: 443

o Hostname: (leave blank)

o  SSL Certificate: Use the SSL certificate that was installed in the previous steps.
e Click OK.

e Select Close.

¢ Enable Anonymous Authentication, in the left Connections pane, expand Sites and click on
Default Web Site. Note: Anonymous Authentication must be enabled for Intel Unite to work
properly.

e In the middle pane, double click Authentication.

e Select Anonymous Authentication.

¢ Inthe Actions pane, select Edit.

e Select Specific user.

e Click Set.
e Enter IUSR for the User name and leave the Password and Confirm password fields blank.
e Click OK.

Windows 2012:

e Open Server Manager.

e Under Manage menu, select Add Roles and Features.

e Select Role-based or Feature-based Installation.

e Select the appropriate server (local is selected by default).

3 URL for the link is https://technet.microsoft.com/en-us/library/cc771209.aspx
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e Select Web Server (lIS) and Add Features that are required for Web Server (IIS) and click Next.

NOTE: If you need additional details to request an Internet Server Certificate in the Intel Unite solution

Server, go to the following Microsoft web link https://technet.microsoft.com/en-us/library/cc732906.aspx

and follow the SSL certificate vendor steps to get a signed certificate.

Add Roles and Features Wizard [=la] x | w
5 Add Roles and Features Wizard RES|

on the selected

e required for Web Server (1iS)?

e this feature, but do not

Server Roles

¥ Inchude management too

s (f applicable)

FAdd Features Cancel

e InFeatures, add the following features for IIS (as they are not default options):
o .NET Framework 3.5 Features
o ASP.NET 4.5
o  WOCF Services
o HTTP Activation (Add features that are required for HTTP activation when prompted) and click

Next.

e Add Roles and Features Wizard
dore You 860N Select one or m eature - e sele: yerve
nealaton Tyree Featres Description
st W NET Frame: s
BV - NET Fen aled)

: .
© ¥ Foe v A 4
4 (8] WCF Servces (1 of § matalled
v
Ve MEMQY Ac

Note: .NET 3.5 might give an error during installation. Provide an alternate source path if the target
computer does not have access to Windows Update. Click on Specify an alternate source path
link to specify the path to the \sources\sxs folder on the installation media.

Reference: https://technet.microsoft.com/en-us/library/dn482071.aspx

¢ Inthe Role Services page, add Web Server Role (IIS) as a role to your Server or accept the default
value.
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e Select the following Role Services to install for the Web Server:
o Common HTTP features
o Default Document

7 Ad Roles and Features Wizard [= o s

Roke Services

e Click Next to continue and click Install on the next window to install the selected roles and
features.

e Once therole is created, under the Roles menu, go to Web Server Role (lIS) - on the right side of
the panel, go to Internet Information Services (1IS) Manager and select your Server in the left
Connections pane.

Note: The latest version of the Intel Unite solution only accepts SHA-2 certificates. You should
work with your IT department to ensure the trusted web server certificate issued is a SHA-2
certificate and the certification path is valid.

For a test environment, either disable encryption or create a self-signed SHA 2 certificate.

o To use the Intel Unite solution without encryption, skip the next steps that provide details
on Site Bindings for secure port 443 and proceed to install Microsoft SQL Server and
prepare the DNS service record. You also need to make sure that the service is found on
port 80 when a DNS service record is created.

o Run the following PowerShell command as an administrator.

o New-SelfSignedCertificate -dnsname “yourservername” —CertStoreLocation
cert:\LocalMachine\My ; where “yourservername” is the FQDN of the Enterprise
Server.

o Alternatively you may skip the certificate check by adding the registry key in the machine
account of the Hub and Client.
HKEY_LOCAL_MACHINE\software\Intel\Unite\AllowInsecureCertificates (DWORD) [1 if
certificate algorithm check should be skipped, O otherwise. (if value is O, we force the
enterprise certificate to use a SHA2 certificate)]

e To assign the certificate, in the left Connections pane, expand Sites and click on Default Web Site.
¢ Intheright Actions pane, select Bindings (located under Edit Site).
¢ Inthe Site Bindings window, Select the item with Port equal to 80 and click the Remove button.
e Inthe Site Bindings window, click on Add.
e Use the following information:
o Type: https (Note: not http)
IP Address: All Unassigned
Port: 443
Hostname: (leave blank)
SSL Certificate: (select the one you installed in the previous steps)

O O O O
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o Click OK.

e Select Close.

e Enable Anonymous Authentication, in the left Connections pane, expand Sites and click on
Default Web Site. Note: Anonymous Authentication must be enabled for Intel Unite to work
properly.

e In the middle pane, double click Authentication.

e Select Anonymous Authentication.

e Inthe Actions pane, select Edit.

e Select Specific user.

e  Click Set.
e Enter IUSR for the User name and leave the Password and Confirm password fields blank.
e Click OK.

Reference: Windows Server Library link Installing 1IS on Windows Server 20124
Note about port 443: The web service for the Intel Unite application communicates with the Clients and
Hubs using port 443 so make sure this port is enabled as mentioned above.

4 URL for the link is http://www.iis.net/learn/get-started/whats-new-in-iis-8/installing-iis-8-on-windows-server-
2012#TOC301258517
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Microsoft SQL Server Install

The Enterprise Server requires Microsoft SQL to run, minimum requirements are version 2008 R2 or higher.
You can install a new, dedicated SQL server if you wish to run a “test environment” and get comfortable
with the application, however, it is not required. The Intel Unite application will create its own database,
data tables and indexes in your existing database without interfering with other tables or existing data.
See below for installing Microsoft SQL 2014
e Run the SQL server setup and open the SQL server installation Center. Click on Installation on the left pane
and choose New SQL Server stand-alone installation or add features to an existing installation.

= SQ Server Installation Center [= =]
Planning H New SQL Server stand-alone installation or add features to an exsting installation
Launch a wizard to install SQL Server 2014 in a non-clustered environment or to add
Installation
features to an existing SQL Server 2014 instance.
Maintenance
o e New SQL Server failover cluster installation
Launch s wizard to install 3 single-node SQL Server 2014 failover cluster.
Resources
A e fail fust
I hncedl v ,J) dd node to a SQL Server failover cluster
v Launch a wizard to add a node to an existing SQL Server 2014 failover cluster.
Options
r Upgrade from SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012
0 Launch a wizard to upgrade SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL
Server 2012 to SQL Server 2014,
Microsoft SQL Server 2014

e Enter the product key, accept the license terms and click Next.

= SQL Server 2014 Setup [= =[]

License Terms

To install SOL Server 2014, you must accept the Microsoft Software License Terms

Product K ~
eetely MICROSOFT SOFTWARE LICENSE TERMS
License Terms.

Global Rules: MICROSOFT SQL SERVER 2014 ENTERPRISE SERVER/ CAL EDITION

Lo =o These license terms are an agreement between Microsoft Corporation (o based on where you
Product Updates live, one of ts affliates) and you. Please read them. They apply ta the saftware named above,
Install Setup Files which includes the media on which you received i, if any. The terms also apply to any Microsoft
Install Rules b

Setup Role

Feature Selection * supplements, ~
Feature Rules h 8
Feature Configuration Rules Copy  Brint
Ready to instal A 1 accept the license terms.

Installation Progress

Complete Turm on Customer Experience Improvement Program (“CEIP") and Error Reporting to help imprave the
! quality, reliability and performance of Microsoft SOL Server 2014,

the Microsof ver 2014 Privacy Statement for mors information

* Microsaft SQL Server 2014 also includes a Visual Studio component that will have CEIP settings tumed
off by default. Hf Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

<Back Mext > Cancel
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e Select Use Microsoft Update to check for updates (recommended) to check for updates and click

Next. On the next window, the setup will look for Product Updates and install the necessary
updates. To continue, click Next.

Microsoft Update offers security and other important updates for Windows and other Microsoft
License Terms software, including SQL Server 2014, Updates are delivered using Automatic Updates, or you can visit
Global Rules the Microsoft Update website.

Microsoft Update [] Use Microsoft Update to check for updates (recommended)
Microsoft Update FAQ
Install Rules Microsoft Update Privacy Statement

Festure Configuration Rules
Ready to Install

Installation Progress
Complete

et [ e ][ oo |

e  SQL setup checks for potential failures and requirements to be met before the installation. Click
Next to continue.

Install Rules

Setup rules identity potential problems that might occur while running Setup. Failures must be comected before Setup

can continue.
Product Key Operstion completed. Passed: 4. Failed 0. Waming 3. Skipped0.
ot _—
Global Rules
Microsoft Update Hide details <<
Jnstall Setup Filss View detailed report
Install Rules
Setup Role Rule Status
Feature Selection @ Fusion Active Template Library (ATL) | Bassed
Fatura Rtas (@ | Previous releases of SQL Server 2008 Business Intelligence Devel... | Passed
Fasture Configuration Rikes @ | Consistency validation for SQL Server registry keys | passed
Ready to Install 1\ | Computer domain controller | Warning
Installation Progress ) | Microsoft NET Application Security | Waming
Complete 2 | Windows Firewall | Waming

(@ | Block install when Microsoft SQL Server 2014 CTP1 is present. | Passed
Back Next> | | Cancel | | Help

e  Select SQL Server Feature Installation and click Next.

Setup Role
Ser stallation option to indvidually ich feat toinstall or chick a

festure role to install  specific configuration.
Product Key ® SQL Server Festure Installation
License Terms. Install SQU Server Database Engine Senvices, Analysis Services, Reporting Services, Integration Services,
Global Rules 2nd cther festures.
Microsoft Update © SQL Server PowerPivot for SharePoint
\nstall Setup Files Install PowerPivot for SharePaint on a new or existing SharePoint server to support PowerPivot data
Install Rules access in the farm. Optionally, add the SQL Server relational database engine to use as the new farm's
Setup Role database 3
Feature Selection )
Festure Rules © Al Features With Defautts
Feature Configuration Rules Install ol featu the
Ready to lnstall
Installation Progress
Complete

b |[[ Mo [ oncd [ wep
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e Under the Feature Selection, select Database Engine Services, Management tools- Complete

and click Next.

Feature Selection

Product Key

License Terms

Global Rules

Microsoft Update
Install Setup Files.
Install Rules

Setup Role

Feature Selection
Feature Rules

Instance Configuration

Select the Enterprise features to install.

Eeatures:

Database Engine Services
[] QL Server Replication

Feature description:

~ | [ The configuration and operation of each

isolated from other SQL Server instances. SQL
e o g

(] Full-Text and Semantic
[] Data Quality Services
(] Analysis Services
["] Reporting Services - Native
Shared Features
[ Reporting Services - SharePoint

[_] Reporting Services Add-in for SharePoint Pro¢

("] Data Quality Client

P y
Brerequisites for selected features:

Already installed: ~
| Windows PowerShell 2.0

| Microsnft NFT Eramewor ¥
<[ i — P

Disk Space Requirements

instance feature of a SQL Server instance is |ﬂ
,T .

Server Configuration [7] Client Tools Connectivity Drive C: 1058 MB required, 98752 MB available | ~

Database Engine Confi [ Integration Services

Feature C ion Rull <] " > v

fmicisied [l [

Intatain Progres (st [noeat |

Complete Instance root directory: [c\Program Files\Microsoft SQL Server, ]
Shared festure directory: [C:\Program Files\Microsoft SQL Server\ | ]
Shared feature directory (x86): | CA\Program Files (x86)\Microsoft SQL Serven\ | ]

<Bock |[ Newt> |[ conce [ Hep |

e  Specify the name and instance ID for the SQL server and click Next.

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Product Key
License Terms
Global Rules
Microsoft Update
Install Setup Files
Install Rules
Setup Role
Feature Selection
Feature Rules
Instance G

@ Defaultinstance
©) Named instance: [MSSQL SERVER

Instance [D: [mssaLserver

SQL Server directory:  C:\Progs

Installed instances:

saL QL12.MSSQLSERVER

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Instance Name Instance ID

Features Edition Version

<Bock || Next> |[ concel ][ e

e Specify the service accounts for each service and click Next to continue.

Server Configuration

Product Key
License Terms

Microzoft Update

Instal Setup Files

Install Fules

Setup Role

Feature Selection

Feature Rules

Instance Canfiguration
Database Engine Confrguration
Feature Configuration Rules
Ready to Install

Complete

Service Accourts | Collation

sccount for ach SOL Server senice,

thatyeu

Password T

| Marual

aoa)

Service

T
501 Server ngi NT Servi |
S0 Server Browser |NT AUTHORITYILOCAL .|

ET = = |
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e Select Mixed Mode Authentication (which includes SQL server and Windows authentication),
specify the SQL Server administrators and click Next.

Database Engine C
Specity i ion security mode. admini and data directories.
Product Key Server Configuration | Data Directories | FILESTREAM |
License Terms i B i
P Specify the authentication mode and sdministrators for the Datsbase Engine.
Microsoft Update. Authentication Mode
LEZ Bn s ©) Windaws authentication mode
Install Rules
Setup Role ® Mix (saL
Feature Selection sp(liyh mhm:mmm inis (sa) account.
Lo Enter password: |
Instance Configuration )
Server Configuration G ‘
Database Engine Configuration Specify SQL Server sdministrators
Feature Configuration Rules s
Ready to Instal have unrestricted access
Installation Pragress to the Database Engine.
Complete
[ <msek || mew» |[ conce [ e

e Verify the features to be installed and click on Install.

Ready to Install
y Server 20°
Product Key Ready to instal SQU Server 2014:
License Terms g Sy ~
Global Rules Edition: Enterprise
Microsoft Update Action: Install
Install Setup Files = Prerequisites. l’
& Already instalied:
Jescal Bulee Windows PowerShell 20
Setup Role Microsoft NET Framework 3.5
Feature Selection Microsoft NET Framework 40
o = “:::::;‘ 'mﬁmmmomm
; rosoft Visual
festance Configetion Microsoft Visus! Studso 2010 Shell
Sever Configuestion = Genersl Configuration
Database Engine Configuration = Festures
Feature Configuration Rules Ostabsse Engine Senvces
R Management Tools - Basic
: Management Tools - Complete
Ienaiaiog Progeasc = Instance configuration |
Complete Inetanca Mama MSSOI SERVER i
b< . >
Configuration file path:
[c\pre 15RINC l
[caprogr
[ <msck |[ s |[ o |[ Hep |

e Close the dialog box after the installation is complete.

Complete
Your SQL Server 2014 installation completed successfully.

Product Key

ion about the Setup operation or possil p
License Terms
Feature Status. A

Sicosl Rules © Management Tools - Complete
Mictosatt Updata {2 Management Tools - Basic Succeeded
Instal Setup Files 12 Database Engine Services Succeeded
Install Rules 1@ saL Browser Succeeded
Setup Role g SQL Writer Succeeded

. SOL Client Connectivity Succeeded b
Feature Selection
Feature Rules
Instance Configuration Details:
A Contiginhion Viewing Product Documentation for SQL Server ~
Database Engine Configuration =]

Only the components that you use to view and manage the documentation for SQL Server have =

o Th e b lbeen installed. By defaul, the Help Viewer component uses the online library. After installing

Ready to Install ISQL Server, you can use the Help Library Manager component to download documentation to
Installation Progress iyour local computer. For more information, see Use Microsoft Books Online for SQL Server
ot (<http //go. microsoft. com/fwlink/2LinkID=299578>). %

Summary log file has been saved to the following location:

rozoft SQU Server A\
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Creating a DNS service record

The Hub or Clients will locate the Enterprise Server using DNS service during an automatic lookup for the
Enterprise Server. You may also use the manual lookup but it is highly recommended that you use DNS. If
you plan on providing the Enterprise Server hostname manually during Hub and Client installation, you can

skip this section.

When a DNS service record is used, the Hub or Client will look for the service named _uniteservice._tcp
within the DNS service records _uniteservice._tcp.example.com 86400 IN O 5 443 uniteserver.example.com.
To add a DNS Service Record in Microsoft Windows:

e  Onyour DNS server, open DNS Manager.

e Expand the Forward Lookup Zones (left pane).

e Rightclick on the zone and select "Other New Records..."

o

O O O O

In Select a resource record type: select Service Location (SRV) and select Create Record.
For Service enter: _uniteservice

For Protocol enter: _tcp

For Port enter: 443

Host offering this service: Enter the hostname/IP of the Enterprise Server(s).

New Resource Record -
Service Location (SRV)
Domain: l IntelUniteDemo.com |
Service: l _uniteservice v |
Protocol: l _tep vl
Weight: 0
Port number: [E

Host offering this service:
| INTELUNITE-INF.intelunitedemo.com

[] Allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for a new name.

[ok J[ concd [ neo |

NOTE: Go to the following Microsoft link for details about configuring a DNS server to use
forwarders: https://technet.microsoft.com/en-us/library/cc754941.aspx

Intel Unite® Solution Enterprise Deployment Guide v3.3.10 88 of 96


https://technet.microsoft.com/en-us/library/cc754941.aspx

inte

Appendix B. Example of ServerConfig.xml

The ServerConfig.xml file gets created during the installation of Hub and Client components of the Intel
Unite software. The default location of the xml file is C:\Program Files (x86)\Intel\Intel Unite\Hub or
C:\Program Files (x86)\Intel\Intel Unite\Client for Hub and Client respectively.

This file gets edited when you choose Specify Server and enter the Server host name or when the Public
Key is entered manually while installing Intel Unite software on the Hub or Client.

If you wish to edit the serverconfig.xml file after the installation, navigate to the folder where the file exists
and make the necessary changes.

File Edit Format View Help

)(?xml version="1.8" encoding="utf-8"2> -~
<EnterpriseServerSettings>
<RunMode>Enterprise</RunMode>
<DefaultStandAloneValues>
<KeyValuePair>
<Key>AllowFileTransfer</Key>
<Value>True</Value>
</KeyValuePair>
<KeyValuePair>
<Key>FullScreenRoomode</Key>
<Value>true</Value>
</KeyValuePair>

<KeyValuePair>
<Key>VerifyPluginCertificateHash</Key>
<Value>true</Value>
</KeyValuePair>
<KeyValuePair>
<Key>HubLockKeyboard< /Key>
<Value>false</Value>
</KeyValuePair>
<KeyValuePair>
<Key>FullScreenRoomModeShowPin</Key>
<ValuerTrue</Value>
</KeyValuePair>
</DefaultStandAloneValues>
<Hosts>
<EnterpriseServerHost>
<ServerHost></ServerHost>
<CertificatePublicKey></CertificatePublicKey>
</EnterpriseServerHost>
</Hosts>
</EnterpriseServerSettings>

If a Server is defined in the ServerConfig.xml, it will take precedence over the DNS Service Record.
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Appendix C. Intel Unite Solution - Security
Overview

Intel Unite Software - Security Flow

This section briefly describes the security aspects of the Intel Unite application. Security aspects of the
connection are discussed for the following four steps:

1. PIN assignment

2. PIN lookup

3. Connection initiation

4. Connection approval

The following image contains a high level overview of how the Client (with Intel vPro technology) and Hub
applications securely receive PINs from the Enterprise Server, resolve PINs, and establish a connection.

) _ ]

Client A Enterprise Server
App Startup

Step1: PIN assignment - Clients request PIN from

Server, sends ClientCert hash, Client IP, Client Port,

Server returns PIN ) e eras:
Every 5 Mrutes

Step 2: PIN lookup -Client A enters Hub PIN to 4——.

connect.
Server returns Hub info to Client A

Step 3: Connection initiation- Client A negotiates
SSL connection with Hub. Verifies SSL certificate
matches hash received from Server

Step 4: Connection approval - Client A sends é‘:‘::f‘"’:“;‘ b
SHA256 (PIN + ClientCert(hub)) to Hub for approval Hash)

Hub verifies PIN & hash

S5L Encrypted Path
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Step 1: PIN Assignment

The image below shows how PINs are assigned. All network communication during this process is SSL
encrypted over a web service (TCP 443).

In addition to receiving PINs, the Hub and Client also register their connection information and a public key
to the Server. The public key is used during connection to validate that each component is communicating
with the intended target.

Note: PIN assignment for Client (with Intel vPro technology) and Hub follow the same flow.
Also note the following:

e The PIN refresh interval is configurable.

e When Hub or Client sends connection information, IP addresses in the local host (127.0.0.0/8) and
169.254.0.0/16 ranges are ignored.

e The TCP port can be configured per Client or Hub, or pushed via a profile from the Admin Portal.
The default behavior is to let the operating system assign a port.

e  Expired PINs will be allowed access for up to 15 seconds.

e Expired PINs will not be reassignment for up to 5 minutes after expiration to ensure that users
don't accidentally connect to the wrong display.

Step1: PIN assignment — Clients request
PIN from Server, sends ClientCert hash, L
Client IP, Client Port, Server returns PIN —
and configuration data

Enterprise Server
Client A

PIN assignment A: Client Info Smmmm—

Client A sends clientinfo (cert hash, IP, port)

PIN assignment B:
Server randomly selects a row with ExpireTime in the
past. If no row is found, NULL is returned.

PIN assignment C:
Server puts Client info into PIN row. Sets Expire Time to
Now+5 minutes

PIN assignment D:

Server retuns newly assigned PIN, or NULL if no PIN is

available

SSL Encrypted Path
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Step 2: PIN Lookup

The image below shows how PINs are resolved by the Enterprise Server. All network communication during
the PIN lookup processes is SSL encrypted over a web service (TCP 443).

When a user enters a PIN of the target in the Client, the Client sends the PIN to the Enterprise Server to
obtain the connection information. On a successful lookup, the Enterprise Server returns the valid
connection information of the target. The target can either be a Hub or a Client (with Intel vPro technology)
running the Intel Unite software.

In addition to receiving connection information, the public key of the target is also given, so that the Client
application can validate that it is communicating with the correct target.

NOTE: PIN lookup for Hub and Clients follows the same flow.

pin to connect.
Enterprise Server returns Hub client info
to client A

Step 2: PIN lookup — User A enters Hub _f
e

m

Enterprise Server
Client A

PIN lookup A:

Client A sends user entered PIN to Server T _

12302014 1:34pm Capipert amr.corpmELom

gz camgy>

PIN lookup B:

Server queries database for PIN that is not
e 129014 2560m  Refoote mobde ame o makcam
PIN lookup C:

If PIN not found, request is logged for back off
(IP Address), back off applied

PIN lookup D:

Server returns client info, or NULL if PIN expired Client Info

S5L Encrypted Path

PIN Lookup Back off

To prevent attackers from trying to harvest PINs from the Enterprise Server, failed attempts are logged. A
user can have up to 3 failed attempts in a 10 second period before the back off mechanism begins
enforcing a delay in responses (2”x seconds, where x=number of failed attempts within a 5 minute period).
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Step 3: Connection Initiation

The image below shows how a connection is initiated. The Client initiates a TCP peer-to-peer connection
with the target (a Hub or a Client with Intel vPro technology running the Intel Unite software), and starts an
SSL handshake. The certificate provided by the target is hashed and compared against the hash the Client
received during step 2. This type of validation prevents attacks and also prevents situations where IP
addresses of DHCP Clients may change.

Step 3: Connection initiation— Client A
negotiates SSL connection with Hub.
Verifies SSL certificate matches hash
received from Server

Client A Enterprise Server

Connection approval A:

Client A sends connection request to Hub on
IP:Port received from Server AL
Connection approval B: e andehce
Initiate SSL handshake ((NET SSLStream) T

Connection approval C:
Client A compares Hub SSL certificate A
against the Hub hash received from Server.

Connection approval D:
o Connection
If hashes match_ SSL connection is good else
drop the connection.

SSL Enarypted Path
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Step 4: Connection Approval

The image below shows how the connection is established between the client and the target, which could
be a Hub or a Client (with Intel vPro technology) running the Intel Unite software. Once the target verifies
the PIN and Client certificate, it accepts the connection and a connection is established between the client
and the target.

Step 4: Connection approval - Client A
sends SHA256 (PIN + ClientCert(Hub)) to
Hub for approval

Client A Enterprise Server

Step 4: Connection approval - Client A sends
SHA256 (PIN + ClientCert(Hub)) to Hub for approval

Connection approval A: SHA256(PIN
Client A generates hash of Hub PIN and Hub + hash)
cert (retrieved from Server in step 2)

Connection approval B:

Client A sends hash to Hub Hub var;ifiis PIN &
as|

Connection approval C:
Hub checks hash for validity

Connection approval D:
If PIN and hash match, Client C approves
connection with client A

SSL Encrypted Path

Prompt for
Connection Accept it
set
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Appendix D. Intel Unite Solution - Load

Balancer

This section briefly describes how to work around the PIN back off behind load balancer/proxy.
If you are behind a load balancer, you will want to make sure the SQL stored procedure
dbo.spGetPinBackoffTime always returns a O.

Note: Intel recommends the implementation of alternative methods of protection from Denial of Service
attacks or other security attacks when disabling the back off mechanism.

Steps:

e Alter the stored procedure dbo.spGetPinBackoffTime. You can comment out everything and just
use “select 0" at the end.

e  Execute the script.
If you are not behind a load balancer, you will want to make sure that the stored procedure is left

as the default.

Connect~ 3 30 m 7 E "

ynanyms A

rogrammability

1 Stored Procedures

[ [ System Stored Procedures

- dbo.spAddClientMetaData

: dbo.spAddClientProperty

: dbo.spAddHubToMeeting

: dbo.spAddMeeting

B dbo.spCheckPin
dbo.spCleanMeetings

B dbo.spClearClientPropertie

- dbo.spCountsByDay

: dbo.spCountsByFODN

: dbo.spCountsByFQDNANd

: dbo.spDeleteClient =

B dbo.spDeleteClientMetaDa:

: dbo.spFODNs

: dbo.spGetClientMetaData

- dbo.spGetClients

: dbo.spGetMeetingHub

: dbo.spGetMeetingHubByF!

: dbo.spGetMeetingHubProg

: dbo.spGetMeetingHubsByl

: dbo.spGetMeetingInformal

: dbo.spGetPin

|

: dbo.spGetProfile

1 1 dbosnl oobetric

USE [UniteServer]

GO

frEEEE Object: StoredProcedure [dbo].[spGetPinBackoffTime] Script Date: 9/29/2016 3:27:54 PM *****
SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

SJALTER PROCEDURE [dbo].[spGetPinBackoffTime]
-- Add the parameters for the stored procedure here
fisource nvarchar(255)
AS
-| BEGIN
-] ---- SET NOCOUNT ON added to prevent extra result sets from
---- interfering with SELECT statements.
--SET MOCOUNT ONj;
--declare @failCount int

---- Insert statements for procedure here
--SELECT @failCount = count(*) from tblPinRequestlog where Sourceld = (@source and [Timestamp] > DATEA

--SET @failCount = @failCount - 5 --Free failures allowed

--if (@failCount > @)

-- begin

-- select POWER(2, @failCount)
-- end

--else

-- begin

-- select @

-- end

select @
END
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Appendix E. Google Admin* Setup for
Client Configuration

The following steps describe how to configure the Intel Unite® software using Google Admin* when Intel
Unite clients are under domain management.

1. From Google Admin, click Device Management.

2. Click Chrome Management.

3. Click App Management.

4. Select the Intel Unite® software icon.

5. Select User Settings.

6. Select the organization from the Orgs list.

7. Make desired configuration changes, or to upload a configuration file, click Upload Configuration

File.

The configuration file is in JSON* format. Following is an example of what is in a configuration file:
{"managedEnterpriseServer":{"Value":"yourServer.yourDomain.
com"},"managedEnableWebrtc":{"Value":false}}

Currently, two settings can be set using the configuration file:

o managedEnterpriseServer—A text field labeled Unite Enterprise Server. If set to anything
other than blank, then it is used as the enterprise server for the app, and it overrides and
disables the enterprise server field in the settings.

o managedEnableWebrtc—A Boolean toggle labeled Enable WebRTC. If set to true, the
app uses WebRTC (if available on the hub) rather than RFT.

8. Click Save.
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