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RT3EXO20E RAID cards shipped with incorrect, Legacy only FW.
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Products Affected
Product Name
RT3EX020E
LCY1204IRA20606 LCY2208LRA4850H LCY2224NX348509
LCY1204KRA60501 LCY2208LRA4850I LCY2224NX348509
LCY1212IRA0960B LCY2208LRA4850) LCY2224NX348509
LCY1212IRA0960C LCY2216NX142500 LCY2224NX34850A
The Intel® Data | LCY1212IRA0960D LCY2216NX248500 LCY2224NX34850I
Center Blocks LCY2208IRA17500 LCY2224NX120600 LCY2224NX34850N
(Intel® DCE) LCY2208IRA17501 LCY2224NX142500 LCY2312KRA18600
LCY2208IRA18502 LCY2224NX342500 LCY2312LRA42000
LCY2208IRA18601 LCY2224NX342501 LCY2312LRA46002
LCY2208IRA18602 LCY2224NX342502 LCY2224NX3XX201
LCY2208LRA4850G LCY2224NX342503 LCY2224NX3XX502
Description

The RT3EX020E M.2 Boot RAID card should ship with FW 2.3.24.1008 however a number of cards shipped with Legacy
only FW 2.3.0.1078

Root Cause
This is an incoming factory excursion resulting in some cards with the incorrect FW being placed in inventory and

shipped to customers.

Impact Diagnostic:
The 2.3.0.1078 firmware lacks the uEFI Hii option ROM interface which allows the RAID card to be configured in BIOS

setup. The 2.3.0.1078 firmware only has Legacy option ROM and POST configuration support.

To check what firmware version is installed, in BIOS setup navigate to ADVANCED > PCl Configuration > uEFI Option
Rom control and scroll to the bottom of the screen. You should see the Marvell Boot optimized M.2 RAID controller.
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UEFI Option ROM Control UEFT Option ROM Control

T
Manage Marvell Boot
optimized M.2 Raid
controller
Configuration.

iSCSI Configuration
Intel (R} Ethernet Metwork Adapter X710-T2L for OCP
3.0 - B4:96:91:A6:18:7E Slot:0x0103

IPv6 Network Configuration

IPu4 Network Configuration

HITP Boot Configuration

ULAN Configuration
Intel (R} Ethernet Metwork Adapter Kv10-TL -
B4:96:91:A6:18:7F Slot:0x0103

TPub Network Configuration

TPv4 Netuork Configuration

HITP Boot Configuration

ULAN Configuration
Storage Controller

arvel]l Boot optimized M.2 Raid cowtroller

F10=Save Changes and Exit F9=Reset to Defaults
<Enter>=3elect Entry Esc=Exit

Tl=Hove Highlight

Configure network
parameters.
(MAC : B49691A61B7F)

NIC Controller
iSCST Configuration
Intel (R} Ethernet Metwork Adapter K710-TZL for OCP
3.0 - B4:96:91:A6:18:7E Slot :0x0103

IPu6 Network Configuration

HITP Boot Configuration

ULAN Configuration

IPu4 Network Configuration
Intel (R} Ethernet Metwork Adapter K710-TL -
B4:96:91:A6:18:7F Slot:0x0103

IPub Metwork Configuration

HTTP Boot Configuration

ULAN Configuration

TPud Metwork Configuration

F10=Save Changes and Exit F9-Reset to Defaults

Ti=Hove Highlight <Enter>=Select Entry Esc=Exit

opuright (c) 2006-2022, Intel Corporation

2.3.24.1008 FW

opyright (c) 2006-2022. Intel Corporation

2.3.0.1078 FW

If this screen is not present, the FW needs to be updated to the 2.3.24.1008 FW to allows either Legacy or EFI Hii
configuration as determined by the server's operational mode.

When updated, the firmware level can be displayed by pressing enter at the screen above to confirm the correct FW
load.

RAID Adapter Informatiom

Production Mame

Uen and Dev IDs
Sub Ven and Dev IDs

Indicates production
nanme of the
controller.

Marvell Boot optimized
M.2 Raid controller
1B4B:9230

1B4B:9230

Revision ID Al

Package Versiom 2.3.24.1001

Firmuware Uersion Z2.3.24.1008

Loader Version 2.1.00.1009

Option ROM Version 0.0.24.1001

UEFI Driver Uersion 1.1.24.1001

Hii Driver Versiom 0.0.24.1001

Supported Mode RaID1

PCI Seg Bus Dev Func 03100

Adapter Key FFFFFFFFFFFFFFFF : FFFFFFFF

F10=Save Changes and Exit F9=Reset to Defaults
Esc=Exit
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T1=Move Highlight
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Corrective Action / Resolution

A FW update package is currently available from Intel Customer Support team.

Web Posting of package is pending.

Searching for fsO:\startup.nsh

Tupe LIN sh to boot to live linux for use with the HUCLI tool

Once Linux has booted type:
cd Arun/initranfs/memory/datasmucli_uttility/cli
To install the MUCLI driver tuype:
sh install.sh
Enter the MUCLI shell by Tuping:
mucli
once in the shell you can use several commands
help command
help
HBA info command
info -o hba
Drive info command
info -o pd
Flash drive FUl commands

pdflash -i0 -f KC311132_¥B4B1007_signed.bin

pdflash -il -f

Tupe RT3EXKOZ0E.n

Edit the last line of startup.nsh to awtorun FW updates
FSO:\> _

Searching for fs0:\startup.nsh
Located startup.nsh in fs0:\
Turn off CPU accessttt

removing £50:\U02000L_V020005_9230_FU-2.3.24.1008\bin\setparn.nsh

- [ok]

>>The file name is Imagefl.bin and its size i
Turn off CPU accessttt

0. Uen:DevlD=1b4b:9230 SubVen:DeuvlD=1b4b:9230 => Bus=31, Dev=0, Fun=0

Erase block 001ff000
Urite address 001ff000

Urite file is successful??
Powering down in 5 seconds
removing fs0:\shell.flag

- [ok]

Stall for 10000000 u3

For CTO factory builds a 100% screen has been put in place to catch any system with this card assembled after

1/20/2023.

Contact your local Intel Sales Representative if you require more specific information about this issue.
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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED,
BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS
PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER
AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS
INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR
INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal
injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU
SHALL INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS,
OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE
ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR
DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL ORITS
SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS
PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves these for future
definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The
information here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.
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