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Possible data integrity issues on Intel® Embedded Server RAID Technology
[l with NCQ enabled SATA drives.

Products Affected
All the Intel server boards using the Intel® Embedded Server RAID Technology Il (ESRT2) with Native Command Queuing
(NCQ) enabled SATA drives.

Intel® Server Board S2600KI
Intel® Server Board S2600KP
Intel® Server Board S2600KPF
Intel® Server Board S2600KPFR
Intel® Server Board S2600KPR
Intel® Server Board S2600KPTR
Intel® Server Board S2600TP
Intel® Server Board S2600TPF

Intel® Server Board S1200BTLR
Intel® Server Board S1200BTLRM
Intel® Server Board S1200BTSR
Intel® Server Board S1200KP
Intel® Server Board S1200KPR
Intel® Server Board S1200SPL
Intel® Server Board S1200SPO
Intel® Server Board S1200SPS

Intel® Server Board S2400GP2
Intel® Server Board S2400GP4
Intel® Server Board S2400LP

Intel® Server Board S2400SC2
Intel® Server Board S2600C0O4
Intel® Server Board S2600COE
Intel® Server Board S2600CP2
Intel® Server Board S2600CP4

Intel® Server Board S1200V3RPL

Intel® Server Board S2600CW?2

Intel® Server Board S2600TPFR

Intel® Server Board S1200V3RPM

Intel® Server Board S2600CW2R

Intel® Server Board S2600TPR

Intel® Server Board S1200V3RPO

Intel® Server Board S2600CW2S

Intel® Server Board S2600WP

Intel® Server Board S1200V3RPS

Intel® Server Board S2600CW2SR

Intel® Server Board S2600WPF

Intel® Server Board S1400FP2

Intel® Server Board S2600CWTR

Intel® Server Board S2600WPQ

Intel® Server Board S1400FP4

Intel® Server Board S2600CWTSR

Intel® Server Board S2600WT2

Intel® Server Board S1400SP2

Intel® Server Board S2600GL

Intel® Server Board S2600WTT

Intel® Server Board S1400SP4

Intel® Server Board S2600GZ

Intel® Server Board S4600LH2

Intel® Server Board S1600JP2

Intel® Server Board S26001P4

Intel® Server Board S4600LT2

Intel® Server Board S1600JP4

Intel® Server Board S26001P4L

Intel® Workstation Board W2600CR2

Intel® Server Board S2400BB4

Intel® Server Board S2600JF

Intel® Workstation Board W2600CR2L

Intel® Server Board S2400EP2

Intel® Server Board S2600JFF

Intel® Server Board S2400EP4

Intel® Server Board S2600JFQ

This list only includes the last two generations of server boards, older server boards including the Intel® Embedded Server

RAID Technology Il are affected too.

Description

Intel has found a problem on the ESRT2 drivers that might cause data corruption when the controller is under simultaneous

heavy 10 and non-10 workloads; the problem was found on all the versions of the driver released previous to

v17.01.2016.0216. This problem can only be reproduced on NCQ enabled SATA drives, the non-NCQ SATA drives and the

SAS drives are not affected.
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Root Cause

The ESRT2 driver has a defect where a local buffer attached to a non-10 pass through command is not freed. Under heavy 10 operations and
non-10 operations, the driver may not properly handle certain interrupts causing the same local buffer to be reused in two commands and
corrupt the 10. Simultaneous heavy 10 and non-10 commands to NCQ enabled SATA drives might results in Data Integrity issues.

Corrective Action/Resolution
Intel has removed all the affected ESRT2 driver versions and published the new ESRT2 drivers with the fix for this problem. The new driver
version is v17.01.2016.0216.

Intel Recommendations
Intel recommends the impacted customer to update the ESRT2 driver to v17.01.2016.0216, which is available at
https://downloadcenter.intel.com/. Both Linux and Windows versions are available.

Please contact your Intel Sales Representative if you require more specific information about this
issue.
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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE,
EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS
GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR
SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR
IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR
WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR
INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT. Copyright ©
2016 Intel Corporation. * Other names and brands may be claimed as the property of others.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in
personal injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION
CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES,
SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH,
HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES
ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR
DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR
ITS SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL
PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined".

Intel reserves these for future definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising
from future changes to them. The information here is subject to change without notice. Do not finalize a design with this
information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.

Product Collaboration and Systems Division
Intel Corporation
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