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Notice: This document contains information on products in the design phase of development. The information here is subject to 
change without notice. Do not finalize a design with this information.  

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, 
BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED 
IN INTEL’S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL 
DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY 
OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, 
COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT. 

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal 
injury or death. SHOULD YOU PURCHASE OR USE INTEL’S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU 
SHALL INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, 
OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND REASONABLE 
ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY, PERSONAL INJURY, OR 
DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR 
WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.  

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the 
absence or characteristics of any features or instructions marked “reserved” or “undefined.” Intel reserves these for future 
definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The 
information here is subject to change without notice. Do not finalize a design with this information.  

Intel software products are copyrighted by and shall remain the property of Intel Corporation. Use, duplication, or disclosure is 
subject to restrictions stated in Intel’s Software License Agreement, or in the case of software delivered to the government, in 
accordance with the software license agreement as defined in FAR 52.227-7013.  

The products described in this document may contain design defects or errors known as errata which may cause the product to 
deviate from published specifications. Current characterized errata are available on request. No product or component can be 
absolutely secure. 

The code names presented in this document are only for use by Intel to identify products, technologies, or services in development 
that have not been made commercially available to the public, i.e., announced, launched, or shipped. They are not "commercial" 
names for products or services and are not intended to function as trademarks.  

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order. 

Copies of documents which have an order number and are referenced in this document, or other Intel literature may be obtained by 
calling 1-800-548-4725 or by visiting Intel’s website at http://www.intel.com/design/literature.htm. 

Intel processor numbers are not a measure of performance. Processor numbers differentiate features within each processor family, 
not across different processor families. See http://www.intel.com/products/processor_number for details.  

Intel is a trademark of Intel Corporation or in the US and other countries.  

* Other brands and names may be claimed as the property of others.  

Copyright © 2019 Intel Corporation. All rights reserved. 
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1   Introduction 
Bluetooth® technology has been part of the Intel® Wireless products for many years and is 
now prevalent in laptops and desktops. Some of the main usages of Bluetooth on the PC 
are; providing access to a wireless keyboard and mouse, streaming audio to headphones or 
speakers, performing data transfers or providing location services. 

Billions of Bluetooth devices are shipped annually, and shipments are projected to grow 
steadily over the coming years. 

The number of threats to the Bluetooth wireless technology also continues to grow, with 
new attack vectors over the wireless network such as denial of service (DoS), 
eavesdropping, man-in-the-middle (MITM) attacks etc. 

 

The Bluetooth communication between two connected devices typically involves the 
following components on both sides of the link: a hardware Bluetooth Controller and a 
software Bluetooth Host with Bluetooth Profiles/Services that are typically part of the 
Operating System. 

 

To improve the security of Bluetooth implementations, Intel highly recommends that the 
guidelines/security recommendations described in the ‘Guide to Bluetooth Security, NIST 
Special Publication 800-121 Revision 2’ [ref 1] are followed. 

 

In response to the ‘CVE-2019-9506’ vulnerability [ref 2] describing a MITM attack during the 
encryption key size negotiation procedure and the published ‘Bluetooth Expedited Errata 
Correction 11838: Encryption Key Size Updates’ from the Bluetooth SIG [ref 3], Intel 
provides the recommendations below. 
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2   Encryption Key Size 
Recommendations 

 

According to the NIST paper [ref 1, section 3.1.3] 

“The encryption key (KC) may vary in length in single byte increments from 1 byte to 16 
bytes in length, as set during a negotiation process that occurs between the master and 
slave devices. During this negotiation, a master device makes a key size suggestion for the 
slave. The initial key size suggested by the master is programmed into the controller by the 
manufacturer and is not always 16 bytes. In product implementations, a “minimum 
acceptable” key size parameter can be set to prevent a malicious user from driving the key 
size down to the minimum of 1 byte, which would make the link less secure.” 

 

NIST also states [ref 1, section 4.4, item #23] 

Item Security Recommendation Security Need, Requirement, or 
Justification 

23 Configure encryption key 
sizes 

to the maximum allowable. 

Using maximum allowable key sizes 

provides protection from brute force 

attacks. 

 

Intel Bluetooth Controller implementations support encryption key sizes from 1 byte to 
16 bytes in length supported by the Bluetooth specification. Intel Bluetooth Controllers 
always use the maximum allowed key size supported by the specification as the initial key 
size for the negotiation process. 

Intel highly recommends that Bluetooth Controllers use the highest allowable value for 
the encryption key size. 

 

From the Bluetooth SIG Errata [ref 3, Volume 3, Part C: Generic Access Profile] 

“A device shall enforce an encryption key with at least 128-bit equivalent strength for all 
services that require Security Mode 4, Level 4. For all other services that require encryption, 
a device should [emphasis added] enforce an encryption key with at least 56-bit equivalent 
strength, irrespective of whether the remote device supports Secure Simple Pairing.  

After encryption has been enabled, the Host should check the encryption key size using 
either the HCI_Read_Encryption_Key_Size command (see [Vol 2] Part E, Section 7.5.7) or a 
vendor-specific method.” 

Intel highly recommends that the Bluetooth Host use the highest allowable value for 
encryption key sizes for all services that employ encryption. 

Intel Bluetooth Controller implementations support the HCI_Read_Encryption_Key_Size 
command to allow the Bluetooth Host to enforce minimum encryption key sizes. 
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3   Summary 
 

Intel highly recommends that all components participating in a secure Bluetooth 
connection (Bluetooth Controller, Bluetooth Host and Profiles/Services) employ the highest 
level of encryption. 

 

 


