
DISCLAIMER 
 

Intel® NUC Kit DC53427HYE 
 

Embedded Host Based Configuration “EHBC” Disclaimer Statement 

NOTICE:  PLEASE READ THIS EMBEDDED HOST BASED CONFIGURATION “EHBC” DISCLAIMER STATEMENT (“DISCLAIMER”) 
CAREFULLY.  BY USING, LOADING, PROVISIONING, OR DISTRIBUTING AN INTEL® NUC KIT DC53427HYE (“BOARD”) YOU 
ACCEPT AND AGREE TO BE BOUND BY ALL THE TERMS AND CONDITIONS OF THIS DISCLAIMER.  YOU AGREE THAT THIS 
DISCLAIMER IS ENFORCEABLE AGAINST YOU AND ANY LEGAL ENTITY THAT OBTAINS A BOARD AND ON WHOSE BEHALF 
IT IS USED.  YOU AGREE THAT YOU ARE BOUND BY THIS DISCLAIMER WHETHER YOU ARE ACTING ON YOUR OWN 
BEHALF OR ON BEHALF OF A THIRD PARTY AND THAT YOU HAVE THE AUTHORITY TO BIND THAT ENTITY AND ITS 
AFFILIATES TO THESE TERMS AND CONDITIONS.  YOU AGREE THAT ANY OF YOUR AGENTS, REPRESENTATIVES, 
EMPLOYEES, OR ANY PERSON OR ENTITY ACTING ON YOUR BEHALF WILL BE BOUND BY, AND WILL ABIDE BY, THESE 
TERMS AND CONDITIONS. IF YOU DO NOT AGREE WITH THESE TERMS AND CONDITIONS OR YOU DO NOT HAVE THE 
AUTHORITY, DO NOT USE, LOAD, PROVISION OR DISTRIBUTE THIS BOARD. 

 
This Disclaimer is intended for the customer who has purchased this Intel® vPro™ technology motherboard with Embedded Host Base 
Configuration (“EHBC”) capability to make sure that they understand the EHBC capability, security and privacy terms for EHBC, 
Security risks associated with EHBC and Security mitigation plans for EHBC.  

Security and Privacy terms for EHBC 

1. EHBC capability typically provided by Intel in a disable mode as default.  The Board you purchased has been enabled with 
EHBC at manufacture and will be provided to you with EHBC enabled. 

2. EHBC requires provisioning at a staging area before deployment in your environment.  Intel does not recommend to 
deployment of un-provisioned EHBC enabled systems. 

3. Deploying an un-configured EHBC enabled device may create a potential security risk to your environment and should be 
avoided as it could be configured by unauthorized entities. 
 

Security Mitigations 

1. OEMs providing Intel vPro technology systems with EHBC should provide training or information to their customers about 
EHBC including technical capability, recommended deployment methods and share this statement. 

2. EHBC requires provisioning at a staging area before deployment and it is not recommend to deploy un-provisioned EHBC 
enabled systems. 

3. Deploying an un-configured EHBC enabled device is potential security risk and is to be avoided as it could be configured by 
unauthorized entities. 

 
YOU AGREE TO CONFIGURE EHBC ON ANY BOARD PRIOR TO DEPLOYMENT AND USE OF THE BOARD FOR YOURSELF OR 
ANY OTHER PARTY YOU MAY PROVIDE AN EHBC ENABLED DEVICE.  YOU UNDERSTAND AND ACKNOWLEDGE THAT:  (I) 
DEPLOYING AN UN-CONFIGURED EHBC ENABLED DEVICE MAY CREATE A POTENTIAL SECURITY RISK TO YOUR 
ENVIRONMENT, INCLUDING POSSIBLE CONFIGURATION AND USE OF THE SYSTEM BY UNAUTHORIZED ENTITIES, (II) 
PROVIDING EHBC ENABLED DEVICES TO A CUSTOMER WHO MAY NOT BE AWARE OF RECOMMENDED DEPLOYMENT 
METHODS FOR EHBC ENABLED SYSTEMS IS A POTENTIAL SECURITY RISK AND IS TO BE AVOIDED, AND (III) A CUSTOMER 
WHO INTENTIONALLY PURCHASES EHBC ENABLED DEVICES, BUT DEPLOYS THEM WITHOUT PROVISIONING MAY EXPOSE 
THE SYSTEM FOR A POTENTIAL UNAUTHORIZED HOST AGENT LIKE VIRUS OR WORM TO PROVISION AN UN-PROVISIONED 
SYSTEM AND TAKE CONTROL OF THE SYSTEM USING FEATURES LIKE INTEL® AMT KVM OR IDE-R.  YOU AGREE THAT 
NEITHER INTEL NOR ITS SUPPLIERS SHALL BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT 
LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, 
OR OTHER LOSS) ARISING OUT OF FAILURE TO CONFIGURE THE EHBC PRIOR TO USE OR DEPLOYMENT.  FUTTHER YOU 
AGREED TO DEFEND, INDEMNIFY AND HOLD HARMLESS INTEL AND ITS SUPPLIERS FROM ANY COSTS, LIABILITY OR 
DAMAGES FROM ANY THIRD-PARTY CLAIM BASED UPON YOUR FAILURE TO CONFIGURE THE EHBC PRIOR TO 
DEPLOYMENT OR USE.  AFTER READING THIS DOCUMENT, IF A CUSTOMER HAS ANY QUESTIONS, THEY ARE 
ENCOURAGED TO TALK TO THE OEM. 
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