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order.

Intel and Intel Core are trademarks of Intel Corporation in the U.S. and/or other countries.
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Product Identification Information

Intel® Compute Stick Identification Information

Intel Product Code | MM# Differentiating Features
BLKSTK2MV64CC 944715 Stick with US, UK, EU, AU power adapters, no OS
BLKSTK2MV64CCL | 947056 Stick with CN, IN, BR, AR, KR power adapters, no OS

E NOTE

In this document, the use of “Intel Compute Stick” will refer to the STK2ZMV64CC and
STK2MV64CCL versions of the Intel Compute Stick.
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Preface

Configuration of a personal computer for use with Intel® Active Management Technology (Intel®
AMT) typically involves an initial setup using wired LAN, even if the user intends to use Wireless
LAN (WLAN) for management. As the Intel Compute Stick does not contain a wired LAN device,
this presents a challenge. This configuration guide provides instructions for setting up Intel AMT
on the Intel Compute Stick using only WLAN. It does not provide details on Intel AMT nor on
other Intel vPro technologies.

Intended Audience

The guide is intended to provide detailed instruction about how to configure Intel AMT on the
Intel Compute Stick using only WLAN. It assumes some basic knowledge of Intel AMT and other
Intel vPro-related technologies. It is specifically not intended for general audiences.

What This Document Contains

Chapter Description
1 Product description of the Intel Compute Stick
2 Intel AMT configuration of the Intel Compute Stick

Typographical Conventions

This section contains information about the conventions used in this specification. Not all of
these symbols and abbreviations appear in all specifications of this type.

Notes, Cautions, and Warnings

NOTE

Notes call attention to important information.

CAUTION

Cautions are included to help you avoid damaging hardware or losing data.
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1 Product Description

1.1 Overview

Intel® Compute Stick STK2MV64CC/L contains the features necessary to fully support Intel® Active
Management Technology (Intel® AMT). These include:

e Intel® Core™ m5-6Y57 Processor

e Intel® Wireless-AC 8260 + BT 4.2

e Support for Intel® Virtualization Technology (Intel® VT-x)

e Support for Intel® Virtualization for Directed 1/O (Intel® VT-d)
e Support for Intel® Trusted Execution Technology (Intel® TXT)
e Discrete Trusted Platform Module (TPM) v2.0.

This guide makes extensive use of Intel® Setup and Configuration Software (Intel SCS) AMT
Configuration Utility (ACU) Wizard for initial configuration of the Intel Compute Stick. The ACU
Wizard can be found in either the Configurator Download Package or in the full Intel SCS Download
Package.

For information about... Refer to:
Support for Intel Setup and Configuration http://www.intel.com/content/www/us/en/support/software/m
Software anageability-products/intel-setup-and-configuration-software-
intel-scs.html

Downloads for Intel Setup and Configuration https://downloadcenter.intel.com/download/26505/Intel-
Software Setup-and-Configuration-Software-Intel-SCS-?product=39104



http://www.intel.com/content/www/us/en/support/software/manageability-products/intel-setup-and-configuration-software-intel-scs.html
http://www.intel.com/content/www/us/en/support/software/manageability-products/intel-setup-and-configuration-software-intel-scs.html
http://www.intel.com/content/www/us/en/support/software/manageability-products/intel-setup-and-configuration-software-intel-scs.html
https://downloadcenter.intel.com/download/26505/Intel-Setup-and-Configuration-Software-Intel-SCS-?product=39104
https://downloadcenter.intel.com/download/26505/Intel-Setup-and-Configuration-Software-Intel-SCS-?product=39104

2 Product Configuration

2.1 Overview

Intel AMT can be provisioned in two different modes: Client Control Mode (CCM), also called Host
Based Configuration (HBC), and Admin Control Mode, or ACM. This guide will focus on using the Intel
ACU (AMT Configuration Utility) Wizard to configure the Intel Compute Stick in CCM.

Assumptions:
e Windows* 10 Pro is installed with the latest drivers and BIOS available from Intel
Download Center.
e Intel AMT has not been previously configured on the Intel Compute Stick (first-time
configuration).

For information about... Refer to:

Intel Compute Stick BIOS and Drivers https://downloadcenter.intel.com/product/91979/

2.2 Configuring Intel AMT

1. Power on the Intel Compute Stick and boot into Windows.

2. Check to see if Windows .NET Framework 3.5 is enabled (Control Panel - Programs and
Features — Turn Windows features on or off). Enable it and reboot if not.

3. Copy the ACU_Wizard folder from the Intel SCS or Configurator package (from 1.7 Overview)
onto the Intel Compute Stick.

4. Run the ACUWizard.exe as administrator (

5. Figure 1).

| ﬂ = | Application Tools ACU_Wizard
Home Share View Manage
« v 4 > SETUP (D) » ACU Wizard »
# Quick access MNarne - Date medified Type Size
[ Desktop helpfiles File folder
4 Downloads 5] acu.di Application extens...
) Documents B9 acuw: o Application
[ acuy pen CONFIG File
= Pictures &) AMT[ % Fun 25 administrator Application extens...
J’i Music [ Authe Troubleshoot compatibility Application sxtens...
B videos %] Consd Pin to Start Application extens...
& OneDrive [] helpR Scan with Windows Defender... HTM File
Q Intel(R Send to PDF File
3 This PC %] IntelG Application extens...
. SETUP (D) %] Intero E:t Application extens...
|%] Profil ad Application extens...
i Network 4] Profilg Create shartcut Application extens...
%] SesCol Delete Application extens...
4] sesstr Rename Application extens...
%] scsul Application extens...
=] scsud TS Application extens...
% SCSWizardLogic.dll Application extens...
|%] System.ComponentModel.Compaosition.... Application extens...
= ACUConfig Text Document
20items 1 item selected 4.48 MB



https://downloadcenter.intel.com/product/91979/

Figure 1. Launching ACUWizard.exe as administrator

6. Click “Configure/Unconfigure this system” (Figure 2).

Intel® AMT Configuration Utility X

Welcome to the Intel® AMT Configuration Utility ( intel

M,.] Configure/Unconfigure this System

L i_] Create Settings to Configure Multiple Systems

+7

(7) so.to Quick Start Guide Version 11.1.0
Figure 2. Intel ACU Welcome Screen

7. Verify that the system is configurable by clicking the “System Info...” button (Figure 3).
Intel ® AMT Configuration Utility

intel' AMT Configuration Options

Select the task you want to perform on this system:

@ Configure via Windows
Configure Int=k@ AM

System Information

() Configure via a USH
Crete = setup e on Intel® AMT State

Intel® AMT on this system: Supported
Unconfigure System configuration state: Mot configured

Unconfigure Intel@ A
Intel® AMT Information

Release: 11.0.0
uuID: 3FCOCCBF-51E0-4310-BB78-B0BDEDA4A909
Client Control mode: Supported

Figure 3. Intel ACU System Information - Verifying Configuration State



8. Select “Configure via Windows", then “Next” (Figure 4).

ntel ® AMT Configuration Utility —

Configuration Options

Select the task you want to perform on this system:

[ @ Configure via Windows ]

Configure Intel® AMT using Windows (no reboot required).

() Configure via a USB key
Create a setup file on a USE key to configure Intek® AMT when the system is rebooted,

Unconfigure
Uncenfigure Intel® AMT.

Intel® AMT is not configured on this system, | SystemInfo...

Figure 4. Intel ACU Configuration Options

9. Inthe “Configure via Windows" window, select the “Edit Configuration...” button (Figure 5).

Intel® AMT Configuration Utility -

Configure via Windows

To configure this system, enter the Admin Password and dlick Next.

Admin Password Configuration Details

Current Password: o Profile Type: Intel AMT

R o Network Settings
i FQDN will be the same as the Primary DNS FQDN
Confim Passward: 1Pl e i om DACP

Network Configuration
WiFi
Enable synchronization of Intel@ AMT with host platform WiFi profiles

System Settings
Enabled Management Interfaces:

s WebUI
s Serial Over LAN
* IDE Redirection
. KM

BFR nasawnrd nat defined
MNetwork Settings <

[ Override default settings IL Network Settings... | ( Reset to Default Profile )

Figure 5. Intel ACU - Configure via Windows



10. Set up your wireless profile using the Configuration Profile Wizard (
11. Figure 6 - Figure 10).

Getting Started

Getting Started

Profile Scope !

Optional Settings This wizard creates a profile to configure multiple systems that are enabled with Intel® AMT. The profile

. determines the management settings of the systems. These settings will be applied to all systems

seqranon configured with this profile.

A ‘ontrol List

Ham:

Remate Access

Transport Layer Security
Network Canfiguration

System Settings

Finish Description:

T ———
Figure 6. Intel ACU - Configuration Profile Wizard Welcome Screen

Configuration Profile Wizard

Optional Settings

Select the settings that you want to configure. On configured systems, settings
BT that are not selected will ba removed from the system during configuration.
Profile Scope [] Active Directory Integration

Allow Intel® AMT to use security features of Active Directory
[] Access Control List (ACL)

Assign customized access levels to the systems based on users and groups
[[] Home Domains

Define trusted domains where the Intel® AMT functionality will be available
Access @ | Remote Access

Transport Layer Security Enable Intel® AMT systems outside of the enterprise network to communicate with
management consoles via a Management Presence Server (MPS)

[] Transport Layer Security (TLS)
Use the TLS protocol to encrypt and authenticate communication with the systems
MNetwork Configuration
Select at least one of the following items:
WiFi Connection
WiFi network settings

Netwark Configuration
System Settings
Finish

© | wired 802.1x Authentication

802. Ix authentication settings for wired LAN only
@ | End-Point Access Control (EAC)

EAC settings used to authenticate system status

Figure 7. Configuration Profile Wizard: Optional Settings




Configuration Profile Wizard

Optional Settings: Network Configuration

WiFi Connection
Getting Started Allow WiFi connection without 3 WiFi setup @

Profile Scope (@) Allow WiFi connection with the following VWiFi setups:

Optional Settings

) 802, 1x EAC
+ ‘ WiFi Setup Name Authentication Compatibility

Integration

Control List *

Remote Access
Enable synchronization of Intel® AMT with host platform WiFi profiles

ayer Security
[[] Enable WiFi connection alse in 51-55 operating system power states

System Settings

Wired 802.1x Authentication
Finish

802. 1x Setup Name:

To define these settings, you must first select them in Optional Settings
End-Point Access Control (EAC)

To define these settings, you must first select them in Optional
Settings

Modify Optional Settings

Figure 8. Configuration Profile Wizard: Optional Settings: Network Configuration

Configuration Profile Wizard

System Settings

Interfaces

Getting Started Select which management interfaces to enable:
Profile Scope Web UL Serial Over LAN IDE Redirection KVM Redirection

Optional Settings RFB Passward for KVM Sessions: (i) [[] Show password

Power Settings
Spedify the system power states in which the Intel® Management Engine is operational
Always On (S0-55) ~

Access Control List

Intel® ME will go into a lower power state when idle.  Timeout if idle: 315 minutes

Network and Other Settings
[] Synchronize Intel® AMT dock with operating system

Enable Intel® AMT to respond to ping requests

Enable Fast Call for Help (within the enterprise network) | Fast Call for Help Settings...

Modify Optional Settings

Figure 9. Configuration Profile Wizard: System Settings



Configuration Profile Wizard

o

Getting Started

Profile Scope

Click Finish to use these settings for system configuration.

Optional Settings
AD Integration
Access Control List
Hoeme Domains
Remote Access
Transport Layer Security
Network Configuration
System Settings

Modify Optional Settings

Figure 10. Configuration Profile Wizard: Finish Screen

12. Continue with Profile Encryption by entering your chosen password and pushing your
Wireless configuration settings to the Intel Compute Stick (Figure 11 - Figure 13).

(intel? AMT Profile Encryption

The profile that will be created as part of the configuration process contains sensitive data and must be encrypted.

Encrypt the XML file using this password: falid password (veak)

To configure this system, dick Configure.

Figure 11. Intel ACU - Profile Encryption

13



Profile Encryption

The profile that will be created as part of the configuration process contains sensitive data and must be encrypted.

Encrypt the XML file using this password: 0 Valid password (weak)

Cenfiguring the System
To configure this system, dick Configure.

Please wait ...

Figure 12. Intel ACU - Profile Encryption: Configuring

y Intel® Management and Security Status
I vIE is

13. Finish the Intel ACU Wizard (
14. Figure 14).

Intel ® AMT Configuration Utility

il'lter AMT Configuration Complete

The Intel® AMT settings were successfully configured on this computer.

Click Finish to dose this application.




Figure 14. Intel ACU - Configuration Complete

15. Verify your system is configured via the Intel MSS (Figure 15 -
16. Figure 16).

&) Intel® Management and Security Status

Intel® Management and Security Status

o o LY R

itel@ AMT  Advanced

Monitor the status of management and security technologies provided by Intel® Management
Engine (Intel® ME) using Intel® Management Engine Interface (Intel® MEI).

Service Status

Intel® Active Management Technology (Intel® AMT): Enabled

Event History

MNote: No action is required on your behalf due to any of the above events.

Enable user notification

Intel® Management and Security Status will be available nexttime | log on to Windows*

® Learn more OK Apply

Figure 15. Intel Management and Security Status General Tab

&) Intel® Management and Security Status

Intel® Management and Security Status
= e = =Sl T
General Iniel® AMT | Advanced
What is Intel® Management Engine?
Intel® Management Engine is an additional component that enables management and security

features on your computer.

Intel® Management Engine
Status Configured | 12/30/2016 7:32:18 PM
Control Mode:  Client

Secure Output Window Settings

The Secure Output service is intended to display messages from the Intel® Management
Engine to the user.

Message Language Windows Default Language

Message Font Size Regular

User consent required for all remote
EEEHIE

View details per Network Connection Network Information...
e rejated o he Intel® Extended System Details._
View the Access Monitor log for the current .

platform Access Monitor

@ seomens

User Consent Policy:

Figure 16. Intel Management and Security Status Advanced Tab
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17. Verify your system is configured through the Web Ul:

a. Open a browser; enter URL http://127.0.0.1:16992 (Figure 17).
B3 Intel® Active Managem X+

« > 0
Intel® Active Management Technology i@

Log On

Log on to Intek® Active Management Technology on this computer.
Log On...

Figure 17. Intel AMT Web Ul

b. Enter Username: admin, Password: password from Step 12 (Figure 18).

N Intel* Active Management Technology

Log On
L0 0n 10 e Actwe Managemant Technoiogy on s compuer
LogOn

Mucrosoft Edge

Microsoft Edge

Figure 18. Intel AMT Web Ul Login
c.  Verify in System Status that the system has a Wireless IP address ( Figure 19).

B Intel® Active Managem X +

e = O |127‘001.

Intel® Active Management Technology
‘Computer: DESKTOP-AP544T8

System Status System Status
Hardware Information
?s(em Power on
Mr:,‘x,iim Wireless IP address 192.168.1.150 |
Disk
Battery System ID 3fcOccbi-51e0-4310-bb78-b0bdbdadadnd
Event Log 01T
Power Policies Date
Network Settings Time 6:18 pm

Wireless Settings

1Pv6 Network Settings
System Name Settings
User Accounts

Copyright © 2005-2015 Intel Corporation. All Rights Reserved.  Intel8 Active Management Technology firmware version: 11.0.0-build 1120

Figure 19. Intel AMT Web Ul System Status



18. Verify your system has remote access through the Web Ul:

a. Open a browser on a separate computer on the same wireless subnet and browse to
http://ippaddress:16992 using the IP address from Step 17.c (Figure 20).

B intel® Active Managem: X+

Intel® Active Management Technology

Log On

Log on to Intel® Active Management Technolagy on this computer.

Figure 20. Intel AMT Remote Web Ul

b. Enter digest credentials: Username: admin, Password: password from Step 12 (
c.Figure 21).

7 intel® Actve Managem X | +
&« S5 X 192.168.1.159 W =

Intel® Active Management Technology

inlel
Log On
Log on to Intel® Active Management Technology on this computer.
[[LogOn.. |

Microsoft Edge

Microsoft Edge

The

Figure 21. Intel AMT Remote Web Ul Login

d.  Verify in System Status that the system is connected ( Figure 22).

B Intel® Active Managem: X =+

&« > 0O ‘192.163.1.159\‘

Intel® Active Management Technology

Computer: DESKTOP-AP544T8

System Status System Status N\
Hardware Information

System B on

Processor

oy Wireless IP address 192:160.1.150

Disk Wireless IPv6 address Disabled

2 System 3fcOcebi-51e0-4310-bb78-b0bdbdadad0s

Event Log B T
Remote Control Lz
Power Policies Time 11:01 pm
Network Settings
Wireless Settings )
IPV6 Network Settings =

System Name Settings
User Accounts Copyright © 2005-2015 Intel Corporation. All Rights Reserved.  Intel Active Management Technology firnware version: 11.0.0-build 1180

Figure 22. Intel AMT Remote Web Ul System Status
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