A

INTEL-SA-00075 18RI B L =&
TEisms

ntel® EEISIEEAT (Intel® AMT) » Intel® IZXESEINEE (ISM) UK
Intel® /NBYTEZERfiT (SBT)

BERIF Z 2[5 INTEL-SA-00075 HIERER
BETHRA 1.1-2017F 7 B 20 H

kAN
R e B 5 5 B E TR RN BEE INTEL-SA-00075 AT Z 2 BN 2 EEER - NEFMET » FFSETE https://security-
center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr AL LR ZEEH o

MBHRE—LEBMNERE  MEBEEHEERA : FMIZM INTEL-SA-00075 S RIBAEAEN EHERZD (Intel-SA-00075-
gui.exe) FREITE I T KM AHED T o

W RICBEH R E R /R ER S REMNPHEINAE | F IR INTEL-SA-00075 & 8IEaZ 2 T E+2 A (Intel-SA-00075-
console.exe) FEFRRT o It TR MUBATIERNE AEARZIA Windows B8 » DR (OBIBM) 3 XML % HEERENDTA -
FIEZEEEARK B A BISIERRME - NFFMEN » F2BE 2 BN EH INTEL-SA-00075 18 7EE L 2 FET A -
MEBEMREMAKRSEE BELEFA Intel® TR ABEEEEE (Intel® SCS) : Intel° SCSEUHBEE—EABRAE « THEATHR - Intel° SCS &%
BERABRR - MBLELAE Intel®SCS TE » 2B EE—HER Intel® TENFERMANFMABR  RMORSLERILLIEESES
111 BRI B Intel®SCS BAHIREZELNFHFET ©



https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr
https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr
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REE
AR R 2 RhE S B S TR o RASAERIRIEN - M E &R P EEK Intel Sku ~ Intel® TENEIREAM (Intel® TENEIRRA;MT) -
Intel® RAEEIRINEE (ISM) » DUR Intel® NEURZERAMT (NELIRZERAAN) - BEFRARRSSRNFIESER -
IT #EAETUERSLERRMARESHBNER  REMHESBHARRBBNERTZEAANMFE - EFZZMHEREFNZRUNT
1. BEERIER Intel EIRME SKU A RIRAK L ELEVS RAERRA EERMEMIEE
2. 1SFISERANEIRMEARYS (LMS) ZRBHEL EAERR A INEE EVS RARAUHERR
3. EEMEREAEEMERRTERIRS
Intel SRR ZFTE T RBHEREHNE —ELBR2ERME Intel BERME SKU » DUSIRADRERERIZF 5520RIRE - R SHEBEN R - 4B
IR EFER LMS ZRITHITEUEME - FAFEMA Intel EIRM SKU FIBBHLE » Intel SBINEZBBRBER IS A LMS ZRBHEALERER

"I o (EEM) MAHLIERNNOEMRENERRA LMS HE ZEHME  MOSBFERMNTHEIRMHAERKEIR » JRRRINEBF
EZM(0S) 2R ; M BLERRIMMAKEIRMER ERHERUNAAITEREEEBAAR -

Bt - AMT 6.0.x ANSTEEEHIRME /B FiREGIEN  FIEEEBARIFERANEER INTEL-SA-00075 =8I Ed 22 = [hE T Bk
i - PREA BRI 6.0.xx 6.1 xxHFE » FETEMER Intel SCS B ACUConfig /full SEIBFR 4 MEBX AR B
B3

MHEBINEEFAA RN R ZIHESER » S5 Intel ZEE o # TRAT) BEIER Intel® TENEIEEAM (Intel® AMT) ©

£/ INTEL-SA-00075 B RIEA R 2 [hET &

INTEL-SA-00075 1S RIER L 2 fhE T B 215 ?

INTEL-SA-00075 B L 2 T B HAMEREDN ITEEERKRHBRAERSE TS ZEINE  DIEEER Intel WL 25 INTEL-

SA-00075 » I EMAN T ER BEETREHESE -

BEAIEAZ 2 [hE T B Mg -

o F—EREANBEFFERENELE » THIIREEENBRMAEEFMEN  TRERKRTIENER - BEETRAR ARG
BEEFERLERA o

o B_EARAZTURTREBTHENATEZZZHESBHNIEATHTIE - FESMTLUREMIREFSE] Windows* EERIER (34)
B XMLAE o WA R BB ESMEMPRTABRRNZZIHEFEEN 1T EBERREIEF -


http://www.intel.com.tw/content/www/tw/zh/support/contact-support.html#@23
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HY78 INTEL-SA-00075 {EAIEA L 2 [HET &

INTEL-SA-00075 = RIER L 2 FFRE T E NEHEMUR :
https://www.intel.com/content/www/tw/zh/support/technologies/000024133.html

e Microsoft Windows* 7 ~ 8 ~ 8.13; 10
o AMEERMEEEFEUE

ZERITE
BEEARE

#1177 INTEL-SA-00075 Detection and Mitigation Tool.msi » Ik BBEAE _FRIRRETT o

msiexec.exe /i INTEL-SA-00075 Detection and Mitigation Tool.msi /gn

WMILAEER TINTEL-SA-00075 Sl 2 RHE T AL ETTER B HT -
C:\Program Files (x86)\Intel\Intel-SA-00075 Detection and Mitigation Tool\

RIRRETHR
EEAMRRE

#1117 INTEL-SA-00075 Detection and Mitigation Tool.msi + WifkBBEE IR REST -
EARRRRE

msiexec.exe /x INTEL-SA-00075 Detection and Mitigation Tool.msi /gn

HITGUITAR
INTEL-SA-00075-GUlexe Al fEBE— R A LHT - TR TEEHELRERENIER -

7. NTEL-SA-00075-GUI &)1 Z B # 5]

INTEL-SA-00075 Detection Tool

X

Risk Assessment A
Based on the analysis performed by this tool, this system is vulnerable.

Explanation:

The detected version of the Management Engine firmware is considered vulnerable for INTEL-
SA-00075.

If Vulnerable, contact your OEM for support and remediation of this system.

For more information, refer to CVE-2017-5689 in the following link: CVE-2017-5689

or the Intel security advisory Intel-SA-00075 in the following link: INTEL-SA-00075

INTEL_SA-00075 Detection Tool

Application Version: 1.0.0.0
Scan date: 2017-06-02 14:33:10

Host Computer Information

Name:l |
Manufacturer:| | v
| ——

Mnrdal-



https://www.intel.com/content/www/tw/zh/support/technologies/000024133.html
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WTEEZEATR

BN SRERIFLEREEERRINIT INTEL-SA-00075-console.exe ©

EA7A
|

ntel-SA-00075-console.exe [[command] | [option...]]
—RABERIT—EES - WRBERHES  IERITHRRIES -

Z£ 7. INTEL-SA-00075 FHEIESTTRE]

BLTES

TIRE

-Discover
-Unprovision [password],
-u [password]

DisableClientControlMode
-DisableCCM

BEERETES USRS AERE -

BERATEN Intel TEIEBRATREREM Intel TENEEEMINAEE » JFERIEA
BERE Intel TENBERMEBENEEFRERN -

AR UASEESTAMERRIBEBRARSE INTEL-SA-00075 2R FEEARA
(6.1.xx-11.6.x.x BABEARSE/NR 3000) - NRFEFRMFNEERAK 6.1.x.x-11.6.xx ¥
BEARMR 3000 WAARARSE » MRIRMNEAEE AR HZER -

KAEH Intel EEIBERATEE PRI ABIHIEHEIGEE - HTIHIES2E X8
TEEBRABIHZEGIEIN R « 338 : 86 CLIHIES T RIELLENE -

2L WIEAMENFEAEA IEEREEHEAE CCM o

-DisableLMS 28 LMS BR¥5 -
ESTEIE ThEE
-n, -noregistry BREHERE AT

-C,-noconsole

-d, -delay <seconds>
-f, -writefile

-p <filepath>,
-filepath <filepath>
-h, -help, -?

-Discover

RREE<CHLESENETES

-Unprovision

BERFTER Intel EENE IR

BRERe FERER

BT RIAEIT Z IS - MBRIEEE @ ILTEBABIEE -
BEFEREARR - BREBIBIANT | <computername >xml
REEEHERNEE - MRIERERE  ERIEREARTHIENER -

BRELESIT2ERHINEE

- IEREMERRRENBATR - MRRERMESE 'E26, TE MBRNTRRES -

RIE 0 WA Intel TENEIEAMINGE » FJREE A Intel THEERMEENEREESEHAERME -

RER 0 Intel® TENERFKIE ISM EEEISBLNERERIEEERE - 2 ENERREAEBNENREZER unprovision 5%
FRRRIER » DIBDLEARASEETINEIRMEINEE -

AEEE<S M A ERZBEEMARE INTEL-SA-00075 ZLERIEIEEMRA (6.1.xx-11.6.xx BAEZEARSR/NK 3000) - 2NREARIZIESARA
6.1.x.x-11.6.xx BB AR 3000 BARRAREE « MERRIMEAS EE A RIS -

-DisableClientControlMode

-DisableClientControlMode s E R 2FEM LR  ERREFE BRI ENEFERARAMSIEEERNEERNEEMETHNR
ZMERE - RESLEIRRYE  BRREBHIREAIE  WHIURFEERFNAM - WREEREENTEIRAINIRERS » 7

ARIER LMS BRHS Z BIAAT ©
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HEEFNRA CCM
MREMRER IR » WATLERR BIOS K Intel B2 SKU » EEEMAUR CCM « FAHTHNREH  DUERESS IBILINE  URE
BIEREER -

izt : MR EHEJREZRMTE » [ ZREBFERARTEBIOSEKE - BLETH » NRBEMWEE » AIAEEZEMLEL BIOS AW Intel &
B SKU » MAEERMBE - 355880 80ERE - DRREMIRHN T BT EBESIEANE -
-DisableLMS

DisableLMS <12 LMS IRIF AR Z[HELSE -

TERLMS?

Intel® BEMZ2MHERARNAMEIERRS, (LMS) 2—I80R¥ » Al:EHT Intel® TEIEERMTHAKERZI  Intel® /NEUBEESH T
B Intel® BEEIBINEELIBENEE » FHEA SOAP B WS BIEINAE - BEHRIE Intel® EIE3| %8 (ME) E#ER (16992 » 16993 »
16994 + 16995 » 623+ 664)  IHEB Intel® BIR3 | E N EERETZ AT RMTFEE -

HMEREIE

BEEZMSIEERN T ALISEENES IMSBREEHZE  HEAAREEETHEE - At » BOE/ND - BRRNEEFHTED
EFRA IMSHNERERALEFETRNEE - Fl7 » WREERKHOEERFBEIT Intel EEMERTEER  IMSUEEEERLE -

B 2. INTEL-SA-00075 F#EE #1155

INTEL-SA-000753F&TE
FEFRRRIUARA ; <fERRICHRA>
FEHEBH . <HEBRRER>

ok I MEEE GG AR, 0

BIEE  <BlKEE>

BUER - <BINEERE>

BUgE - <ERKAISR>

RIS <RIE2RTVER>

Windows kAN : Windows* kA< >

*kok ME :éjﬂ, *kk

HAK @ <Intel ME B)B&hRA>

SKU : <2 BHIEE « BIEMINEE>

ARRE © <ME fhEARRE>

ERERENZEL : <True/False>

ZHIET . <H/ACM/CCM>

CCM B8R : <True/False/A4%1>

EHBC ERIA <True/False>

LMS ARG : <BATH/ BB L/ FE>

LMS ERENSREL : <BE/ 2/ B8/ FEN/ EER/ A Fa>
MicroLMS jARE : <#ifTH/BE L/ EFTE>

MicroLMS ERENFEEY : <FEik/ &4t/ B &/ FE)/ SR/ E1E>

2 SPS : <True/False>

o B RATAR
RIBIE T EHITHODAT
<HREMEZZE/
WERATZZHE /
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IRA N ZZINE ; IF Intel SKU /

IRRTZZINE ; MEZEMATZEE /

IERAAZZINE ; MESKUARZZE /

IERANZZINE ; SMBIOS IEHERHERE SKU/
IERRTZZINE ; KRIEEIT SPS 882 (R AR F & RI5EES) /
I RRAFNEE ELERT  RARERBRMERIIRRE /

IWEFSHNFEE LT RATECHENMEE/
Jas8 OEM /
b R AR L R B AR K>

MRSZHE  FAHER OEM DIEVE B R ARRIER

o BB S EH
#5208 CVE-2017-5689 » U :

https://nvd.nist.gov/vuln/detail/CVE-2017-5689

ol Intel Z2 4253 Intel-SA-00075 + U :

https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00075&languageid=en-fr

BAH AR ROREER 2 FRE -

7 2. i PR TIGH S E

AR =€
ZSLE ERIZIN EES | BB A WA AR S Z 2 EM INTEL-SA-00075 -
REZH=E ARG EEE 8 B 1B/ INTEL-SA-00075 HRZ T A M Z 5/ ZR) Z AR R

RGN EER » MRARERARMENE

ERRNFREER - URAGERSHERARE

&30 OEM R

REIH

HR

RSN & -
FEM RS EERIR EFEEE INTEL-SA-00075 FIMEIE « FE{R INTEL-SA-
00075 TE » BRHITEFHEZ A RMRTERGHE - MILEERHRE
AIREIRERABREERE -
AR EERIZINEEEE INTEL-SA-00075 RMEIE - MR R A ERNEEE 5
ZHICHE  REEGRHEEEMHERAMAS BRI MRCEENHARR
e
OEM KJ SMBIOS {EAIZINEMBREEREEM SKU » BERT BB BEEKEE
MRERRREWEIEE - Er g 2ARNELSES I BN MRS -
HEHEN OEM I » DB BN BHSAEER SRS & -
OBNEKEREFENR  TERBRIIBRNEE - BHiEEHNAREE
7 DUBEN A B R AR RO 552, -

ERBRE PMX EREFEXNHNARET A L TEEWEILAE o tERENE AT

BEFCAARATAR Windows 1EEZFHRA o MRAFEEREEENE - BIEZEN

BR TSR EHITHE SPS FRE IR ARIR LA spsinfo 3 spsManuf FEFRTED, - EM
ERERR & 24 PMX BRENFZT o

MizE : INTEL-SA-00075 F RIS BEENER EZEUER Intel EEMRIERNEEESHAZLR - WRLEIR Intel® BIE5| 2@ (MEI)
RENENESENZ2MEARINAMEER (LMS)  #SERMHEFHMNERE - BRI JERNS ISHEZIE -

BiRE
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MER) RNETE T Z BRI HRE

o 32 fUiFERA : HKLM\SOFTWARE\

Intel\Setup and Configuration Software\INTEL-SA-00075 Discovery Tool
o GAIFTIEEZRLA - HKLM\SOFTWARE\WOW6432Node\

Intel\Setup and Configuration Software\INTEL-SA-00075 Discovery Tool

XML

MBREEERERBA XMLIERS  ZERBFSHEEEIHIT INTEL SA-00075 console.exe WEERF » HIFSITIERIEFIRERERIEH -
BPIINTEREETF « (FERM » IMSHEFAFENCEESHEN - METFEERMNIEREETNRE S B SMRENEIREME - R
FHEITHEEEMPNAS  EEE N ARERIaINE -

FRAGEEE

2 3 INTEL-SA-00075 F#EEHIE[E]FE

0 NOTVULNERABLE (If Discover command was run) | STATUS_OK
2 MACHINE STATE UNCONFIGURED

30 CLIENT_CONFIG_NOT_SUPPORTED

39 DISABLE_CCM_IN_ADMIN_MODE

83 HECI_NOT _INSTALLED

111 HECI_ERROR

500 DISCOVERY__ VULNERABLE

501 DISCOVERY_POTENTIALLYVULNERABLE PROVISIONED
502 DISCOVERY_POTENTIALLYVULNERABLE UNPROVISIONED
503 DISCOVERY_CHECKWITHOEM

504 DISCOVERY_UNKNOWN_RISK

505 DISCOVERY_UNKNOWN

506 DISCOVERY_UNKNOWN_CPU

4 INTEL-SA-00075 F#EE 8118

& s Eipus
Application Version (FEFAT2T0 FRNFEHRTIERA
R AK)
Scan Date (R 1 HHA) FIE A1 B HRER
Computer Name (B 54 78) Frigfaz| S-S 8
Computer Manufacturer (B BRaElT B i ]
BUiEH)
Computer Model (B B4HIEE) BN BYEE
Processor (EZI1E8R) BRI RIERS TR
ME Version (ME fRZA) ME &8 & SERE MEFBRAFENFTRERKANT
Major.Minor.Hotfix.Build
ME SKU EBENEE AR BRI
ME Provisioning State (ME #z2 ME 3% EARRR
HRER) RS EEAR]
R
ERER
SR

ME Driver Installed (2 22/ BN 258 MEIEREIFZRY True/False &
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ME BEE)F2T)
EHBC Enabled (B EHBC) AL EMAN TR EMREEN True/False &
LMS state (LMS #R&E) LMS IR EE EAIIT « BAHITRAFERNERNR
LMS startup type (LMS BIED4E LMS B E#EEL 25 & NotPresent » Boot + System + Auto  Manuel 2§ Disabled &
&) Eil
MicroLMS state (MicroLMS #A MicroLMS RIS B EAERIT « AT AR FAENEM
&)
MicroLMS startup type MicroLMS EREN4ER 278 & NotPresent » Boot * System + Auto + Manuel 5§ Disabled
(MicroLMS EIEN4aay) ENER
Control Mode (#EHIE 1) ME 4ARE1E
- ACM 3} CCM
Is CCM Disabled (212 CCM) BRI E AR True/False/RAIARR
Is SPS (2 SPS) TERERANESZIWENRRSE T ARE (SP) 24 7
T BRRT AL *** B RRERS ESE X2 LRSS

£ INTEL-SA-00075 RR T EHR L SHEN AR

SEENZALSTEAEESEEN Intel® B3| % (ME) #182HRA » DREEE S DEEN = ABSBMINEENEI—FE -

B3t - FARRR T A RIS (SP) A MRS SEZE] INTEL-SA-00075 (KHINEE o SPS A EARE T SNSRI % (ME) (PCH I—38
D) EIITHOENEE o HEELEE A BAS/ TIEIETF A L/ Intel EIRMESEE (tH7E ME E8T) ARG o

2 5 K R E DB E ZHEH INTEL-SA-00075 #£35 T AHT INTEL-SA-00075 IERTIEIE

EREE 2SN ToSWE
ME SKU Intel® EEFEEERAMEIEM ME SKU ERIIREIZEN ZZHEEEH
Intel® =X EIRTNEE -3%-
Intel® /NEUEEEBEA T B (SBA) TEK MESKU BEE12ZWNENZERA
ME Version ME FZAR 6.xxx-11.7xx BEB/NR ME KA :
3000 HAREE o 6xxX-11.7xxEBARRIER 3000
4HEE
& : 9.5.22.1760 o &l 116.27.3264

e 2XXX—5XXX

o 11.7xx HEFARA

MIZE : Intel® /NEUBZERAT (SBT) 2 Intel® /NI EEB R T B (SBA) FIEIRM SKU

#& Microsoft* SCCM fERR EZ L A EFE INTEL-SA-00075 AT EAER

WMBREZ BN Windows EERHH) Intel-SA-00075 £EA T ARFGFLESR » A DUFIF Microsoft* SCCM iERS 77 IEHRIE 5K EALER -
SRR SCCM RV EAFI B 2B ANER A NEIEERN - AESEM BN EHNT NP

1. FiBREEEETFRERIE] SCCM configuration.mof 22 -

2. FIEEIT A FlniE AR RN R SRS RS E R 48R o

3. BIUEBEEHREREABT INTEL-SA-00075 £1EE T A (Intel SA-00075 console.exe) o

4. BN TRIEFURITEEEEN -

MOF ERBM
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MizE : WREWIRBEPFETRMERESE  BFEHLEE MOFER - TR A —EEARBLETSEES -
1. HHE configuration.mof I8X - EBE E7E \Program Files\Microsoft Configuration Manager\inboxex\clifiles.src\hinv\
2. ETHED -
3. #w#E configuration.mof 1858 » IEFZNAEER LA n THEZIERER
//::::::::::::::::::::::::
// Added extensions end
//::::::::::::::::::::::::
4. # MOFBRMABREBMAERNE 13-14 BREIZE=MNIT LS -
5 RREFIRERZIER -
6. FEX&) configuration.mof BEkRHHRMREEEFHDHITW SR IFT ©
7. 4T mofcomp MR BUEHEM configuration.mof IR & BIZHZZ 2R -
EREEOEE
Mgt : 28 SLEFHTERBERIEHNARR  ABELHIEESEHBEEREEY - EAMEENRREEERERENRES
HmE o
1. BIHFBIER » 25 INTEL-SA-00075.mof o
2. BAEZE155BM INTEL-SA-00075 TEREEFEA AR RIFTEIAER » lifEF -
3. RE) TAREEEEFES, -
4, TER, > THFRMmRE) > TEXABMmREs °
5 HABERELHEE—TIER "HRWmSE, > TRE, -
6. REEX MMFEEERF) > TEREEL, -
7. BT TEA, -
8. BIEBZ|INTEL-SA-00075.mof {8% > TEIRL -

9.

FERREEEN B ARERSE PRI AER E AR R EE, &R -

10. =T TEA, -

11.

g, > 'HEE) °

12. SCCM e s B E 2ITERSETF dataldr.log IEFEH °

BN SCCMEH

;
2
3
4
5.
6
7
8

HE 15 BRTMAER  WHEEMEHE INTEL-SA-00075 £2 &8 TEERMNERIFEE -
ENE) TAREEESIEE TS, o

resieslE) > T8 -

RBEARR—T TE4) > TBIEH, -

2% . Intel-SA-00075

FRBHEHRTESRKBER -

WEB—BEZEMHERK -

=%, o
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9. EEY 'IEBEIEE o
10. ""—%, > TT~—%, > TR, -
1. BHEMHZIEERRME -

#1 SCCM TIEIER

BE) MEREEETRA, -
rgngeieslE, > MEERMA o

EE TEHABET TEIER, o

M—%, o

A Intel-SA-00075 HIZFF o

=%, > Th—%, > TEER, -
RBEA#IZ—T MNntel-SA-00075 T1E)IEF?
B > T—R > TfTHE<iT)
HEIESITHRAIRE A Intel-SA-00075.bat °
ZER TE4) HIRinEE DRE, -

= =2 0 ® N o 0 A WwWN =

= O

RBRARIZ—T TTHIERFR, > "B ITFIER, -

 WHE—T THREE) o

10
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12. EEY TRl Intel-SA-00075 &, > THEE, -
13. #B—T THERE, -

£ Intel® SCS AMHERLARER

AR Intel® SCS RGHEEL AR ?

Intel® SCS R#AFRABRILE—IE Intel® ZE B ARREENEL (Intel® SCS) BEHHITTH  BEEIRMESTIE Intel® TEIBIBRAMT (Intel® AMT)
Intel® FBXESIBINAE (ISM) 8§ Intel® NI 2R (Intel® SBT) MR EIEREMIMEENES EFMAEBR - PITH » CABERHFED
Microsoft Windows Z#k K /3i XMLIER BRI RKKE RASERNEFEEFNEFLEMHERE -

H{Z Intel® SCS ZMER A AREN

Intel® SCS ZAMAER L AR THEMHURN
https://downloadcenter.intel.com/download/26691/Intel-SCS-System-Discovery-Utility.

M Intel® SCS KHAR R ARAAERMRH N EREFBRA

Intel® SCS RAIRZR A ARZTLAVE 7T AR A B R RROBIBBARA » IR ARRED RBEIRM SKU - #tH A Manageabilityinfo B iR ALE
THE - BT I TR » 55BRIZE 12 EM BT Intel® SCS FAHFREZ 2\ HFET—HD ©

FwVersion B& & BRI EE FRFERRA - AMTSSKU BE & ENEEM SKU (BEBRIEE) - R FwVersion F1 AMTSKU & DA
HERRARISSE » 1K 6 AT -

% 6. HEF Z 2L B S Intel® SCS Z#MRZE L AHT INTEL-SA-00075 BIZEHIEF

EREE SR N L5
AMTSKU Intel(R) SRR FENEERRAMTE R AMTSKU B F R H
Intel(R) =B IR -H-
Intel(R) /NEL{E2EEE T A (SBA) EEK AMTSKU BEB1Z S BRI A
15 8a1 #0151 %8
<ManageabilityInfo> <ManageabilityInfo>
<AMTSKU>Intel(R) Full AMT Manageability </AMTSKU=> <FWVersion>9.0.13.1402</FWVersion>

<AMTversion=11.0.0</AMTversion>
<FWVersion>11.0.0.1202</FWVersion>

FWVersion | Intel® BB M4 SKU HIENBEREAS 6.xxx—11.7xx B/NR | Intel® BIE M SKU HENEEARA

3000 HI4EE o BxxX-11.7xxEBAREZER 3000 1
4REE
&l ; 9.5.22.1760 o &%l 11.6.27.3264

e 2XXX~—5XXX

o 11.7.xxBERA

MIZE : Intel® /NBURZERAT (SBT) 2 Intel® /N EEB R T B (SBA) FIEIRME SKU

AT Intel® SCS KRR L AEN


https://downloadcenter.intel.com/download/26691/Intel-SCS-System-Discovery-Utility
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ERENFTIES
M EBERMIESIRRIIT TIIES » ZBEHAT Intel® KA SCSRRAARN » WAFERBAER

SCSDiscovery.exe SystemDiscovery /nofile

EEERETE XMLESR

EA IR T Intel® SCS RMBER A AR » WA ERHEE XMLER !

SCSDiscovery.exe SystemDiscovery <filename and path> /noregistry

15 AT AT DR R A BRI R A - MRERIBEREIRILA - FEENT Intel° SCS RMRRLMIZRMIRFDERA
FZAER L AR - REEERERABARG » XN FQDN AR XMLIEK SR » IHFEREFHEFEESR Intel° SCS ZMER
NARENE -

HERFEEIEHFN XMLIER

EATIIHESHAT Intel® SCS FMHER L AR DUEFERZIBEIEE XML IEZR

SCSDiscovery.exe SystemDiscovery <filename and path>

WEREAH  MRETIEERELBAMBEE » KA FQDN EAR XMLIENEHE » THERSREEEES Intel(R) SCS KRR H
BB -

Intel® SCS ZAFERAREBANER

Intel® SCS ZMHRR R ARIVBEINEREAREURR Intel EIRMBREFRENEERTHARM - WRLIR Intel® EIE5|1EN M@ (MEI) FBENE
NEEENZE2MRAREAAEEIRRY (LMS) . HERMHEFMANERE - ITRANERIEEEE ENPOERE BEAENEEE
ZERR - WHRELERROUNFAEN 526 Intel® SCS RMBRR LAY - BRI EINSREREIE -

AV TN BRI R EERNERR
HKLM\Software\Intel\Setup and Configuration Software\SystemDiscovery

HEARE
ELNEEE BERTHEE YU
FWVersion ManageabilityInfo Intel® EIE5 | ZEBEIRA

AMTSKU Manageabilitylnfo SENEIRINE (BB
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XMLERHER
Intel® BIE5 | EENEMAZE xml HRHHIBLTEBE

< SystemDiscovery >
< ManageabilityInfo >
<FWVersion> Version Number </FWVersion>

RMNZIREEMEINRE (EBEEE) » AR xmUBR PRI TERES
< SystemDiscovery >
< ManageabilityInfo >
<AMTSKU > EIRMINEERFE < / AMTSKU >

REMRRENEA SCCMERRET

WEAZMIFRERNTER T LB &ML BA R Microsoft* System Center Configuration Manager (SCCM) B Intel® SCS Mihn o » - R4
B BEMINTTHMEEEEM SCCMERETFABRAMKRRER  BNEILFTAKEZRESITRARRENIIEIER < EBItE
FERTUEE &SN » RIPTFAZRERTL SCCM &4 DU XS EHMUMBIERIISEENZRMR -

AR Microsoft SCCM TEEMAM Intel® SCS MRt
https://downloadcenter.intel.com/download/26506/Intel-SCS-Add-on-for-Microsoft-System-Center-Configuration-Manager.

MOF iR &5
//=======Intel-SA-00075 Start ====

#tpragma namespace ("\\\\.\\root\\cimv2")
#pragma deleteclass('INTEL_SA 00075 _ME_Information", NOFAIL)
[DYNPROPS]

Class INTEL_SA 00075 _ME_Information
{

[key] string KeyName;

String MEVersion;

Uint32 MEVersionMajor;

Uint32 MEVersionMinor;

Uint32 MEVersionBuild;

Uint32 MEVersionRevision;

String MEDriverInstalled;

String MESKU;

String MEProvisioningState;

String LMSPresent;

String MicroLMSPresent;

String IsCCMDisabled;

String ControlMode;

String EHBCEnabled;

I

[DYNPROPS]


https://downloadcenter.intel.com/download/26506/Intel-SCS-Add-on-for-Microsoft-System-Center-Configuration-Manager
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Instance of INTEL_SA 00075_ME_Information

{

KeyName="INTEL-SA-00075"

[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version"),Dynamic,Provider("RegPropProv")] MEVersion;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Major"),Dynamic,Provider("RegPropProv")] MEVersionMajor;
[PropertyContext("Local|HKEY_LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Minor"),Dynamic,Provider("RegPropProv")] MEVersionMinor;
[PropertyContext("Local|HKEY_LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Build"),Dynamic,Provider("RegPropProv")] MEVersionBuild;
[PropertyContext("Local|HKEY_LOCAL _MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Version Revision"),Dynamic,Provider("RegPropProv")] MEVersionRevision;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Driver Installed"),Dynamic,Provider("RegPropProv")] MEDriverInstalled;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME SKU"),Dynamic,Provider("RegPropProv")] MESKU;
[PropertyContext("Local|[HKEY_LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ME Provisioning State"),Dynamic,Provider("RegPropProv")] MEProvisioningState;
[PropertyContext("Local|HKEY_LOCAL _MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|LMS Present"),Dynamic,Provider("RegPropProv")] LMSPresent;
[PropertyContext("Local|HKEY_LOCAL_MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|Micro LMS Present"),Dynamic,Provider("RegPropProv")] MicroLMSPresent;
[PropertyContext("Local|HKEY_LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|ls CCM Disabled"),Dynamic,Provider("RegPropProv")] IsCCMDisabled;
[PropertyContext("Local|HKEY_LOCAL MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|Control Mode"),Dynamic,Provider("RegPropProv")] ControlMode;
[PropertyContext("Local|[HKEY_LOCAL _MACHINE\\SOFTWARE\\Intel\\Setup and Configuration Software\\INTEL-SA-
00075 Discovery Tool\\ME Information|EHBC Enabled"),Dynamic,Provider("RegPropProv")] EHBCEnabled;

%

//=======Intel-SA-00075 End ====
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INTEL-SA-00075 FEREETZE A

t#tpragma namespace ("\\\\.\\root\\cimv2\\SMS")

#pragma deleteclass('INTEL_SA_00075_ME_Information", NOFAIL)
[SMS_Report(TRUE),SMS_Group_Name("'INTEL_SA_00075_ME_Information"),SMS_Class_ID("INTEL_SA 00075_ME_Information"),

SMS_Context_1("__ProviderArchitecture=32|uint32"),

SMS_Context_2("__RequiredArchitecture=true|boolean")]

Class INTEL_SA _00075_ME_Information: SMS_Class_Template

{
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE

[ ( key] string KeyName;
[ (

[ (

[ (

[ (

[ (

[ (
[SMS_Report(TRUE
[ (

[ (

[ (

[ (

[ (

[ (

}

] String MEVersion;

] Uint32 MEVersionMajor;

| Uint32 MEVersionMinor;

] Uint32 MEVersionBuild;

] Uint32 MEVersionRevision;
] String MEDriverinstalled;

] String MESKU;

] String MEProvisioningState;
] String LMSPresent;

] String MicroLMSPresent;

] String IsCCMDisabled;

] String ControlMode;

] String EHBCEnabled;

SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE
SMS_Report(TRUE

— o — - e e e - o~ —— ~—— ~——

INTEL-SA-00075.bat #tZxig %

@echo off

A\Intel-SA-00075-console

SET EL=%ERRORLEVEL%

rem Schedule HW inventory

SET HWInventoryGUID="{00000000-0000-0000-0000-000000000001}"

wmic /IMPLEVEL:Impersonate /AUTHLEVEL:Pktprivacy /namespace:\\root\ccm path sms_client CALL TriggerSchedule
%HWInventoryGUID% /NOINTERACTIVE

echo Exit code: %EL%

exit %EL%

SAEHEG

EHMENER

select* from SMS_R_System innerjoin SMS_G_System_INTEL_SA_00075_ME_Information on
SMS_G_System_INTEL_SA_00075_ME_Information.ResourcelD = SMS_R_System.Resourceld where
SMS G System INTEL SA 00075_ME_Information.MEProvisioningState = "Provisioned"

LMS #fT
select* from SMS R _Systeminnerjoin SMS_G_System_ INTEL_SA 00075_ME_Information on
SMS_G_System_INTEL_SA_00075_ME_Information.Resourceld = SMS_R_System.Resourceld where
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SMS_G_System INTEL_SA 00075_ME_Information.LMSPresent = "Running" or
SMS G System INTEL _SA 00075_ME_Information.MicroLMSPresent = "Running"
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