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3 MSKBEE
3.1 HR

ATILEBVEBRIERE, HESTRHANSERNEE, HELHEEREMENE. EMMERNE (VPC ML ) 2 GCP HhfA
BEMZWEEWRER, B5EAMNBIEEAN, BE GCP HEREMLN. VPCMBR—MEIREIR, BHBEIERON—RIXEHEMN
FWLE (FM ) B, AMEXSEYETEIRHEMEARERE. VPC WAEEZELEEEREN,

B2 VPC MR, BRERMUEEXHFE IPHE IL={E, GCPRAEREMMIZIE RS EERILE P L, MRENRBESEIN
REIUSTHAE IPER, BNIZERENMNETRZFANGETA P R, BREHDR,

HNEREARERSBEADE PR, NATEMTNBILEERMARBE A HiRRKE Google AR5,
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BXATHABENRINESER, BSRUTHEE:

e VPC: https://cloud.google.com/vpc/docs

e FAE Googleifial@i&: https://cloud.google.com/vpc/docs/configure-private-google-access

e Cloud NAT: https://cloud.google.com/nat/docs/overview

e Cloud Router: https://cloud.google.com/network-connectivity/docs/router

3.2 RMUBBEZNS

BB THRENEEESE N F M VPC MK
3.2.1 5% VPC M

= Google Cloud Platform e intelema-1-3-3-test v iSRRG S LU L
— networks

A Home > IMMENDATIONS
NETWORKING t
.
11 VPCnetwork >
VPC networks
4+ Network services > External IP addresses
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3.2.2 tlI#E VPC M4

= Google Cloud Platform & intel-ema-1-3-3-test v £ CREATE VPC NETWORK

VPC network

VPC networks

There are no local VPC networks in the current project

::: VPC network
=

VPC networks
s External IP addresses
ZZ Firewall

CREATE VPC NETWORK
N Routes

3.2.3 EiE& VPC %

& Create a VPC network BRI ERE VPC M:
¢ Name: HINM—MZIR
Name =B intel-ema-demo

Name is permanent

intel-ema-demo e Subnet creation mode: Customn

Description (Optional)

Subnets

Subnets let you create your own private cloud top
Automatic to create a subnet in each region, or cl
subnets. Learn more

Subnet creation mode
Custom = Automatic




3.2.4 ZRINFM

New subnet A
Name *
ema-servers (7]

Lowercase letters, numbers, hyphens allowed

Add a description

Region *
us-centrall >+ @

IP address range *
10.250.0.0/24 (7]

CREATE SECONDARY IP RANGE

Private Google access @
@® on
O off

Flow logs

Turning on VPC flow logs doesn't affect performance, but some systems
generate a large number of logs, which can increase costs in Stackdriver. Learn
more

CTOn
@ off

CANCEL DONE

B TETRBCE New subnet 2349

e Name: BNHE—HFMBR
=~Bl: ema-servers

e Region: GEFEERMERRMNXIE
w~B:  us-centrall

e IPaddressrange: BWNZEERAMIP i IISEE
=Bl 10.250.0.0/24

e Private Google access: On

85 Done %44,

3.2.5 ff@iAVPC

Dynamic routing mode @

® Regional
Cloud Routers will learn routes only in the region in which they were created

(O Global
Global routing lets you dynamically learn routes to and from all regions with a single VPN or
interconnect and Cloud Router

DNS server policy
No server policy - @

Maximum Transmission Unit (MTU)
1460 -

CREATE CANCEL

A DG EHRISBREABIAE.,
B2 Create 2 DA = VPC M4,




3.2.6 3 VPC MEFHAER

VPC networks CREATE VPC NETWORK ¥ REFRESH
Name Region Subnets MTU @ Mode

BEHHTEN VPC NBMRMUHANFAEERRE.

3.2.7 HEILBIRSERE IPEE

& VPC network details /' EDIT @ DELETE VPC NETWORK
intel-ema-demo

Subnet creation mode
Custom subnets

Dynamic routing mode
Regional

DNS server policy
None

Maximum transmission unit
1460

Subnets Static internal IP addresses Firewall rules Routes VPC Network Peering

Allocated IP ranges for services

<«

Private connections to services

Allocate IP range

No IP range allocated in this network. If you want to privately connect to a service, allocate a range and then create a private
connection.

B2 3 Private service connection,

B Allocate IP range %4,

3.2.8 WANFLEBIES IPECEIFAER

Allocate an internal IP range

Name
Name is permanent

google-private-access

Description

IP range
@ Custom
Specify an IP address range
10.251.0.0/16
Each service producer requires a minimum prefix size. For Google, itis /24.

Automatic
Specify a prefix length, and then Google automatically selects an available range

CANCEL  ALLOCATE

BRI ATRECE IP DEC:
e Name: A IPEEMNE—RZER,
Bl google-private-access

e IPrange: Customn HINARERR IP it FSEE,
Google EXKAIBAR/NED A (24, BEWRERA /16,
=l 70.257.00/16

B Allocate 1248,

3.3  BAAIERM

B VPC MAREREL BRI EC BN D MIUEMEAIE, BRI BUBE BEASERN =6 R TR S 2 A ML R, 1 VPC WEHER
PMRENBAERN, ENSBELERAEERNEEFATFREEHER.

FAVEE BRI BN A Az —SFAire, BIIERESEIRCR BT EMA, DUFERE B FH N ISR RT X L E AN 4 3K,
BX{ER VPCIHANBNEZER, 15HR A THE: https://cloud.google.com/vpc/docs/firewalls



https://cloud.google.com/vpc/docs/firewalls

3.3.1 SMEBAEAM

 x o % won I

Google Cloud Platform

VPC network

VPC networks

External IP addresses
Firewall

Routes

VPC network peering
Shared VPC
Serverless VPC access

Packet mirroring

20 intelema-1-3-3-test v Qa = @ @ H

Networking
Firewall rules

You can selectively allow external network traffic into your Cloud Platform network
by setting firewall rules Learn more

CREATE FIREWALL RULE

RS 3 S, %% Networking > VPC network > Firewall,

8 CREATE FIREWALL RULE,




3.3.2 73 RDP RESIZEMAIEFR M

& Create a firewall rule

Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more

Name *
allow-rdp-from-google-iap (2]
Lowercase letters, numbers, hyphens allowed

Description
Allow Remote Desktop access through Google’s Identity-Aware Proxy service

Logs

Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more

O on
@ off

Network *
intel-ema-demo - @

Priority *
1000 2]

Priority can be 0 - 65535 Check priority of other firewall rules

Direction of traffic @
@® Ingress
(O Egress

Action on match @

@® Allow
(O Deny

Targets

Source filter

Source IP ranges *

Second source filter

Protocols and ports @
O Allow all
(® Specified protocols and ports

All instances in the network - @

IP ranges - @

35.235.240.0/20 € for example, 0.0.0.0/0, 192.168.2.0/24 (2]

None - @

tep: 3389

[] udp: all
[[] other protocols

protocols, comma separated, e.g. ah, sctp

v DISABLE RULE

BRIVEEAYFFE Identity-Aware Proxy (IAP) IR {E R
Google IPSEREIMANORE, DUEBTIZARSZEREMN.

BINT 75 ABC E R AR,

Name: MAME—RZIR
aBl: allow-rap-from-google-iap

Description: Allow Remote Desktop access through
Google’s Identity-Aware Proxy service

Network: FEIZRRERICIER VPC
Targets: All instances in the network
Sourcefilter: /P ranges

Source IP ranges: 35.235.240.0/20

Specified protocols and ports:
tcp: 3389

B Create &4,




Second source filter
None > @

Protocols and ports @

O Allow all

@ Specified protocols and ports
3389

tep

[ udp: all

D Other protocols

protocols, comma separated, e.g. ah, sctp

v DISABLE RULE

CREATE CANCEL

3.3.3 73 Web FEIZPHAIEMN ({NPRFEARSZIREBE )

e® intelema-1-3-3-test v Q,  Search pr

< Create a firewall rule

Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more

Name *

allow-web-from-trusted-to-ema B (7]
Lowercase letters, numbers, hyphens allowed

Description

the EMA server

Logs
Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more

O on
® off

[ Network *

intel-ema-demo ~ 0

Priority *
1000 (7]

Priority can be 0 - 65535 Check priority of other firewall rules

BURFTRIRA AERN HH TN TR E.
e Name: BINHE—RZFR

Rl allow-web-from-trusted-to-ema

e Description: Allow web traffic from trusted sources
to the server

e Network: ZEZFETRIEIER VPC
e Targets: Specified target tags

e Targettags: ema-server

e Sourcefilter: /P ranges

e SourcelPranges: HARNZEGIHIINRRR
SIEEMLE

e Specified protocols and ports:
tcp: 443,8084

B Create 1248,




Direction of traffic @
@ Ingress
O Egress

Action on match @

@® Allow
O Deny

Targets
Specified target tags

Target tags *
ema-server €3

Source filter
IP ranges

Source IP ranges *
[ for example, 0.0.0.0/0, 192.168.2.0/24

Second source filter
None

Protocols and ports @
O Allow all
@ Specified protocols and ports

tep: 443,8084

[ udp: all

[C] other protocols

protocols, comma separated, e.g. ah, sctp




3.3.4 73 Web iEIZBHAIEMRM ( XRF MRS 2[EBE )

< Create a firewall rule

Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more

Name *
allow-web-from-load-balancer (7]

Lowercase letters, numbers, hyphens allowed

Description
Allow web traffic from the Google load balancer

Logs

Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more

O on
@® off

Network *
intel-ema-demo - @

Priority *
1000 [2]

Priority can be 0 - 65535 Check priority of other firewall rules

Direction of traffic @

@ Ingress

(O Egress

Action on match @

@® Allow
O Deny

Targets
Specified target tags - @

Target tags *
ema-server €3

Source filter
IP ranges - @

Source IP ranges *
35.191.0.0/16 €  130.211.0.0/22 € for example, 0.0.0.0/0,192.168.2.0 @

Second source filter
None - @

Protocols and ports @
O Allow all
(® Specified protocols and ports

tep: 4438084

[J udp: all

[[] Other protocols

protocols, comma separated, e.g. ah, sctp

v DISABLE RULE

CREATE CANCEL

BEFTAOBA ASER F AT TR &,

e Name: HNE—HZR

=~ allow-web-from-load-balancer

e Description: Allow web traffic from the Google load
balancer

e Network: FEZFEFLAIEIEMN VPC
e Targets: Specified target tags
e Targettags: ema-server
e Sourcefilter: IP ranges
e SourcelPranges:
o 351791.00/16
o 130211.00/22
e Specified protocols and ports:

o tcp: 4438084

B Create 24,




3.3.5 73 Swarm = IR AIEFRN

Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more

Name *
Lowercase letters, numbers, hyphens allowed

Description

Logs
Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more

O on
@ off

Network *

Priority *

Priority can be 0 - 65535 Check priority of other firewall rules

Direction of traffic @
(® Ingress
() Egress

Action on match @

@® Allow
(O Deny

Targets

Target tags *
ema-server €

Source filter
Source IP ranges *

Second source filter

Protocols and ports @
O Allowall
@ Specified protocols and ports

tep: 8080

[] udp: all
[C] Other protocols

protocols, comma separated, e.g. ah, sctp

v DISABLE RULE

allow-swarm-from-any-to-ema @

intel-ema-demo - @

1000 [~}

Specified target tags - @

IP ranges - @

0.0.0.0/0 € for example, 0.0.0.0/0,192.168.2.0/24 (7]

None - O

BUBFRIBR AN HH TN TEE.
e Name: BNHE—RZFR

=~ allow-swarm-from-any-to-ema

e Description: Allow EMA agent traffic from anywhere
to the server

o Network: ZEIFESRICIZEM VPC
o Targets: Specified target tags

e Targettags: ema-server

e Sourcefilter: /Pranges

e SourcelPranges: 0.0.0.0/0

e Specified protocols and ports:
tcp: 8080

B3 Create 1248,




3.3.6 AHRSS=RENTREEMEIZRBEIERN (RF S MRS I]REEE )

& Create a firewall rule

Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more

Name *
allow-ema-internal (7]

Lowercase letters, numbers, hyphens allowed

Description
Allow internal communication between EMA servers

Logs
Turning on firewall logs can generate a large number of logs which can increase costs in
Stackdriver. Learn more

O on
@ off

Network *
intel-ema-demo v @

Priority *
1000 (2]

Priority can be 0 - 65535 Check priority of other firewall rules

Direction of traffic @
@ Ingress
(O Egress

Action on match @

@ Allow
O Deny

Targets
Specified target tags - @

Target tags *
ema-server €

Source filter
Source tags - @

Source tags *

ema-server ) Q

Second source filter
None - @

Protocols and ports @
O Allow all
(@ Specified protocols and ports

tep: 8092-8094,8089
[ udp: all

[[] Other protocols

protocols, comma separated, e.g. ah, sctp

v DISABLE RULE

CREATE CANCEL

BUBFRIBR AN HH TN TEE.
e Name: BNHE—RZFR

=~Bl: allow-ema-internal

e Description: Allow internal communication between
EMA servers

o Network: ZEIFESRICIZEM VPC
o Targets: Specified target tags

e Targettags: ema-server

e Sourcefilter: Source tags

e Sourcetags: ema-server

e Specified protocols and ports:
tcp: 8092-8094,8089

B Create &4,




3.4 EBZ Cloud NAT #1 Cloud Router
3.4.1 Sfii# Cloud NAT

NETWORKING —_—
VPC network > B 1:30
- astannalrnifitilizat
iin Network services > )
Load balancing
I Hybrid Connectivity > Cloud DNS
~ Cloud CDN
t=  Network Service Tiers
Cloud NAT
G Network Security > Traffic Director
2% Network Intelligence > | Service Directory

Cloud Domains

MRS e, %3 Networking > Network services
> Cloud NAT

B H"Get started”




3.4.2 & Cloud NAT #40{5 2F1€13 Cloud Router

& Create a NAT gateway

Cloud NAT lets your VM instances and container pods communicate with the
internet using a shared, public IP address.

Cloud NAT uses NAT gateway to manage those connections. A NAT gateway is

region and VPC network specific. If you have VM instances in multiple regions,
you'll need to create a NAT gateway for each region. Learn more

Gateway name
Name is permanent

ema-nat-gw

Select Cloud Router

BRI ATRECE NAT MX:
e Gateway name: MHIAME—MZIR

=Bl ema-uscT-nat-gw
e VPCnetwork: #EF2ZaIEI3ER VPC
e Region: EEREREEMNAIEXILE,

o Cloud Router: M\THIFERERFR Create new
router,

o A Cloud Router I NME—HIZ TR

=~B: ema-usci-router

YPenetwork o HBF Create #ZH M Cloud Router,
intel-ema-demo -
B Create ZH DAz Cloud NAT MK,
Region
us-centrall -

Subnet(s): 1

Cloud Router

Create new router

No Suggestions

NAT IP addresses

Automatic (recommended) -

Destination (external)
Internet

Advanced configurations

Lo OB

Create a router

Google Cloud Router dynamically exchanges routes between your Virtual Private
Cloud (VPC) and on-premises networks by using Border Gateway Protocol (BGP)

Name
Name is permanent

ema-uscl-router

Description (Optional)

Network

intel-ema-demo -

Region
Region is permanent

us-centrall (lowa) i

Create Cancel




4 Cloud SQL BpE

Google Cloud SQL for SQL Server @ — 12BN T SRIBRS (PaaS) HIEEES 12, HINREEE:
o BENitEMNXERE BBE%IX624 GBRAMH 96 4 CPU,
e SIX30TBHWAAFM=IE, HEBRESZSEZEMIBIMEFEMEKRN.

® 7f Google Cloud Console I &R,

o X[E. BRE. WiNZRAFILRFALH,
o EPFHURETE Google MABBMB AR EBUBRER. IRATSXHMER FFHT T INE,
® TH¥EM Cloud SQL fRERSY SSL/TLS thiX#H1T R LM INIRERE,
o {EM BAKH SQL XS NEURE,
o {FM BAK XS HEIRE,
o B HMREEND.
® £Ejf Stackdriver BRI R,
e E/EH SQL Server (KEBINRE FIFE AL T1E,
FE: Cloud SQL R3zHf AD SHKIE,
BXCloud SQLMEZER, BEAXIFNINENEIIR, EHRITHE: https://cloud.google.com/sql/docs/sqlserver
4.1 €3 Cloud SQL Server
BRI TII 28I SQL Server BIEE, HEFITER EIMNAYHRIAR,
4.1.1 SMESQLEES

$5x , 2l St SQL
= Google Cloud Platform FERRZSREF, ¥eE] Storage > SQ

# Home >
STORAGE

@) Bigtable

Sk Datastore >
5"--: Firestore >

ﬁ Filestore
= Storage >

€ sa. X



https://console.cloud.google.com/
https://cloud.google.com/sql/docs/sqlserver

4.1.2 €I SQL Server 34l

= Google Cloud Platform Q a H
<
= sqQL Instances

Cloud SQL

Cloud SQL Instances

Cloud SQL instances are fully managed, relational MySQL, PostgreSQL, and SQL
Server databases. Google handles replication, patch management, and database
management to ensure availability and performance. Learn more

To get started with Cleud SQL, you can create a new instance or use Cloud SQL to
migrate your SQL database to Google Cloud.

CREATE INSTANCE ~ MIGRATE DATA

B3 CREATE INSTANCE

4.1.3 EFEHIBREESIZE

= Google Cloud Platform Q

sqQL < Create an instance

«w

Choose your database engine
£ MySqL
Versions: 5.6, 5.7

—> Choose MySQL

£ PostgreSQL

Versions: 9.6,10,11,12

—> Choose PostgreSQL

£ SQL Server

Versions: 2017

—> Choose SQL Server

4% SQL Server{E A#IERES| 2,




REEXNEMER

ntel-ema-1-3-3-test «

Google Cloud Platform

g SqQL & Create a SQL Server instance

Instance info

Instance ID
Choice is permanent. Use lowercase letters, numbers, and hyphens. Start with a letter.

ema-db %

Password
Your default service admin username is 'sglserver'.

% @ Generate

Location
For better performance, keep your data close to the services that need it.

Region Zone
Choice is permanent Can be changed at any time

us-centrall (lowa) - Any -

BRINTAREEEARFRER.

e InstanceID: BMIAE—HIBZFR
=~Bl: ema-db

e Password: BIE—/ 5,
IR, RARSEEBAAPAR sqlserver,

e Region: FA5FMAERRXIEH,

e Zone:Any

4.1.5 BEEWNRZXBNEFMHE

1 Machine type and storage A

Database version and edition

Each edition has limits for cores, memory, and storage. If you customize
beyond these limits, you'll be pointed to an edition that better suits your
needs. Learn more

SQL Server 2017 Standard (most common) -

Machine type
Choose a preset or customize your own. For better performance, choose a
machine type with enough mermory to hold your largest table. Learn more

Standard (most common) Satisfies most use cases -

1vCPU, 4GB 2vCPU,8 GB 4vCPU, 16 GB Custom

Storage capacity
Higher capacity improves performance, up to the limits set by the machine
type. Capacity can't be decreased later.

20GB 100GB 200GB 1TB Custom

+" Enable automatic storage increases
If enabled, whenever you're nearing capacity, storage will be
incrementally (and permanently) increased. Learn more

Storage type
SSD

£ Configuration options T~, X4 TAT/RECE Machine type
and storage,

e Database version and edition: SQL Server 2017
Standard

e Machine type: Standard
RIEEBERHARE, SWAINEF#REREABMIME

BXZEREKRNZEIN, 1E2H ( Intel® Endpoint Management
Assistant Server 35/ ) .




4.1.6 EEEEME

2 Connectivity

Choose how you would like to connect to your database instance.

For extra security, consider using the Cloud SQL proxy to connect to your
instances after creation.

v/ Private IP

Private IP connectivity requires additional APIs and permissions. You
may need to contact your organization's administrator for help
enabling or using this feature. Currently, Private IP cannot be disabled
once it has been enabled.

Associated networking
Select a network to create a private connection

intel-ema-demo v

Managed services network connection
Create a service connection by providing an allocated IP range.

® Select the IP range
google-private-access =

Use an automatically allocated IP range

(oL@ Cancel

Public IP

Close

£ Configuration options T~, X1 TATRACE Connectivity,
e PrivateIP: Ak

o MRIAEHE RIS Google Y Service
Networking API (Z1RBER ) .

o Associated networking: FEFRERLEIEIERN
VPC

o ERTIHIMINZ VPC LABTF Google #hE1H
E.'E(J IP 78.0

o B Connect &, 2 "Managed service
network connection" FER 7 EKRT, R{ER
AR GEIRAE,

e PublicIP: T4k
B Close ZH AT E Connectivity B85

4.1.7 BEESH. MEMNSTHY

3 Backups, recovery, and high availability

Backups
Automated backups and point in time recovery help protect your data from
loss at a minimal cost.

+ Automate backups
12:00 AM — 4:00 AM -

Choose the best window of time for your data to be automatically
backed up. May continue outside window until complete. Hours shown
in your local time zone (UTC-6).

Location options

Availability
Choice affects cost. You can change this option at any time by editing your
instance.
Single zone
In case of outage, no failover. Not recommended for production
instances.
(®) High availability (regional)
Automatic failover to another zone within your selected region.
Recommended for production instances. Increases cost. Learn more

Close

£ Configuration options T~, 1R TAT/~ECE Backups,
recovery, and high availability,

BEHIREREBETRE,
BV EFERE S F High availability &I,
B Create 125 M e B AR EE I,




4.1.8 IRENEUREEE 1P it It

-) Connect to this instance

Private IP address

10.251.0.5

D

BIRBRBUEEER, “Overview"TIEPEFE "Connect to this instance"
Mo ERENE IPHE I,




5 EHNEEE
5.1 #R

Google Compute Engine (GCE) AR M 7T i E BN RENE, MABWIMLRB IS THYIEEYS., B2, BINABRELIPR
ERERAREDBETHRE.

AEDEPEBZSEAIRY, EHEEZEANX. BERAMIILE, MERSEGE, ESEFPRMIE MR, NFKERET QIR SRS
GCE B (VM) B CPU MR (“EE"2— M RIRR0ED ) , EREEAMENSELEIARNRRE, NEMNEENEFHEE,

M ESIEZABET— VPC ML, B—MEFNIFELBEMDNEERE, EFEREENSHCSMEZ SMEMENA)
Bt BMETBE,

B % Google Compute Engine WESER, BB THIE:
https://cloud.google.com/computehttps://cloud.google.com/compute/docs/concepts

5.2 g2 GCE BN 3EH

FEIRSEEH, % Compute > Compute
Engine > VM instances,

B Create 24,

Google Cloud Platform  &e inteema-1-3-3-test v

EE]E Compute Engine VM instances

B VMinstances

#;  Instance groups

=] Instance templates Compute Engine
VM instances

B Soletenant nodes

L Compute Engine lets you use virtual machines that run on Google's

E Machine images infrastructure. Create micro-VMs or larger instances running Debian,
Windows, or other standard images. Create your first VM instance,

o] Disks import it using a migration service, or try the quickstart to build a
sample app.

Snapshots

or Import or Take the quickstart

[Z]  Images

5.2.1 BEEMNEXRFAER

BRUTAERREEEMNERFAREE.
e Name: BINE—RIZR

Name
Name is permanent

ema-server-1 _
=l: ema-server-1
Labels (Optional) . \ NN, e
e Region: @EEHI1ZAERANERXE,
=+ Add label
region zone e Zone: ¥EE—MSHEMA B RRX
Region is permanent Zone is permanent

us-centrall (lowa) - us-central1-a -



https://cloud.google.com/compute
https://cloud.google.com/compute/docs/concepts

5.2.2 EEREIIHLE

Machine configuration

Machine family
General-purpose = Memory-optimized Compute-optimized
Machine types for common workloads, optimized for cost and flexibility
Series
E2 v
CPU platform selection based on availability
Machine type

e2-standard-2 (2 vCPU, 8 GB memory) =

vCPU Memory

v 2 8 GB

EREHRNSREE, BXRERER, 1ESH ( Intel® Endpoint
Management Assistant Server 235/ ) .

12 0] DAFH S TE RSN R AR #E 1T BB EX

5.2.3 BEENIIENRE

Boot disk

b New 50 GB standard persistent disk

Image

¥ Boot disk 18& 3 Intel EMA Z#FH &3 Windows* Server
Datacenter kR4,

BXAZRNRERSK, 155H ( Intel® Endpoint Management
Assistant Server Z¥35/ ) .

Access scopes

@ Allow default access
Allow full access to all Cloud APls
Set access for each API

Firewall

Add tags and firewall rules to allow specific network traffic from the Internet
Allow HTTP traffic
Allow HTTPS traffic

Management, security, disks, networking, sole tenancy

You will be billed for this instance. Compute Engine pricing [7

Cancel

@ Windows Server 2019 Datacenter Change
5.2.4 BB RN HRIFIGNIE
Identity and APl access £ Identity and APl access 3§ 7, ZAILUREBENINE, METRE
Service account PHEBEBN Google Cloud Logging E"J*RBE, R ITHEAME
Compute Engine default service account v };'gﬂ;a

£ Firewall 887>, ROBERMNEEE, ENENTPHET MLEITIC
AWMLEISE, BRETRE N—FPHETEE.,

B35 Management, security, disks, networking $5Z R It
Wy, REHRET—5,




5.2.5 GEEMHMSE

Management  Security ~ Disks  Networking  Sole Tenancy it Networking IR,

Network tags (Optional)

ema-server (3 allow-rdp €3

% EBDLT Network tags:

Hostname
Set a customn hostname for this instance or leave it default. Choice is permanent ° ema-server
ema-server-1.us-central1-a.c.intel-ema-1-3-3-test.internal %EM**?%EJ:E’\J%E%H: %Eﬁﬁ-lt—ﬁ
A y < o

Network interfaces
Network interface is permanent

intel-ema-demo ema-server (10.250.0.0/24) Va

5.2.6 EEEMNMMSEERA (PIRSB[HE )

.  Primary internal IP i &8 Reserve static internal IP
Network interface ~
address

Network A P REBENME—RIBTR
intel-ema-demo - ~fl: ema-server-T1-private-ip
Subnetwork %fﬁ Reserve Ei%ﬂo
ema-servers (10.250.0.0/24) ad

¥ External IP 1% &4 Create IP address,

73 1P REHNME—RZ IR

T: ema-server-1-public-ip
B Reserve %54,
8 Done %48,

Primary internal IP

ema-server-1-private-ip (10.250.0.3) N
Show alias IP ranges

External IP

ema-server-1-public-ip (34.122.76.61) N

Network Service Tier
Premium

IP forwarding
off ~

Public DNS PTR Record
Enable

Done  Cancel




5.2.7 EEEMNMSEERD (2HURSRBE )

] # Primary internal IP 1R &4 Reserve static internal IP
Network interface ~
address

Network ?9 IPﬁ%’a’E@)\ﬂE—E’\J%ﬁ\
intel-ema-demo - TBl: ema-server-1-private-ip
Subnetwork $$ Reserve E‘fiﬂo
ema-servers (10.250.0.0/24 A s
( ) ¥ External IP i%5 None,
Primary internal IP $$ Done E“Eﬂo
ema-server-1-private-ip (10.250.0.3) v
Show alias IP ranges
External IP
None ik
IP forwarding
off hd
Done Cancel
5.2.8 fIAGIZEHIM
BEHERERER Create IRH M B E MBI BIE,
5.2.9 %8 Windows &3
VM instances 3 C I 42 SHOWINFOPANEL SRR ZE, EATMMEMMEFTIR
FREETE Connect BF3kiRH, MAHHIRE
Windows 23,
= Filter VM insta Columns
Name ~ Zone Recommendation In use by Internal IP External IP Connect
(] us- ema-server-1-private-ip None RDP E
ema- centrall- (10.250.0.3) (nic0)
server- a Set Windows password
i View gcloud command to reset password

5.3 gIEE -1 GCE EMMES (RFHHNIRSBREEBE )

WFAMARSRNE, RESENANSRUCIEZS —NENN, BEHMBAEBE, DUREREDXENATERRN,

5.4 (£ RDP EFREMMN
JFREAT P LWENN, KFHNEBT —MER Google B Identity-Aware Proxy (IAP) 4§ RDP &3 BiE &2 I 535,

XEBDERBBE RS Cloud SDK, LAEIHIE gcloud TSR HER. BXZRILA, B3H:
https://cloud.google.com/sdk/docs/install

—BREHBET gcloud AR, ErTDUSMEREMNM IAPBE, MMSEEEN AR KR 2 EBAA RDP KA,

[k


https://cloud.google.com/sdk/docs/install

gcloud compute start-iap-tunnel ema-server-1 3389 --local-host-
port=localhost:33389 --zone=us-centrall-a

TRBBRENS, FHABERNRS[ZMNXEAEESTE.

BXEHIAPHIT TCPEANESER, BB TEE: https://cloud.google.com/iap/docs/using-tcp-forwarding



https://cloud.google.com/iap/docs/using-tcp-forwarding

6 HHIIERDE (RFHHARSBIHE )

AENERTENARERNZSINLFZEAERAPRE. BEoBOE, fAHTEHAURBNARERFAEZE, STEEHLEZITERNN
W o
FAVBER HTTPS S Fi19E 302 Web iRE, HER TCP RIBAFIERZLIE Swarm &, £ HTTPS LB BIgHiia, EKEES
SSL/TLS iEH,

AHYERNERE—TEMAE. RNWEMNBEFNRE, FXFEDT R, BERIIEERIFEEXRMNA, XEESXER,
FEIEMNFEREBET Intel EMA EBWHIE X BV SLIRAISLHIA,

A—TEBWIRFEIE, HIVERN TCP AHERNEIAIRELEMNHA LWRE, FRERSR[/LREK IntelEMAZE,
FELEMRLIRE. (Intel EMA Server R348/ ) IR T AXAMMRIT LLREROWA,

BX Google AHTEHMNESER, BHRMNTEE: https://cloud.google.com/load-balancing/docs

6.1 CIEIEFEESHIA
6.1.1 SMMZEXHIA

%

EE]E Compute Engine Instance Grou... 4 CREATE INSTANCE GROUP EHE%%%EP, =2 compute s Compute Engine
> VM instances,

Virtual machines ~

B VMinstances

[E]  Instance templates

B Sole-tenant nodes

=) Machine images

= TPUs

& Migrate for Compute Engine

Instance Groups
Instance groups let you organize VM instances or use th
backend service. You can group existing instances or cr
an instance template. Learn more

Committed use discounts
Storage v

Instance groups ~

CREATE INSTANCE GROUP
;.',; Instance groups



https://cloud.google.com/load-balancing/docs

6.1.2 tUEIEEEEHIAE

To ct

reate an instance group, select one of the options:

New managed instance group
(stateless)

Use for stateless serving and batch
workloads.

Supports:

+ autoscaling

- autohealing, updating, regional
deployments

 load balancing

New managed instance group
(stateful)

Use for workloads that require persistent
data or configuration such as databases or
legacy monolithic applications.

Supports:

« preserving the state of disks and
metadata

+ autohealing, updating, regional
deployments

+ load balancing

New unmanaged instance group
Use for load balancing across a group of
VMs that you manage yoursel.

Supports:

+ load balancing

Organize VM instances in a group to manage them together. Instance groups [

Name
Name is permanent

ema-uscla

Description

Intel EMA instances in the us-central1-a zone

Location

Region Zone

Region is permanent Zone is permanent
us-centrall (lowa) = us-centrall-a =

Port name mapping

A load balancer sends traffic to an instance group through a named port. Create a named

port to map the incoming traffic 1o a specific port number, then go to "HTTP load

balancing to create a load balancer using this instance group.

Port name Port numbers
web 443 X
redirection 8084 X
swarm 8080 b4
+ Add item
Network
intel-ema-demo b
Subnetwork
emarservers (10.250.0.0/24) -
VM instances
ema-server-1

You will be billed for VM instances in this group. Compute Engine pricing (7

[o... OB

B Create Instance Group %48,
RU T AT REC & 3L f4H
e Name: J3SEIBRNM—RIZR

=~Bl: ema-uscia

e Description (optional): /ntel EMA instances in
the us-central7-a zone

e Location: EEFEERHEEXIGHM DX
=~l: us-centrall-a

e Portname mapping: RN TIA
o web:443
o redirection:8084
o swarm:8080
TARRH VPC ML
BEERENTFW
I XA BIATE EHA,

e Network:
e Subnetwork:

e VM instanceS'

Z/DNEF—
8:F Create %50

6.1.3 GlIEEZIHIA

6.2

BRIENEEAEEE Intel EMA BN E N EMBXEIE—MIEEE LA

BIIB1TIR

BIEERBRSTRRKEE, EAHIIE SRS FiziTRn REFH BT DUEBORE.
6.2.1 AWebE

RGBT INREE

é

Create a health check

Health checking mechanisms determine whether VM instances respond properly to

traffic. You cannot create a legacy health check using this page. For more information,

refer to the Health Checks Concepts documentation.

Name
ema-web

Description

Scope

® Global

(O Regional

Protocol
HTTPS

Port

v 443 7]

M Compute Engine flliat=rA, i%#F Health checks.

8 Create Health Check,
BRUTAREEBTIRRNE:
e Name: ABTRAREMANEE—RZIR

Bl ema-web
e Scope: Global
e Protocol: HTTPS
e Port:443
&) DUz S HAEIAE,

B F Create IRIASIBZTIRREE




6.2.2 73 Swarm FiREIBETINREE

& Create a health check

Health checking mechanisms determine whether VM instances respond properly to
traffic. You cannot create a legacy health check using this page. For more information,
refer to the Health Checks Concepts documentation.

Name
ema-swarm (2]

Description

Scope

® Global
() Regional

Protocol Port
TCP hd 8080 (7]

M Compute Engine flliAt=F, i%#% Health checks,
B3 Create Health Check.
BRINTAREEETIRRGE:

e Name: AEBTRRCEBNME—RIBTR

Bl ema-swarm

e Scope: Global

e Protocol: TCP

e Port:8080
R DRSS HARROAE,

B Create UBIABIBZETIRNREE,

6.3 ESMEHHMEG

‘ﬁ Network services Load balancing

& Load balancing Load balancers ~ Backends  Frontends

& CloudDNS

<& Cloud CDN

Network Services
S+ Cloud NAT Load balancing

i} Traffic Director
Load balancers distribute inc
VM instances to help your ap

Create load balancer

Service Directory

]

/4 Cloud Domains

MARSHE, %% Networking > Network services >
Load Balancing




6.4 GIEHTTPS fadiiyErse

6.4.1 ¥EEHTTP(S) afi19#s

& Create a load balancer

HTTP(S) Load
Balancing

Layer 7 load balancing for
HTTP and HTTPS
applications Learn more

Configure . .

HTTP LB Internet facing or internal only

HTTPS LB (includ

HTTP/2 LB()mc uees Do you want to load balance traffic fro
VMs in your network?

Options

@ From Internet to my VMs
Only between my VMs

Internet-facing or internal
Single or multi-region

Start configuration

B3 Create load balancer,

£ HTTP(S) Load Balancing T, & i Start configuration
%4,

¥E$2 “From Internet to my VMs",

& Continue &2,

6.4.2 MAHEYEHRIKEIN

& New HTTP(S) load balancer

Name
Name is permanent

ema-web-lb

AGHIIE RN —RR R

R~ ema-web-lb

EinRARSSE &
S RiRARSS

6.4.3

6.4.3.1

Backend services & backend buckets

Create or select backend services & backend buckets

Backend services
Create a backend service

Backend buckets >

g Backend configuration

ETHEED, S#iZE Backend services > Create a backend
service,




6.43.2 BERFKESEFRFAER

Create backend service

Name
Name is permanent

ema-web-backend

Description

Backend type

Instance group v

Protocol, named port & timeout

RN TR REC B B imARSS :
e Name: HIFIHRZMNE—HNBZR

Bl ema-web-backend
e Backend type: /nstance group
e Protocol: HTTPS

e Named port: web

Protocol Named port Timeout
HTTPS - web 30 seconds
6.4.3.3 RINEIH
New backend [ ] ~

Instance group

‘ ema-uscla (us-centrall-a) v ‘

Port numbers

comma-separated list of values

Balancing mode

@ Utilization
Rate
Instance group has named ports

Maximum bacl

80 Do you want to use an existing named port for this backend service?
Maximum RPS web (port 443) ~

Max total RE
Capacity CANCEL  USE SELECTED PORT NAME

100
e —

Less

Done Cancel

7£ New backend 3357, EIRESAIGIERE — 1 LFIAH,

BEEI— 1 REEO, WhEEEEFERANENGRIRO,
%1% web (port 443) F & Use Selected Port Name,

g Done,

X FEAREENE N EMBIFFEESEAIA, EEEH Add Backend
B, RERHAEEXERE,

6.4.3.4 EEEBETRRKEE

Health check

ema-web (HTTPS)
port: 443, timeout: 5s, check interval: 5s, unhealthy threshold: 2 attempts

M Health check THIZREH, FEFZSCAIEIERN ema-web
(HTTPS) BTRRKE,

6.43.5 BESIERE

Advanced configurations (Session affinity, connection draining timeout)

g & Advanced configurations L& R Hh3ETR,
¥ Sessional affinity IR& 9 Generated cookie,

g Create R4,




Security

Cloud Armor security policy Optional)

None -

Session affinity Affinity cookie TTL

Generated cookie hd 0 seconds

Connection draining timeout

300 seconds

Custom request headers (Optional)

—+ Add header

Press Ctrl+Space to get suggestions in the header value field

Hide advanced configurations

6.4.4 RIRECE

New Frontend IP and port

Name (Optional)
Name is permanent

ema-web-frontend

Add a description

Protocol

HTTPS (includes HTTP/2) -

Network Service Tier
® Premium (Current project-level tier, change)
Standard

IP version IP address

1Pv4 & ema-web-Ib-ip (34.107.156.222) hd

Port

443 -

Certificate

ema-web -

Additional certificates

SSL policy
GCP default -

QUIC negotiation

Automatic (default) -

Done  Cancel

B Frontend configuration,
RN T ARBC E /TR
o Name: SRIRHNME—ER

~Bl: ema-web-frontend
e Protocol: HTTPS
e IPaddress: MIEEAFERE Create IP address

o AP HMNE—RETR
Tl ema-web-lb-ip

o B Reserve
e Port: 443
e Certificate: FEFOIE—NMEPHENER SSLIEH

=
=5

53 Done %44,




6.4.5 KEHRZRHE

& New HTTP(S) load balancer

Name
Name is permanent

ema-web-lb

@  Backend configuration
You have configured 1 backend(s)

@  Hostand path rules

You have created host and path rules

(] Frontend configuration

Your frontend is configured

@  Review and finalize
Optional

Cancel

Review and finalize

Backend

Backend services

O 1. ema-web-backend

Endpoint protocel: HTTPS  Named port: web  Timeout: 30 seconds  Cloud CON: disabled  Health check: ema-web

Advanced configurations

Instance ~  Zone Autoscaling Balancing mode  Capacity  Selected ports
group
emauscla  us No Max backend 100% 443
centrall-  configuration  utilization: 80%
a
ema-usclc  us- No Max backend 100% 443
centrall-  configuration  utilization: 80%

c

Host and path rules

Hosts ~ Paths Backend
All unmatched (default) All unmatched (default) ema-web-backend
Frontend
Protocol IP:Port Certificate SSLpolicy  Network Tier
HTTPS 34.107.156.222:443 ‘ema-web GCP Premium
default

35 Review and finalize,

KERELNER, RABHET Create
%,

6.5 eI TCP fafilyEse
6.5.1 % TCP fa#19%

TCP Load Balancing

Layer 4 load balancing or proxy
for applications that rely on
TCP/SSL protocol Learn more

Configure
TCP LB

SSL Proxy
TCP Proxy

Options
Internet-facing or internal

Single or multi-region

Start configuration

Internet facing or internal only

Do you want to load balance traffic fror
VMSs in your network?

® From Internet to my VMs
Only between my VMs

Multiple regions or single region

Do you want to place the backends for
across multiple regions?

(® Multiple regions (or not sure yet)
Single region only

% "Multiple regions"

&3 Continue %54,

B Create load balancer,
7£ TCP Load Balancing T, B2 Start configuration 2%,

#&31%F “From Internet to my VMs",

6.5.2 MAHEPYEHRIKEZNR

Name
ema-swarm-lb

¢&  New TCP/SSL load balancer

AL I RN — B BT,

=~ ema-swarm-lb




6.5.3 FinlksSHECE

6.5.3.1 BERRESERFAER

Backend configuration

Name

ema-swarm-lb

Add a description
Backend type

(® Instance group
O Zonal network endpoint group

BRI AR & R IRARS:
e Backend type: /nstance group
e Protocol: 7CP

e Named port: swarm

Protocol Named port *
TCP v @ swarm
Timeout *
30
6.5.3.2 HRINEIH
New backend 8§~ | 7 Newbackend B4, YRR IS —EFIA,
Instance group * o "
ema-uscla - RBEEDN—1EEED, BNEEREEFERAMENGRERO,
#3#% swarm (port 8080) & 5 Use Selected Port Name,
Port numbers * .
Y HAREAMREB A,
B Done,
Balancing mode @
@ utilization N F RGNS N EMIEEESLHIE, E%2 T Add Backend
O Connection BH, ABRRIRAEEXWIEE,
Maximum backend utilization *
80 % @
Scope
Maximum connecti.. Connections @ per instance v
Capacity
100 % @
- SHOW LESS
CANCEL DONE
6.5.3.3 ‘BEBTRREE
Health check * . oy e
eah chee M Health check THISZS S, EEELATCIREM ema-swarm
ema-swarm T TRISIVY
EBETRRKRE,
port: 8080, timeout: 5s, check interval: 5s, unhealthy threshold: 2 attempts




6.5.4 RiiRECE

Name Type
ema- Instance
uscla group
ema- Instance
usclc group

v ADVANCED CONFIGURATIONS

Zone

us-

centrall-

a

us-

centrall-

c

Autoscaling

No
configuration

No
configuration

Balancing mode

Max backend
utilization
80%

Max backend
utilization:
80%

Selected p

8080

8080

Frontend configuration . .
9 B3 Frontend configuration,
Specify an IP address, port and protocol. This IP address is the frontend IP for your
el —_ St
clients requests. For SSL, a certificate must also be assigned. ﬁ(ﬂﬂ?ﬁﬁ/‘ﬁﬁﬂ% B Y
Name: J5HTIRHNHE—RE TR
w~f: ema-swarm-frontend
New Frontend IP and port A
Protocol: 7CP
Name
ema-swarm-frontend (2] IP address: MIEEAHERE Create IP address
o AP IHMNHE—RZIR
* DESCRIPTION w~f: ema-swarm-lb-ip
Protocol
TCP - O %a& Reserve
Port: 9092
Network Service Tier @ AT DN RPEZFEERIRD, FEIENZE, BFE
@ Premium (Current project-level tier, change) (2] ﬂ-l«\)\ﬁ,ﬁ « Intel EMA Server f%?gﬁﬁi » EF'E"J'\LE BA JE??
(O Standard (us-centrall) @ B, DBMRSHRBALENIRO,
1P version IP address B3 Done %24,
IPv4 - ema-swarm-lb-ip -
Port
9092 A
Proxy protocol
Off -
CANCEL DONE
= .
6.5.5 KEHRZHRE
& New TCP/SSL load balancer . . .
B Review and finalize,
Name
ema-swarm-lb (2] *ﬁﬁﬁ%tﬁ(_—”—é—lﬁ\, %E%EE Create
Frontend ati|
Q Backend configuration Protacol P IP:Port Certificate SSL Policy Proxy Protocol °
Q Frontend configuration Tee 9092 off
@ Review and finalize (optional) Backend
Endpoint protocol Named port  Timeout Health check
CANCEL TCP swarm 30seconds  ema-swarm

6.6 Intel EMA Server Y DNS

X FERSRME, MRTHEEESHE, WEECE—1 DNSIER, BIEEA Intel EMA EMHRBIAL P I,




SHFDMIARSR[EME, BRECE—DNSIER, HEHHIERNAL P I,
BXILES, H5E0ER DNS E32A,



7 MIFEB—EBX5 Active Directory* kiR AA

M 2020 % 2 B2, Microsoft AD* EERSEEERM., HNERERULFRSNIXT Intel EMA EBE, BUATHHZRM T H—FH
FE.

https://cloud.google.com/blog/products/identity-security/managed-service-for-microsoft-active-directory-is-ga
https://cloud.google.com/managed-microsoft-ad/?hl=en_US



https://cloud.google.com/blog/products/identity-security/managed-service-for-microsoft-active-directory-is-ga
https://cloud.google.com/managed-microsoft-ad/?hl=en_US
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