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3.2 tIEEIEA
3.2.1 EEHRARS

FRREINEPIEEI=I2E Resource groups, REREFHMK
P Microsoft Azure 2 Resource grcup| F R,

. Services
Azure services

(4] Resource groups

3.2.2 RhNZEEAE

BF Add 25,
Microsoft Azure L Search resource:

Home >

Resource groups =

-+ Add E:CSB Manage view O Refresh -

Filter by name... Subscription == all
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3.2.3 BEZHEIRA

Home > Resource groups > BERANTERFRER.

e Resource group: ABRARNME—RIZFTR,
Bl: intel-ema-resources

Create a resource group

Region: FEFEEREHRRMNXIE,
w~fl: (US) West US
Basics Tags  Review + create

Resource group - A container that holds related resources for an Az AR BIZHMERN, RATESETCEAXE, BN
resources for the solution, or only those resources that you want to | INABREICAEENXEY, ERMRRE, WAERIFIRELRR
allocate resources to resource groups based on what makes the mo | &3E XK X1,

Project details
Subscription * © |_

Resource group * (O | intel-ema-resources

Resource details

Region * O | (US) West US

3.2.4 EEMONE
1. E Review + create %48,
2. BEEREBLNER, RIBRE Create £,

4 MBEE
41 R

ATILEBEBRINERE, HESTRHANSERNBE, HIELRERENEZFR. ENMEE Azure RENEPHREEBE
BER, B5EAMBIEEEM, BT Azure PEREMKH, EHMMBESE LRKILREE.

BIZEMMLER, BRBERMBEXHFAME IPIE LXE, Azure BEFERMZM IZ=EAFRSELE P L. BINEBRERSA
FANEMBNLTEESHN t=E, NERAENLZET VPN EREFEIRE MR,

BIBEIMMEE, RITEEZQUEZLD—DNFM, FRILEATNX VPC MEDER, BE—HoMHE =R PEBAZS N TN, ARE, &
P Azure FIRERE RN R F M,

HATPREMBRZEAARKEMME 7, MATFNEFNERE, BIEFNLELERRSER, TAFREMNELHEEE SQL

Server,

HAHEERE Azure Bastion fRSS, HIRATLUEIE Azure %4 RDP B SSH SN B, A0 AL LAY RDP i O R 2 FI EEXW
LO

BXRATHEHMENMERFENESER, HHRONTHEENERENETPERA BT

o EIMML: https://docs.microsoft.com/en-us/azure/virtual-network/

e VNet fRSSIK: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview

e Azure Bastion: https://docs.microsoft.com/en-us/azure/bastion/
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4.2 CIEEBMLSS

BRBRU TS RZEE B F MK EMNLE,
4.2.1 SMBIEM NSRS

Microsoft Azure £ Virtual network

. Services
Azure services

4> Virtual networks
1

FRREMESMEE=EE Virtual networks, AFREHIMM
HIR I,

4.2.2 HRhNEPMLE

Home >

Virtual networks =

—+ Add {5:,3 Manage view O Refresh

Filter by name...

Subscription == all

Showing 0 to 0 of 0 records.

e

B E Add R,
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4.2.3 EEEMRNSERFAER

Home > Virtual networks >

Create virtual network

Basics  IP Addresses Security  Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your
Azure resources, such as Azure Virtual Machines (VM), to securely commi
networks. VNet is similar to a traditional network that you'd operate in yc
benefits of Azure's infrastructure such as scale, availability, and isolation.

Project details

Subscription * © | I

Resource group * @ | intel-ema-resources

Create new

Instance details

Name * | intel-ema-network

Region * | (US) West US

BEMAUTERFRER,

e Resource group: #EZSTHICIRZIRA,
wfBl: intel-ema-resources

e Name: AZERAMNE—FRFR,

=B intel-ema-network

e Region: RIAEEHPHBERRNXIE,
=B (US) West US

B Next: IP Addresses A M4 T~— 25,

4.2.4 FeE IPv4 ith 1Z3ia)

Basics IP Addresses  Security Tags Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR
notation (e.g. 192.168.1.0/24).

IPv4 address space

10.0.0.0/16  10.0.0.0 - 10.0.255.255 (65536 addresses)

BENIRFEERRMBREN AL LZSiE), RN IPv4 i b

=ial,
mfl: 10.250.0.0/24

WRENABDERUIFELSTHE IPERE, BNZERE
BOMZE TIZ2H AR PT ARG IP i LE3R, @RISR,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B




4.2.5 73 Intel EMA IRSS23RMFM

Add subnet X

Subnet name *

| ema-servers v ‘

Subnet address range * (O
| 10.250.0.0/26 v

10.250.0.0 - 10.250.0.63 (59 + 5 Azure
reserved addresses)

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to
specific azure resources from your virtual network
over service endpoints. Learn more

Services (D

| Microsoft.Sq| N

T o

B Add Subnet 7, RARRUTAREEFW,
Subnetname: HIAMK—HFMBIR,

=~ ema-servers

Subnet address range: i\ IPv4 it [FZ5{8]) (1R ZATE R )
FEENARERFMIE BEE.,
wfl: 10.250.0.0/26

M Services TNHIZEH, ¥EiF Microsoft.Sql,
BE Add ZHEEIAF W,
B3 Next: Security 24,

4.2.6 [BH Azure Bastion

Basics  IP Addresses  Security Tags  Review + create

BastionHost (D () Disable
‘é) Enable

BRI T AT RECE Security 1RE,
BastionHost: %1% Fnable

Bastion name: i \M—HRY Bastion &R,

Bastion name * l EmaBastion

v ] ~5l: EmaBastion

AzureBastionSubnet address space[ 10.250.0.64/26

*

| AzureBastionSubnet address space: HINEIAMLE

10250.0.64 - 10.250.0.127 (64 addresses) | pgith |25 ja]chE-S AOREFAOME LH2SiE, WATH /26 2

Public IP address * ‘ (New) EmaBastion

v | BA

Create new
DDoS Protection Standard O (®) Disable

O Enable

Firewall (O ‘@' Disable

O Enable

Bl 70.250.0.64/26

Public IP address: EEi Create new §ii%, 2MtME—R
BN, RBERE OKIRH,

=Bl EmaBastion

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B




4.2.7 i
B3 Review + create 1%5H,

EERSLOMBFAER, ARFHRE Create 24,

43 NMRAEFREHA(ASG)

AT LU ASG L9 T LRI FREAAOASTRITIE, DUBEN PRI St AL (0 B, X8 B MAR LA B
PR, HTHIPES, BITRETLNTSERE—ASG,

BXNARFRZEEANESZER, FHENTHHE:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview#application-security-groups.

4.3.1 SMANAERFZE£EERS

— . - ) fFHREINERIEZRI=¥E Application security groups,
— Microsoft Azure 2 Application security groups| SR = B8 2 IO FI £ TR
Home > Services
;:, MicrOSOft-Viﬂ @ Application security groups
NanlAavmant _
4.3.2 RMMERAERFRREA
B Add 24,
= Microsoft Azure F Search resources
Home >

Application security groups

-+ Add ‘ﬁB Manage view O Refresh

Filter by name... Subscription == all

Showing 0 to 0 of 0 records.

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.3.3 BRENAERRZELH (ASG)

Home > Application security groups > BEMAUTERFRER,
Create an application security group * Resourcegroup: JERAIBIRHIZRAE,

e Name: J ASGHINHE—ETR,
=~Bl: ema-servers

Basics e Region: MIAEREHEAPEEZEN X,
Project details 8 Review + create #%4H,
Subscription * —— | EEFELNER, RERE Create 24,
Resource group * | intel-ema-resources
Create new

Instance details

Name * | ema-servers

Region * | (US) West US

4.4 MBRELHE

MELZEA (NSG) ESZEMM, AT AWFHIEL LREIHEWEZ X Azure BRI HIEMEGBIE, STFSMN, EATDEEER
BB, WA

B3 NSG B, Azure B8E—ATEMERNEARN, ERENNMERIEEE, NREFTE, B—RIMUEAMNLCIESHANEBEE
1o BRIARRIWZN TR -

AllowVNetinBound: AiFENMEHEREZEANMERE.
AllowAzureLoadBalancerinBound: RIFREMNM Azure S8 FE2MEHBN IR BRI,
DenyAllinbound: 154 MEIKIREREAIKERRENIGRE.

ERTH, HBIVECIE—DNSG HRNEENMRENN, MAFSHIIN Intel EMA EBINERES, BIVECIEE N NSG, MUAKF
Azure Bastion FMATEMRE.

EXMBLRSENESER, EHRILTHHE: https://docs.microsoft.com/en-us/azure/virtual-network/security-overview,
4.4.1 73 IntelEMA [RS8 FMEIZMEZ R A
4.41.1 EMINKZLLAIRS

F R REINEBHIE R1=12 % Network security groups,

= Microsoft Azure A~ Network security group R = B MBI E TR
wa B Jlo

Home > Services

”’ MiCFOSOft-Apl ;’ Network security groups

Nanlavmeant -

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B 10
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4.41.2 FNMAKRLHA

— Microsoft Azure 2 Search re

Home >

Network security group:

—+ Add == Edit columns O Refresh

B E Add &4,

4.4.1.3 EEMKZLELA (NSG) WEXFHEE

Home > Network security groups >

Create network security group

Basics  Tags Review + create

Project details

Subscription *

Resource group * | intel-ema-resources

Create new

Instance details

Name * | ema-server-nsg

Region * | (US) West US

ERANATERNFRER.
e Resource group: HEIFESFTRICIEMNZEIRA.
e Name: 3 NSGHNHE—ZR,

xB: ema-server-nsg
e Region: HINEEHRAPEEIRNXIE,
B3 Review + create 124,
EERBELONEFMER, RERE Create R,
LETMEMRINEHEER, $F Go To Resource R,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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442 BREMKRZELA

4.42.1 SMEBINKBZREHN

Home > Network security groups >

Network security group

v ema-server-nsg | Inbound security rules

/2 Diagnose and solve problems

Settings
Inbound security rules

. Outbound security rules

|/O Search (Cmd+/) | « ~+ Add & Default rules O Refresh
E’ Overview L.

Priority Name Port
& Activity log

‘ 65000 AllowVnetinBound Any

Aa Access control (IAM)

65001 AllowAzureLoadBala... Any

T

® Tags 65500 DenyAllinBound Any

MR 2AMI=R Settings T~, 1%E#F Inbound security rules,

AR RETENSRAREMING, BSFEFNNCIRMH
BREFIRA, DUE Azure R DUIE M B 1B IR TR,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.4.2.2 632 RDP M

& Add inbound security rule

ema-server-nsg

ﬁ Basic

Source * (O

| IP Addresses

Source IP addresses/CIDR ranges * (O

| 10.0.0.0/24 or 2001:1234:/64

Add your own trusted network in the field above
Source portranges * (O

*

Destination * (O

| Application security group

Destination application security group * ©

| ema-servers

Destination port ranges * (O

| 3389

Protocol *

( Any TCP uDP

ICMP )

Action *

pery )
Priority * O

| 100

Name *

| RDP

Description

Allow RDP from trusted sources to EMA servers

BHBEREINAHILN Add 28, FHENTAREEMRD.

sThlfE,

Source: /P Addresses

Source IP addresses/CIDR ranges: i\ BIZEREIL M
&RF, Ff1E XM Azure Bastion FMEI CIDR SEE,
=#: 10.250.0.64/26

Source portranges: *
Destination: Application security group

Destination application security group:

ema-servers ( HIB BN EMBZFR )
Destination port ranges: 3389
Protocol: 7CP

Action: Allow

Priority: {FRABMHENE,

Name: JAFNENHE—RZFR,
Tl RDP

Description: Allow RDP from trusted sources to Intel
EMA servers

PHRREEN Add 24,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.4.2.3 €IE Web EMRN

ema-server-nsg

ég’ Basic

Source * (D

& Add inbound security rule

IP Addresses

Source IP addresses/CIDR ranges * (O

| 10.0.0.0/24 or 2001:1234::/64

Add your own trusted network here
Source port ranges * (O

*

Destination * (O

| Application security group

Destination application security group * (O

ema-servers

Destination port ranges * O

443,8084

Protocol *
( Any TCP UDP ICMP )

Action *

m Deny )

Priority * ©

| 110

Name *

web

Description

Allow web traffic from trusted sources to EMA servers

BEREMEMIER Add 25, HIRW TR REERN,
e Source: /PAddresses

e SourcelP addresses/CIDR ranges: HINZISEHRN
%, ZMLBNIRENEEXW I EMA Web RERIFF
A, &, MBREBRELEIZR, FTE “Source "ZEN
“Any"o

e Sourceportranges: *
e Destination: Application security group

o Destination application security group:

ema-servers ( FIRmBANEMBZFR)
e Destination port ranges: 443,8084
e Protocol: 7CP
e Action: Allow
e Priority: ERBEMDENE,

e Name: ZMNIEMNE—RBIR,
Tl Web

e Description: Allow web traffic from trusted sources
to Intel EMA servers

shlfE, RERBEEN Add R,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.42.4 €1 Swarm iEMN

BHBEREINAHILN Add 28, FHENTAREEMRD.

& Add inbound security rul

e Source: Any
ema-server-nsg

e Sourceportranges: *

ég Basic

o Destination: Application security group

o Destination application security group:
ema-servers ( ZIRmBNEMBZFR)

Source * (O

| Any e Destination port ranges: 8080
Source port ranges * (O e Protocol: 7CP
’ e Action: Allow
Destination * () e Priority: ERBMDENE,
Application security group e Name: AMNENME—RIZTR,

=B swarm

1 1 1 1 T *
Destination application security group * © e Description: Allow swarm traffic from any source to

ema-servers Intel EMA servers

shifE, RERBEEN Add R,

Destination port ranges * (©

| 8080

Protocol *
( Any TCP uDP ICMP )

Action *

=
Priority * O

| 120

Name *

swarm

Description

Allow swarm traffic from any source to EMA servers

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B



4.4.2.5

ARMAEBREMRN (RFBHIRSER )

& Add inbound security rule

ema-server-nsg

f’ Basic

Source * (O

| Application security group

Source application security group * (O

| ema-servers

Source port ranges * (O

*

Destination * ()

| Application security group

Destination application security group * ©

| ema-servers

Destination port ranges * ©

| 8092-8094,8089

Protocol *
( Any

TCP UDP ICMP )

Action *

@@ o)
Priority * O

| 130

Name *

| ema_internal

Description

Allow internal communication between EMA servers

MREHES MRS [EMN, BHERELTE, WM,

BHREE

sehk/E,

TRERMIITAY Add #2580, FHERAUITRIRECERN,
Source: Application security group

Source application security group:

ema-servers ( SR AN EMZFR )
Source portranges: *
Destination: Application security group

Destination application security group:
ema-servers ( FIR i BMWEMZFR )

Destination port ranges: 8092-8094,8089
Protocol: 7CP

Action: Allow

Priority: A B2 ENE.

Name: iEHINMKE—RIBTR,

w~Bl: ema_internal

Description: Allow internal communication between
Intel EMA servers

B HREEER Add 124,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.4.3 HHi#A
SRIE, ERAZEENN TEMRRHER,

AR MREEDESHURSR[EMN, WNRBE ema_internal N,

-+ Add < Defaultrules () Refresh

Priority Name

100 © rDP

110 O web

120 @ swarm

130 ©® ema_internal

65000 AllowVnetinBound

65001 AllowAzureLoadBalancerinBo...

65500 DenyAllinBound
4.4.4 BRFREHESTFMXE
4.4.4.1 SMEIMSREENF MK

Port

3389

443,8084

8080
8092-8094,8089
Any

Any

Any

Protocol
TCP
TCP
TCP
TCP
Any
Any

Any

Source
10.250.0.64/26
]
Any

@ ema-servers

VirtualNetwork

AzurelLoadBalancer

Any

Destination

@ ema-servers
@ ema-servers
@ ema-servers
@ ema-servers
VirtualNetwork
Any

Any

Home > Network security groups »

Network security group

¢.» ema-server-nsg | Subnets

MNEZEAMBI=M Settings T, EiF Subnets, AREFEET

Associate 1%,

|/O Search (Cmd+/) | « - Associate

& Overview O Search subne
& Activity log Name

Aa Access control (IAM) No results.

L Tags

2 Diagnose and solve problems

Settings
Inbound security rules
Outbound security rules
Network interfaces

<> Subnets

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4442 BMBREHESFMKEL

Associate subnet

ema-server-nsg

Virtual network (O

| intel-ema-network

Subnet (O

l ema-servers

HIREERA EMA BRSBLIZNFW, REHRE OK,

4.4.5 73 Azure Bastion FHEIEZMKRLA

iBESE: https://docs.microsoft.com/en-us/azure/bastion/bastion-nsg

4.45.1 SMEIMERZLARS

= Microsoft Azure ' Network security group

Home > Services

¢’¢ MiCFOSOft-API ';, Network security groups

Nanlavmeant —_

F R REINEBHIE R1=12 % Network security groups,
RERTHHMATIRDTL

4.45.2 HRMAKRLHA

Microsoft Azure £ Search re

Home >

Network security group:

—+ Add == Edit columns O Refresh

BE Add 24,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B



https://docs.microsoft.com/en-us/azure/bastion/bastion-nsg

4453 REMKZZSAEAMNERIFAEE

Create network security group

Basics  Tags Review + create

Project details

Subscription * | IGNW-Intel-EMA
Resource group * l intel-ema-resources
Create new

Instance details

Name * | ema-bastion-nsg

Region * | (US) West US

BRNATEREHER.
e Resource group: FEFRFLRICIENERAE,
e Name: BHIAME—HEFR,

TBl: ema-bastion-nsg
e Region: HINERHEPESHRNXI,
B Review + create 24,
EERBELONZERER, RERE Create K,
HEIEEMINNEHEER, B Go To Resource 4,

44.6 BEMEZRZSHE
4.4.6.1 SHABIAIERESHN

v ema-bastion-nsg | Inbound security rules

Network security group

O Search (Cmd+/) ‘ & + Add & Default rules O Re
& Overview o

Priority Name
ll Activity log 65000 AllowVnetin
Aa Access control (IAM) 65001 AllowAzurel
¢ Tags 65500 DenyAllinBo

Vi Diagnose and solve problems

Settings

+ .
Inbound security rules

™ Outbound security rules

MR 2AMI=H Settings T, % Inbound security rules,

R BRETENSRAREMNGE, BEEFANCIRMRH
BRAETIRSP, DUE Azure FIDUIERME B NIBINM TR,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.4.6.2 BIEARIF HTTPS F) Azure Bastion AR N

& Add inbound security rule

ema-bastion-nsg

ég Basic

Source * (O

l Service Tag

Source service tag * (O

‘ Internet

Source port ranges * ()

*

Destination * (O

‘ Any

Destination port ranges * (O

| 443

Protocol *

(" Any TCP UDP  ICMP )

.

Action *

@ o
Priority * ©

| 100

Name *

l AllowHttpsinbound

Description

Allow HTTPS to Azure Bastion

BHBEREINAHILN Add 28, FHENTAREEMRD.

Source: Service Tag

Source service tag: /nternet
Source portranges: *
Destination: Any
Destination portranges: 443
Protocol: 7CP

Action: Allow

Priority: B2 ENE.

Name: iEHINMKE—RIBTR,
=Bl AllowHttpsinbound

Description: Allow HTTPS to Azure Bastion

P HREREER Add 124,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.4.6.3 BIERITF Gateway Manager El| Azure Bastion KIXEN

ema-bastion-nsg

ﬁ Basic

Source *

& Add inbound security rule

l Service Tag

Source service tag * O

l GatewayManager

Source port ranges * (O

*

Destination * (O

‘ Any

Destination port ranges * (O

| 443

Protocol *

(" Any TCP uDP

ICMP )

Action *
@@ oy )

Priority * (O

110

Name *

l AllowGatewayManagerinbound

Description

Allow control plane traffic to Azure Bastion

BHBEREINAHILN Add 28, FHENTAREEMRD.

Source: Service Tag

Source service tag: GatewayManager
Source portranges: *

Destination: Any

Destination portranges: 443
Protocol: 7CP

Action: Allow

Priority: B2 ENE.

Name: iEHINE—RIBETR,
. AllowGatewayManagerinbound

Description: Allow control plane traffic to Azure
Bastion

P HREEER Add 24,

4.4.7 EBEHIERTREAM

Settings

T

Inbound security rules

Outbound security rules

FEMIA4=H Inbound security rules T/, B#“Outbound
security rules”,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.47.1 RBBAIELMSER SSH/RDP HAOME

- Add outbound security rule | z&EmmBIEN Add B8, FHRITARERERL,
ema-bastion-nsg «  Source: Any
ég’ Basic e Source portranges: *

e Destination: Service Tag
Source * @

‘ A e Destination service tag: VirtualNetwork
ny

e Destination portranges: 22,3389
Source port ranges * (O JEE : Azure Bastion RERN M MRO |

* BMEEAFEEREP -1,
e Protocol: Any

Destination * (1)

e Action: Allow
e  Priority: ERABMSENE.

e Name: EHNE—HZTR,
il AllowGatewayManagerinbound

l Service Tag

Destination service tag @

l VirtualNetwork

Destination port ranges * O e Description: Allow RDP connections from Azure
| 22,3389 Bastion to our virtual network

BHRREERH Add %,

Protocol *

- cr UDP  ICMP )
Action *

=D o )

Priority * (O

| 100

Name *
l AllowRdpOQutbound

Description

Allow SSH and RDP connections from Azure Bastion to our vi

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B



4.4.7.2 BAT Azure [RSSHHEO

ema-bastion-nsg

ég Basic

Source * (D

& Add outbound security rule

‘ Any

Source port ranges * (O

*

Destination * (O

l Service Tag

Destination service tag (O

l AzureCloud

Destination port ranges * (O

| 443

Protocol *

-

( Ay TCP UDP  ICMP )

Action *
«=D o )

Priority * (O

110

Name *

l AllowAzureCloudOutbound

Description

BERSTAMHEA Add #24, FRWMTAREER,

Source: Any

Source port ranges: *

Destination: Service Tag
Destination service tag: AzureCloud
Destination port ranges: 443
Protocol: 7CP

Action: Allow

Priority: £ BmMDEMNE,

Name: EHANE—RIZR,
=~ AllowAzureCloudOutbound

Description: Allow Azure Bastion to connect to
public Azure service endpoints,

BHEREEER Add 24,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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4.4.8 BMKBRELBS Azure Bastion FMXE%

4.4.8.1 SMZIMKZRTEAERFMKEX

Network security group

‘,O Search (Cmd+/) ‘ &

e Overview

@ Activity log

A Access control (IAM)
€ Tags

/2 Diagnose and solve problems

Settings
Inbound security rules
. Outbound security rules

Network interfaces

<> Subnets

¢.> ema-bastion-nsg | Subnets x

-|— Associate

O Search subnets

Name

No results.

NEZLAMBI=H Settings T, ¥E#F Subnets, AFEE
Associate 1%$H,

4482 RBMERLHSFMXEX

Associate subnet

ema-bastion-nsg

Virtual network (O

‘ intel-ema-network

Subnet ()
‘ AzureBastionSubnet

HIRMSTRIA EMA IRS[EIEIFN, REHE OK,

5 SQLiRsZ:35PE
5.1 #R

Azure EERSHEN T SENIRS (PaaS) BUEEES |2, %3 E81EmM M AL:

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B




o ZIESQLARSSEE, BEBSHXEKR DNS A,
o —MNEZSQLEUERE, DS RIS H#{TEE I SSINAER 1 REVE T,

EA—TIEERRSS, Azure TRAFSSRAIAMERRSNBIEREERIRE, AIAR. #T. SHMEM, DUELLBUREER SQL RS

REIERE S| ERNSFIRERR £ L 99.99% KT BIHRIFETT. BXERMTIRENSITRMENRSHR HAEEL,

SQL FURELLE ] IR AAHEF] F AN [E B9 SZAERY & XA R I1%ERE: vCore-based purchasing model 1 DTU-based purchasing
model,

e vCore-based purchasing model it A Bi%FE vCore HIE., AERE. EHRAENRE,

® DTU-based purchasing model B#IB=1RJFREMTIHE. REFEHN /0 BRWESEKE,
NEENERENHIEETLEAH,

ZRESHNW Intel EMA BRS32F—EfE A, HNRAFTERAICIEZSIE SQLARSER. Intel EMA ZRIEF LML SQL BUERE,
STHZZETRRRE, FTLUREE Azure BIRIEH G NEERIEEREHRBEZEHTIAE,

BX Azure SQL fRS8%. SQLBUEEFNS R AMEIENESER, BihATHE:
https://docs.microsoft.com/en-us/azure/azure-sql/
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/
https://docs.microsoft.com/en-us/azure/azure-sql/database/high-availability-sla

5.2 GUE SQLiRSE3

BB TR Azure SQLERSEE, FHEAMENMEIMILF M SR ER,
5.2.1 HRbNFERY SQL IRS533

ERARREIERERI=EE SQL servers, AFRHHIMNAT]

S SQL servers =1,
&% Add 24,
¢  Services
f Bl SQL servers
' Home >
SQL servers =

Add

+ Add €3 Manage view v~/ () Refresh

Filter by name... +7 Add filter

Showing 0 to 0 of 0 records.

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-vcore
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-vcore
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu
https://docs.microsoft.com/en-us/azure/azure-sql/
https://docs.microsoft.com/en-us/azure/azure-sql/database/
https://docs.microsoft.com/en-us/azure/azure-sql/database/high-availability-sla

5.2.2 EBESQLIESZ[HEXRFHAEE

Home > SQL servers >

Create SQL Database Server X
Microsoft
Basics  Networking  Additional settings Tags  Review + create

SQL database server is a logical container for managing databases and elastic pools.
Complete the Basic tab, then go to Review + Create to provision with smart defaults, or
visit each tab to customize. Learn more (2

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like
folders to organize and manage all your resources.

Subscription * O | — v |
Resource group * (O | intel-ema-resources v |
Create new

Server details

Enter required settings for this server, including providing a name and location.

Server name * | ema-demo N |

.database.windows.net

Location * [ (Us) West Us M
Administrator account

Server admin login * | ema v |
Password * | --------- v |

Confirm password * sensensas v |

(ot crmaring> ]

EMANTERNERER,
e Resource group: #EZSTHICIRZIRA,

e Servername: MIN—N2HRE—HBR,

=Bl ema-demo

IR BEIGERNERESER

" database.window.net" —#2#J % DNS & #7,

1R AT DATE Intel EMA RIS T2 RIZ B FRIBAEIRRE,
e Location: HINEAHEPTEBLRNXI,

o RUEEAKPIAPANED.

B3 Review + create %5,
BERELNER, ABEE Create %5, BEIICIEIFRIER

5.2.3 & SQL IRS5BHNIE

a) ema-demo | Firewa
SQL server

|/O Search (Cmd+/) | «

Security
Advanced data security
E1 Auditing
@ Firewalls and virtual networks
<I> Private endpeint connections

@ Transparent data encryption

M SQL BRSS 2= Security Z85 1, %3 Firewalls and
virtual networks,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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0 Connections from the VNET/Subnet specified below provides access to all databases in ema-demo.

Virtual networks + Add existing virtual network + Create new virtual network

Rule name Virtual network Subnet

No vnet rules for this server.

AAMBAG, @ TRIDFEE Add existing virtual network,

5.2.3.1 mBAMNHEZFIMENMEF M

Create/Update X

virtual network rule

Name * ()

‘ allow-ema-servers

<]

provide vnet rule name

Subscription *

 — v
Virtual network * (O

‘ intel-ema-network N ‘
Subnet name / Address prefix * (O

| ema-servers / 10.250.0.0/26 v |

Virtual network Service endpoint stat...

intel-ema-network/e...  Enabled

BB RMEINERER, WTAFR:
e Name: BEHMANE—HRAR,

w~Bl: allow-ema-servers
e Virtual network: fR{REERLaICIERNEIBMLE,

e Subnetname [ Address prefix: F{REEFRIHICIE
E"J?IX—X.IO

B OK %4,

6 THAMSRS ((NRF2HNESER )

“IAMES BENNZESA, SAMER Azure MREMNEBES MIRRSHE. HENER. FRATMNSRIR LIBT,
EEBHENE, MRRERGIRELE, WREWEN—EBDEMN, MERNBERRSFZTURFESET,

BRRUTIRER TAMLES",
MRNEBBRENARSS 2R, WA MBI AED.
BXTHAMES'NESRER, FHENTHEE:

PAETH S SR AL AT D B 45 FE UL,

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-availability-sets

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-availability-sets

6.1 GIE"ATHESES"
1. FHREMMBIIER=EE Availability sets, A58 EHINTIRT.
2. BiE Add %4,
3. BRAMTERER.
a. Resource group: HEIRSTRICIEMNZEIRA.
b. Name: BEHNME—HIBTR,

wBl: ema-servers
c. Region: HNEEHRAPEEIRNXIE,
4. B Review + create 12,
5. BEERBLENER, ARBHEE Create I,

7 HiEIERBE (NRTFOHIIRSSER )

Azure fAHIIIEZRESE 4 & (TCP) AT =3, AENARFNSIEFAZELEAFARE. BESHASH, AHTEHIRBNARERRA
BEE. BTEERTELIENNL, AHYERSTIRTRURTEAS M EMN LN ERO, FEKEREDBLLIER TIEREM
*J‘IJO

FAVENER & e X AHE BRI E A HI9E R, RECHEEBNMN, BMNSBEHMINBGHERNER, AFSEEEERM
RORTIR IP 3th It, DAFAF Web ;REH Swarm &,

BREMAMINEIARISERE, BRINSRERAHNEREE, RESTRREENELAN, DBENRE E[EESHEREMLR
DO

MREBEBR MRS =S, WAIMBLE ARSI,

BXRE Windows* BIMMBATAHNENELER, HihHa L TE:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-load-balancer

7.1 GIEARFHIYESS
7.1.1 SR HIERIRS

FHRBINEMIZEI=IZE Load balancers, AFEEHIMAF
£ load balancer] .

Services

@ Load balancers

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B 28
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7.1.2 GHHERERER

Create load balancer X

Basics Tags  Review + create

Azure load balancer is a layer 4 load balancer that distributes incoming traffic among healthy
virtual machine instances. Load balancers uses a hash-based distribution algorithm. By default, it
uses a 5-tuple (source IP, source port, destination IP, destination port, protocol type) hash to map
traffic to available servers. Load balancers can either be internet-facing where it is accessible via
public IP addresses, or internal where it is only accessible from a virtual network. Azure load
balancers also support Network Address Translation (NAT) to route traffic between public and
private IP addresses. Learn more.

Project details

Resource group * | intel-ema-resources v |

Create new

Instance details

Name * | ema-load-balancer N |
Region * [ (Us) West US M
Type * O O Internal @ Public
SKU* O O Basic (® Standard

o Standard Load Balancer is secure by default.
This means Network Security Groups (NSGs)
are used to explicitly permit and whitelist
allowed traffic. If you do not have an NSG on
a subnet or NIC of your virtual machine
resource, traffic is not allowed to reach this
resource. Please configure an NSG to ensure
communication if needed. For outbound
communication, an explicit outbound rule is
needed.

Learn more about outbound connectivity 7

Public IP address

Public IP address * OO @ Create new O Use existing
Public IP address name * | ema-load-balancer-ip v
Public IP address SKU Standard

Add a public IPv6 address (O

B Add 24,

BRANTERER.
e Resource group: ERIHICIRIEIRA,
e Name: FHNKE—HER,

~Bl: ema-load-balancer

e Region: HINEEHPHERFRNXI,

o Type: EEIF Public

e SKU: Standard

e PubliclIP address: Create new

e PubliclP address name: ema-web-lb-ip
B3 Review + create %4,
EERELNER, RBEE Create IR,
HERINE, $iF Go to Resource %4,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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7.2 BiGa#EIYERiE
7.2.1 FRME_AElinEcE

== ema-load-balancer | Frontend IP cc

Load balancer

‘/O Search (Cmd+/) -+ Add O Refresh

‘ «

{}’ Qverview

I/O |Fi|ter by name...

@ Activity log
Name

A Access control (IAM)
LoadBalancerFrontEnd

€ Tags

2 Diagnose and solve problems

Settings

2 Frontend IP configuration

FEMA=FH) Settings T~, B Frontend IP
Configuration,

g Add %24,

7.22 BEEZA AR

Add frontend IP address X

ema-load-balancer

Name * [ LoadBalancerSwarmFrontEnd \/l
IP version fEJ 1Pv4 O IPv6

IP type @:J IP address O IP prefix

Public IP address * (New) ema-swarm-lb-ip ~ |

Create new

ARTHRNME— BB R,

~l: LoadBalancerSwarmFrontEnd

STFAL P i Ib, B Create new §5iE, ABAIPIHE It
w8,

Bl ema-swarm-lb-ip

B Add %24,

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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7.2.3 HMEHRE

% ema_load-balancer | Backer‘ EMB=R) Settings T, B Backend pools,

Load balancer B Add %5,
‘/O Search (Cmd+/) ‘ « -+ Add
‘f} Overview
Backend p
Activity log
No results

Access control (IAM)

Tags

v © X I

Diagnose and solve problems

Settings
B2 Frontend IP configuration

% Backend pools

o &5t

Add backend pool BN — ORI

~l: ema-server-backend

R RAINAE EIMEE,

ema-load-balancer

Name * [ ema-server-backend
B Add &4,
Virtual network (O [ intel-ema-network (intel-ema-resources) i i . e e
EEHENTCIREMNA, a5 HENERE,
IP version (®) IPv4
() IPv6

8 EHIHERE
8.1 R

Azure M (VM) ARET HEEMCHRENE, MEBWSENAEFBSTHROMEEYSY. B2, BDAERELEPRERERAER
HApsTHR M.

REZREEDELAEMN CPU. AFEANEHEAE, ERETUHEREMXLRR, B CPUNRERE, NEHIT
TEEMAC R T PR AL AR

M FAMIURSR[EE, LTINS REBEATANTRES, BUREEFRRSHFNE, MURIXLLR, JLELREFLIRFE
DML, REMN ST AMEEEREK, R EMALM IR #9235,
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BXRET Windows HEIMNNEZE R, 15 T

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/overview

B EHM
AMEMNMAREERER

8.2
8.2.1

Create a virtual machine

Basics Disks  Networking Management  Advanced  Tags

a virtual machine with default parameters or review each tab for full customization.
Learn more '
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like
folders to organize and manage all your resources.

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace
or use your own customized image. Complete the Basics tab then Review + create to provisio

Subscription * © |

Resource group * O | intel-ema-resources

Create new

Instance details

Virtual machine name * (O | ema-server-1

Region * O [ s) West Us
For
Availability options O 1y ||ti-server | Availability set
deployment
Availability set * © ploy | ema-servers
only
reate new

Image * (O | Windows Server 2019 Datacenter

Browse all public and private images

O Yes @ No

Azure Spot instance (O

Size* O [ Standard_E2s_v3 - 2 vcpus, 16 GiB memory...
Select size

Administrator account

Username * O | ema

Password * (O |

sesssssnsass

Confirm password * (O

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can
specify more limited or granular network access on the Networking tab.

Public inbound ports * @ @ None O Allow selected ports

FARENERAILZRI={EE Virtual machines, RAFEEHMH
§IJ %Iﬁo

B Add R4,

WTERERBNERER:
e Resource group: EZSTHICIRZIRA,
e Name: FHINE—HER,

~Bl: ema-server-1
e Region: TRIAEGTHPREIRNXIE,
e Availability options:

o (XPRT /RS2 ) Noinfrastructure
redundancy required

o (NRRFTHHILIRSR ) Availability set

e Availability set ( (XPFRFH MRS ) © EFEFHI!
B rTAM4ES".

o Image: ZEEHZIZIFM Windows Server BR &

o Size: FEFEHNBFAOAMIE,
W= Standard E2sv3 -2 vcpus, 16 GiB memory

e Azure Spotinstance: No
s RHUEEAKFER
e Publicinbound ports: None

B3 Next: Disks %4,
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8.2.2 HMBUEIHELATFSEHE &
8.2.2.1 GIEHMINFRTEE

Basics  Disks  Networking Management  Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

0s disk type * O ‘ Premium SSD N4
Encryption type * ‘ (Default) Encryption at-rest with a platform-managed key v
Enable Ultra Disk compatibility O O Yes (® No

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GiB) Disk type Host caching

ICreate and attach a new disk I Attach an existing disk

B3 554E Create and attach a new disk,

8.2.2.2 EMEMBENIFMESE

Home > Virtual machines > Create a virtual machine >

Create a new disk X

Create a new disk to store applications and data on your VM. Disk pricing varies based on
factors including disk size, storage type, and number of transactions. Learn more

Name * l ema-server-1_logs v l
Source type * © | None (empty disk) ~ |
Size* © 256 GiB

Standard HDD

Change size
Encryption type * (Default) Encryption at-rest with a platform-managed k...

BB T ARG EWEFAER.

e Name: EZEASRIMANE—K
HERT,

e Source type: None (empty disk)
e Size: BE“Change size"§EEDI%

EMBRBMBEEA/N, RITBEBCR

F3 256 GB fRERE R IR 25,
e  Encryption type: Default
B OK R4,
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8.2.2.3 HEHIRWBIIR

Create and attach a new disk Attach an existing disk

v Advanced

‘ < Previous ‘ ‘ Next : Networking >

Data disks HERBHENER, REBEEE Next: Networking
You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a }ﬁiﬂ
temporary disk.
LUN Name Size (GiB) Disk type Host caching
0 ema-server-1_logs 256 Standard HDD Read-only ~ ‘ lil & ;3‘5% EEHF_LE'H}I’X*}-“—E— , 1&4&@5%1%% Windows ﬁ“"ﬁfm

ESRATERMEA. B NEREEEE.

8.2.3 EEEMHNMEENA

Basics Disks  Networking  Management  Advanced

Define network connectivity for your virtual machine by configuring network interface card
(NIC) settings. You can control ports, inbound and outbound connectivity with security
group rules, or place behind an existing load balancing solution. Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (O ‘ intel-ema-network v ‘
Create new
Subnet * O | ema-servers (10.250.0.0/26) v

Manage subnet configuration

Public IP © ’ None v I
Create new
NIC network security group © (®) None () Basic () Advanced

%51 Networking EIM-RHEEMEZEO, WTAER:
e Virtual network: ZEZEZHIGIRMN VPC,
e Subnet: MRRERETSAIEIENFM,
e  PubliclP: None
¢ NIC network security group: None

MR EPIRSIZERE, EET Review + create I%51, KERE
EWER, RABEE Create B,

WRXBDHARSHNE, WET—SHRENEERE.

8.2.4 ECEREMN G EHIIEED ( (WPRF 2 HUIRSS2S )

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing
solution. Learn more

Place this virtual machine behind an (® Yes () No
existing load balancing solution?

Load balancing settings

* Application Gateway is an HTTP/HTTPS web traffic load balancer with URL-based
routing, SSL termination, session persistence, and web application firewall. Learn
more about Application Gateway

* Azure Load Balancer supports all TCP/UDP network traffic, port-forwarding, and
outbound flows. Learn more about Azure Load Balancer

Load balancing options * (O ‘ Azure load balancer Ve ‘

Select a load balancer * [ ema-load-balancer ~ ‘

Select a backend pool * O ‘ ema-server-backend v ‘
Create new

£ Networking FRER TH A8 BECE Load balancing.

e Place this virtual machine behind an existing load
balancing solution: Yes

¢ Load balancing options: Azure load balancer

e Selectaload balancer: EFREFIBIENAED
fgj-%%o

e Selectabackend pool: EIFIR5CHICIEM FiHitE,

B Review + create %], EERELWER, ABRE
Create 5 DA ST B B AY G,
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8.2.5 BUEEIAIEMM ((NPRF 2 VRS 2E )
HFHHRRSBBE, BRRLBSRURED — D FSMIEINL.
8.2.6 WEMNSHARERFREHEXEK

T FEEEN SN RN, BEMDI=FR) Settings £BAIT, KIXiERE Networking 1 Application security groups iETI~, REHE
5 Configure the application security groups.

Settings

2 Networking Inbound port rules Outbound port rules Application security groups

C t
# Connec £’ Configure the application security groups

ERRRNNARERFZEA,

Application security groups

ema-servers

Filter the application secur

| intel-ema-resources

i ema-servers
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9 BRELHIEGRES (NPRFIHUIRSE )

BIZEMNG, HMNAAETDUREIZIGHIVEREE, RESTIWRREMELAN, DUEENTRE B2 ESNEREMNRH,

9.1 EEEZTIARENES
9.1.1 %% Health Probes R&

? ema-load-balancer | Health probes

Load balancer

|/O Search (Cmd+/) | « ~+ Add

& Overview I/O Eearch probes
& Activity log Name

Ra, Access control (IAM) No results.

® Tags

/2 Diagnose and solve problems

Settings

= Frontend IP configuration
% Backend pools

© Health probes

Load balancing rules

FERRENSIRIEEI={EZE Load balancers, AEFEIZHMHF
R,

BF S HI SR AR E S,
EMB4=R Settings T~, B Health probes,

9.1.2 73 Web fRERIMZITINLERNIZS

Add health probe

ema-load-balancer

Name *

| ema-https

Protocol (D
| Tcp

Port* (O
[ 443

Interval * (O
|5

Unhealthy threshold * ©
|2

BT Add 28, REZENTARNEEETIRRRNEE

e Name: BEMNE—HZR,
Tfl: ema-httos

e Protocol: 7CP
e Port: 443

B OK 4,
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9.1.3 73 Swarm RERIDSITIRREN2Z

Add health probe

ema-load-balancer

Name *

| ema-swarm

Protocol (O
| Tcp

Port* O
| 8080

Interval *

|5

Unhealthy threshold * ©
| 2

B Add 25, ABREUTAREEZTRRIENE,
e Name: BEHNE—HBAR,

=Bl ema-swarm
e Protocol: 7CP
e Port: 8080
B OK &4,

9.1.4 73 Websocket ii2HRIDETRRIFENZZ

Add health probe

ema-load-balancer

Name *

| ema-websocket

Protocol (O
| Tcp

Port*
| 8084

Interval * (O

|5

Unhealthy threshold * ©
E

B Add 2, RABRENTAREEBTRRENZSE,
e Name: EHMNHE—HBAR,

;. ema-websocket
e Protocol: 7CP
e Port: 8084
B OK ##H,
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9.2 EEABFIIEMM
9.2.1 %% Load Balancing Rules &

= ema-load-balancer | Load balancing rules

Load balancer

|/O Search (Cmd+/) | « -+ Add

& Overview [/O Search load balancing rules

& Activity log Name T, Load balanc
Ao Access control (IAM) No results.

® Tags

&2 Diagnose and solve problems
Settings

= Frontend IP configuration

% Backend pools

1 Health probes

Load balancing rules

M ERIFME R RBMIB=+H 1% Load balancing
rules,
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9.2.2 tlI# Web EN

ema-https

ema-load-balancer
IE Delete

Name *

ema-https

IP Version *
®) IPvd IPv6

Frontend IP address * (O

13.83.98.18 (LoadBalancerFrontEnd) ~

Protocol
®)TCP uDpP

Port *
443

Backend port * (O
443

Backend pool ©

‘ ema-server-backend (2 virtual machines) ~

Health probe ©
| ema-https (TCP:443) v

Session persistence ()

| Client IP ~

Idle timeout (minutes) ()

TCP reset

() Disabled (@) Enabled

Floating IP OO
Disabled

Qutbound source network address translation (SNAT) ©
‘i_j‘ Outbound and inbound use the same IP. SNAT port exhaustion may occur.

; (Recommended) Use outbound rules to provide backend pool members access to the internet
Learn more 7

B Add 128, RERMTAREERN,

e Name: ema-https

e Frontend IP address: #EZERTF Web MERN A FIIE
23R,
~Bl: LoadBalancerFrontEnd

e Protocol: 7CP

e Port: 443

e Backend Port: 443

e Backend pool: #EEZEIEIERHGIHE,
=~Bl: ema-server-backend

e Health probe: %EZJCHICIERN 443 i ARMBEERINRER
5)”\”%%0
=Bl ema-https

e Session persistence: Client /P
e Idle timeout (minutes): %&NEAE (30)
e TCPreset: Enabled

e  Outbound source network address translation: Use
outbound rules to provide backend pool members
access to the internet.

B OK %4,

9.2.3 gl Websocket il

B Add 1#28, RERMTAREERN,

e Name: ema-websocket

e FrontendIP address: #EZERTF Web MEN AFIIE
23R,
~Bl: LoadBalancerFrontEnd

e Protocol: 7CP

e Port: 8084

e Backend Port: 8084

e Backend pool: #EEZEIEIBRHGIHE,
=~Bl: ema-server-backend

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B
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ema-websocket

ema-load-balancer

@[ Delete

Name *

ema-websocket

IP Version *
(®)IPv4 () IPv6

Frontend IP address * (O

13.83.98.18 (LoadBalancerFrontEnd)

Protocol
(®)TcP () upp

Port *
8084

Backend port * O
8084

Backend pool ©

ema-server-backend (2 virtual machines)

Health probe
ema-websocket (TCP:8084)

Session persistence ()
Client IP

Idle timeout (minutes) O

TCP reset
() Disabled (®) Enabled

Floating IP
Disabled

Learn more f

Outbound source network address translation (SNAT) ©
(:) QOutbound and inbound use the same IP. SNAT port exhaustion may occur.

(®) (Recommended) Use outbound rules to provide backend pool members access to the internet.

30

o Health probe: #E#ZEJTHIEIER 8084 InARIEITIAR
e
R~Bl: ema-websocket

e Session persistence: Client IP
e Idle timeout (minutes): %&NEAE (30)
e TCPreset: Enabled

e Outbound source network address translation: Use
outbound rules to provide backend pool members
access to the internet.

g OK %4,
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9.2.4 6l Swarm EEMN

ema-swarm

ema-load-balancer
li] Delete

Name *

ema—swarm|

IP Version *
(®)1pva () 1P

Frontend IP address * ()

13.88.132.106 (LoadBalancerSwarmFrontEnd)

Protocol
(®)TcP () uDP

Port *
8080

Backend port * O
8080

Backend pool

ema-server-backend (2 virtual machines)

Health probe ©
ema-swarm (TCP:8080)

Session persistence

None

Idle timeout (minutes) O

TCP reset
(:,\ Disabled O Enabled

Floating IP ©
Disabled

Outbound source network address translation (SNAT) (D

l\:\ Qutbound and inbound use the same IP. SNAT port exhaustion may occur.

Learn more '

-Ki'/‘ (Recommended) Use outbound rules to provide backend pool members access to the internet.

B Add 128, RERMTAREERN,

Name: ema-swarm

Frontend IP address: EZRENMR AT RE S
j8]9 Swarm it £ Bl R i,
xfl: LoadBalancerSwarmFrontEnd,

Protocol: 7CP
Port: 8080
Backend Port: 8080

Backend pool: %%z B SIER G,
=~Bl: ema-server-backend

Health probe: ZE#Z5TaTEIER 8080 In ARIEITIAR
TR,

Bl ema-swarm

Session persistence: None

Idle timeout (minutes): %&NEAE (30)
TCP reset: Enabled

Outbound source network address translation:
Use outbound rules to provide backend pool
members access to the internet.

B OK %4,

0.3 SIEEE NAT BiminE R0 H ub i n

BHFHEMNOEMNZERL P I, REHRNTEXN BB L IETEERRMEN LR (SNAT), THEE Azure NAT W
X, BIMENGEHERTUERAR P it HENHISRE0R 1P ith LRSTIILINEE,

BXREFBHESER, 1B THHE:

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-outbound-connections,
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9.3.1 HRhNtEusFRm

Load balancer

|/O Search (Cmd+/)

|<<

&

=

448

‘{} Overview
& Activity log
A Access control (IAM)

€ Tags

Diagnose and solve problems

Settings

Frontend IP configuration
Backend pools

Health probes

Load balancing rules
Inbound NAT rules

Outbound rules

+ ema-load-balancer | Outbound rules

-+ Add O Refresh

Use outbound rules to configui
virtual machines in the backent
must be standard and the front
address. Learn more about out

A2 Filter by name...

Frontend IP address == all

Name Froi

Add a rule to get started

ERHERBERMIAI=M Settings 884 H, B Outbound
rules,

BE Add 24,
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9.3.2 EEHIEHM

Add outbound rule X

ema-load-balancer

Name * | ema-server-outbound v

Frontend IP address * O | 2 selected v

Create new

Protocol @ Al O 1ee O upp

Idle timeout (minutes) O O 4
Max: 30

TCP Reset () (®) Enabled () Disabled

Backend pool * O ema-server-backend (2 instances) ¥4

Create new

Port allocation

based on the number of frontend IP addresses and backend pool instances.
Learn more about outbound connectivity o'

Azure automatically assigns the number of outbound ports to use for source network address translation (SNAT)

Port allocation © Manually choose number of outbound ports v
Outbound ports

Choose by * Maximum number of backend instances ~
Ports per instance (O 42664

Frontend IPs 2

Maximum number of backend instances Q| 3

BRI T ECE H s,

Name: BN —RIBTR,

=~Bl: ema-server-outbound

e Frontend IP address: M THIKEFEFMETH
B IP b I,

e Protocol: A/l

e TCPreset: Enabled

e Backend Pool: #EiFaEI BN FiHE,
=~B: ema-server-backend

e Portallocation: Manually choose number of
outbound ports

e Outbound ports Choose by: Maximum number
of backend instances

e Maximum number of backend instances: JF
B EIH IP B IE, & 64,000 NiHOTTHTF SNAT,
FEHEEZRE-IEFE, BiROBHMERDUZEEF, M
mitENEHRIFBEN T BiE O RERE,
HFARBERBRIERNEDBSHEDEMN, FIEK
IIELREN 3, ANEESENBERMN— BN
B =i,

g Add %250

10 {5 Azure Bastion ZE1EEI B

K3 ema-server-1 =
Virtual machine
\p Search (Cmd+/) ‘ & ;§f Connect
K3 oOverview RDP
@ Activity log SSH
Ao Access control (IAM) Bastion
a Tn”c I\uIIIIIIIB

C Resi

BEEREMEBN, BERBEMNE Overview
RE, Hi ConnectiRi, AREEF
Bastion,
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RDP SSH BASTION 85 Use Bastion %5,

o Bastion is an Azure servic

Connect using Azure Bastion A~ N . 2%

\\ Azure Bastion Service enables you to securely an U)\fEiu*ﬂE@n?}E, ANEE T Connect 2.
Azure virtual network, without exposing a public e N
without the need of any additional client/agent c LERPRHTA— NSRS, ANRHSZE
Bastion. IUNAEZER RDP &1,

Using Bastion: EmaBastion, Provisioning State: Succeeded
Please enter username and password to your virtual machine
Open in new window

Username * (O

I ema

Password * ()

11 M#3& A - X Active Directory* SEpK RV A

R AT DUBII 2 F A 0 Active Directory* 5 Microsoft Azure &R E—iE, DUERHEMBRMANIINEIE R, HEM AD SMHKIE. BHFH
ANBRABETERL R, BALEAMRREZIZBAMAESMBENAEERT BRIZAN EREN, sREBSTEEESFT B8R
S, BILESBESMRARZA, BRIZBTHR, TEBERSEESENWS, MBHERE, HSEMUTHHE

Azure Active Directory 344
Azure AD 18R S5 304

Lb3 Azure FEF Active Directory BIARSS

Azure AD Connect E%: THRMBEXES

T Azure [ Intel® EMA Web Z8E$5m - 2020 £ 10 B 44
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11.1 {£H Active Directory £ S BRI EE

11.1.1 BLIRSBBEEE
(. [ ] .>

./ ./ TCP/443, 8084 — ~N
o /..V..\_,_ Virtual Network

Web browser / . SQL
EMA users Ny Database
- ) (managed)

Windows
Server
(EMA VM) sync— <« Azure AD
Connect

——— Azure AD Azure AD
—_— . !
TCP/8080 \ Directory Services On-premise Active
— Directory
Agents
ke
11.1.2 2N IRS 23 ERE
/<- ®® >Virtual Network \
Avallablllty set
Azure Bastion EMA VM
- » (For RDP via [ |
IWanul Azure Portal) I @«l—sym— ‘_Aézure ﬁc?
. Onne
Service Desk | Azure AD Azure AD
: Directory Services On-premise Active
TCP/443, 8084 | internal traffic . Directory
Public IP 1 | TCPEB?!;W,
| : @\L
— TCP/8080 N Private IP___* | —
—_— Public IP 2 © ’ | | Azure
. saL
Intel Active Load Balancer | emawm Database
Management — ===
Technology \ /

11.2 {#H Azure AD Connect ¥ Active Directory i BZl =
QO BBE Azure AD B3RARSS (AADDS) HiR, DMELLEIMALIOANE AD f5H,
Q EibEREP, EEEHN AADDS SIE— 1N EHFM,
O MBI Azure Active Directory iR II—NENREBIZITEEHM AR,

O ZREREAEEE—NNHEKNE. TRIEERERE, BEZEMEMMLZH DNS fRS52R1%
B, DMEMA ADDS iRSS28 1P i I,

O & AD Connect BRZBRIAMIFG, DUERHA P MZEBIEA R L2 Azure Active Directory,
O K AD Connect M THHRKEIML L WEX SRS 25
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I SR W N

a

ERPRIRE.

HIN Azure AD #1 Azure AD DS HIEHE,

RRIZIIEE SR 5 RI7E Azure AD HRFRINFIIER B & XIHAE R,

RERKE, 830 0HRHTREERSL, HIE Microsoft XIHMRENEXE TIFRENES

-
==,

Azure AD Connect TE{iI&: MEJ Microsoft TE; AL T&; Microsoft Azure Active
Directory Connect,

Azure AD Connect U5 REMH: Azure AD Connect: Zo)REAFIRELE,

O —BEN 7T ZEMEN, BRI THEMR, BEBMAIMNEIES: $& Windows Server EZHAH1L10
AZ| Azure AD IR SSIEE T,
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