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My background

• Combine formal methods and systems

• Model checking real systems [OSDI ’02, NSDI ‘04, OSDI ‘04]

• Finding concurrency bugs in the large [PLDI ‘07, OSDI ‘08, ASPLOS ’10, OSDI ’10, SOSP ‘19]

• Memory consistency models [CAV ’08, POPL ‘10, PLDI ‘10, PLDI ‘11, ISCA ’12, OOPSLA ‘17, PPoPP ‘17, PLDI ‘19]

• Parallelizing seemingly sequential computations [ASPLOS ‘14, PPoPP ‘14, SOSP ‘15, ICASSP ‘16, IPDPS ‘18]



Cryptographic Computations 
Need Compilers

Jointly with

Roshan Dathathri (University of Texas, Austin)

Betty Pirelli (EPFL)

Olli Saarikivi, Saeed Maleki, Todd Mytkowicz (MSR RiSE)

Hao Chen, Wei Dai, Kim Laine, Kristin Lauter (MSR Crypto)



Fully Homomorphic Encryption (FHE)
Client Server

data datadata

answeransweranswer

FHE
Compute

Encryption key never leaves the client

Simple trust model: trust yourself, the 

math, the enc. library, but no one else



Secure Multi-Party Computation (Secure MPC)
Client Server

𝑥 𝑦

𝐹(𝑥, 𝑦)

𝑥 − 𝑥𝑟 𝑥𝑟 𝑦 − 𝑦𝑟 𝑦𝑟

𝐹 𝐹

𝐹1 𝐹2

Nothing is leaked except the output



Zero Knowledge Proofs (ZKP)

Cloud 
database

Application

Requests

Responses

ZKP
Verifier
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Cryptographic proof that desired code was correctly executed 

without leaking requests, responses, or state



Cryptographic Computations need Compilers

Fully Homomorphic Encryption Secure Multi-Party Computation Zero Knowledge Proofs

Convert a (bounded) program into a circuit

Apply domain-specific optimizations

Guarantee correctness, security, and efficiency



Allows computation on encrypted data

𝑚 ≜ 𝐸𝑛𝑐 𝑚

𝑎 ⊕ 𝑏 = 𝑎 + 𝑏

𝑎 ⊗ 𝑏 = 𝑎 × 𝑏

Fully-Homomorphic Encryption (FHE)



1978

Proposal of FHE [RAD]

2009

First FHE scheme [Gentry] 

2012

Integer schemes [BGV, BFV]

2016

Efficient fixed-points [CKKS]

FHE timeline



Performance overhead of FHE over unencrypted
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Computation is slow: ~50 ms per multiplication

Very large SIMD vector widths: ~16K
can operate at 8086 speeds if you can utilize the parallelism

No branching
a bug and a feature

Tradeoff between correctness, security, message bloat, and performance
requires setting parameters correctly

Different encryption schemes provide different functionalities
arithmetic, Boolean logic, table lookups, …

Cryptographic noise restricts multiplicative depth of circuits

FHE programming challenges



Noise growth challenge

Noise growth proportional to multiplicative depth
𝑁𝑜𝑖𝑠𝑒 𝑎 × 𝑏 = max 𝑁𝑜𝑖𝑠𝑒 𝑏 , 𝑁𝑜𝑖𝑠𝑒 𝑎 + 𝑘

Need expensive bootstrapping after ~20 multiplications

∗

∗

∗

𝒂 𝒃

𝒄

𝒅depth

∗

∗

𝒂 𝒃

∗

𝒄 𝒅

parallelize log(depth)



CHET [PLDI ’19] FHE DNN Inference Latency

Network CHET

LeNet5-small 3 s

LeNet5-medium 11 s

LeNet5-large 35 s

Industrial 56 s

SqueezeNet-CIFAR 165 s

140 s
130 s

90 s

51 s

11 s

Apr-18 May-18 Jun-18 Jul-18 Aug-18 Sep-18

922 s

Expert tuned CHET generated
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FHE ProgramsCHET Runtime

FHE Libraries

Compiling Tensor Programs for FHE libraries
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SEAL

FPGA

CHET Compiler

Tensor Programs

Automation and optimizations

HEAAN

FHE-optimized tensor kernels

FHE libraries for integer/fixed-point arithmetic

GPUCPU



Encryption Parameters

Ciphertext is a high-degree polynomial  

data = 𝑎𝑁 ⋅ 𝑥
𝑁 + 𝑎𝑁−1 ⋅ 𝑥

𝑁−1 +⋯𝑎1 ⋅ 𝑥 + 𝑎0

𝑁: degree of the polynomial
𝑄: modulus of the coefficients



Encryption Parameters
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Q

𝑁

Correct

Incorrect

Correct and 
Secure

Depends on circuit depth

FHE standard

𝑁: degree of the polynomial
𝑄: modulus of the coefficients



Performing Fixed Points with Scaling Factors

11 = 1.1

scale = 10

22 = 2.2

scale = 10

242

scale = 100

= 2.42

Modulus growth limits depth of circuits



Rescaling operation in CKKS ‘16

11 = 1.1

scale = 10

22 = 2.2

scale = 10

242

scale = 100

= 2.42

rescale
by 10

24

scale = 10

= 2.4

Compiler needs to insert 
rescale operations effectively



But, CKKS is approximate

11 = 1.1

scale = 10

22 = 2.2

scale = 10

254

scale = 100

= 2.42 + 𝝐

rescale
by 10
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scale = 10

= 2.5



Solution: inflate scale

110 = 1.1

scale = 100

220 = 2.2

scale = 100

24212

scale = 10000

= 2.42 + 𝝐

rescale
by 1000

24

scale = 10

= 2.4

Compiler needs to manage
precision and error



044

FHE Packing

Pack many plaintext scalars into single ciphertext vector

○ Fixed width of N/2 (N is 210 or larger)
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11 22 33 44

22 33 55 66 0

55 66



FHE Vectorization

● Limited set of SIMD instructions:

○ Element-wise addition

○ Element-wise subtraction

○ Element-wise multiplication

○ Rescale (all elements)

○ Rotation

● Random access of a vector 
element not supported
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11 22 33 44 55 66 0 0

22 44 66 88 110 132 0 0

V = V ⋅ 𝟐

𝑽

132 0 0 22 44 66 88 110

V = 𝑹𝒐𝒕(𝑽, 𝟑)

V = V ⋅ 𝑴𝒂𝒔𝒌

132 0 0 0 0 0 0 0



Example of Matrix Multiplication: C = A x B
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𝒂𝟏𝟏 0 𝒂𝟏𝟐 0 𝒂𝟐𝟏 0 𝒂𝟐𝟐 0

𝒂𝟏𝟏 0 𝒂𝟏𝟐 0 𝒂𝟐𝟏 0 𝒂𝟐𝟐0

𝒂𝟏𝟏 𝒂𝟏𝟐 𝒂𝟐𝟏 𝒂𝟐𝟐𝒂𝟏𝟏 𝒂𝟏𝟐 𝒂𝟐𝟏 𝒂𝟐𝟐

𝒂𝟏𝟏 𝒂𝟏𝟐

𝒂𝟐𝟏 𝒂𝟐𝟐

𝒃𝟏𝟏 𝒃𝟏𝟐 𝒃𝟐𝟏 𝒃𝟐𝟐 0 0 0 0

0 0 0 𝒃𝟏𝟏 𝒃𝟏𝟐 𝒃𝟐𝟏 𝒃𝟐𝟐0

𝒃𝟏𝟏 𝒃𝟐𝟏 𝒃𝟏𝟏 𝒃𝟐𝟏𝒃𝟏𝟐 𝒃𝟐𝟐 𝒃𝟏𝟐 𝒃𝟐𝟐

𝒃𝟏𝟏 𝒃𝟏𝟐

𝒃𝟐𝟏 𝒃𝟐𝟐

𝑨′ = 𝑹𝒐𝒕(𝑨, 𝟏)

𝑨′′ = 𝑨 + 𝑨′

𝑩′ = 𝑹𝒐𝒕(𝑩, 𝟒)

𝑩′′ = 𝑩+𝑩′

𝑨 𝑩



Example of Matrix Multiplication: C = A x B
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𝒂𝟏𝟏 𝒂𝟏𝟐 𝒂𝟐𝟏 𝒂𝟐𝟐𝒂𝟏𝟏 𝒂𝟏𝟐 𝒂𝟐𝟏 𝒂𝟐𝟐 𝒃𝟏𝟏 𝒃𝟐𝟏 𝒃𝟏𝟏 𝒃𝟐𝟏𝒃𝟏𝟐 𝒃𝟐𝟐 𝒃𝟏𝟐 𝒃𝟐𝟐

𝒄𝟏𝟏𝟏 𝒄𝟏𝟐𝟏 𝒄𝟐𝟏𝟏 𝒄𝟐𝟐𝟏𝒄𝟏𝟏𝟐 𝒄𝟏𝟐𝟐 𝒄𝟐𝟏𝟐 𝒄𝟐𝟐𝟐

𝒄𝟏𝟏𝟏𝒄𝟏𝟐𝟏 𝒄𝟐𝟏𝟏 𝒄𝟐𝟐𝟏 𝒄𝟏𝟏𝟐𝒄𝟏𝟐𝟐 𝒄𝟐𝟏𝟐 𝒄𝟐𝟐𝟐

𝒄𝟏𝟏 ## 𝒄𝟐𝟏 ##𝒄𝟏𝟐 ## 𝒄𝟐𝟐 ##

𝒄𝟏𝟏 0 𝒄𝟐𝟏 0𝒄𝟏𝟐 0 𝒄𝟐𝟐 0

𝑪′ = 𝑨′′ ⋅ 𝑩′′

𝑹𝒐𝒕(𝑪′, 𝟔)

𝑪′′ = 𝑪′ + 𝑹𝒐𝒕(𝑪′, 𝟔)

𝑪 = 𝑪′′ ⋅ 𝑴𝒂𝒔𝒌

CHET chooses 

data layouts

automatically

𝒂𝟏𝟏 0 𝒂𝟏𝟐 0 𝒂𝟐𝟏 0 𝒂𝟐𝟐 0 𝒃𝟏𝟏 𝒃𝟏𝟐 𝒃𝟐𝟏 𝒃𝟐𝟐 0 0 0 0



Mapping Tensors to Vector of Vectors
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There are many ways 
to layout tensors into 
vectors, with 
different tradeoffs

H

W

C

0
1
2

3

0
2

1
3

HW (Height-Width) layout:
• Easier convolutions due to channels being aligned
• Wasted space

CHW (Channel-Height-Width) layout:
• More efficient space usage
• Convolutions require more rotations



Data Layout Selection

● Search space: explore possible data layouts 

● Cost estimation: estimate cost of each search point

● Pick the best-performing one

31



Data Layout Selection: Search Space

● Search space is exponential

○ 2 choices per tensor operation: HW or CHW

● Prune search space: use domain knowledge 
-> limits to only 4 choices for the circuit

○ Convolution faster in HW while rest faster in CHW

○ Matrix multiplication faster if output is in CHW

32

Convolution

Activation

Pooling

Matrix Mult.

HW or CHW?

HW or CHW?

HW or CHW?

HW or CHW?



Data Layout Selection: Cost Estimation

● Cost model for FHE primitives:

○ Asymptotic complexity (specific to FHE scheme)

○ Microbenchmarking to determine constants

● Cost of a circuit: sum the costs for all operations

33



● FHE-compatible Deep Neural Networks (DNN):

● Evaluation:

○ Latency of image inference (batch size = 1)

Experimental Setup

● Systems:

○ Hand-written HEAAN 

○ CHET with HEAAN

○ CHET with SEAL

● Machine:

○ Dual-socket Intel Xeon E5-2667v3

○ 16 cores 

○ 224 GB of memory
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DNN Dataset # Layers # FP 
ops (M)

Accuracy

LeNet-5-small MNIST 8 0.2 98.5%

LeNet-5-medium MNIST 8 5.8 99.0%

LeNet-5-large MNIST 8 8.7 99.3%

Industrial - 13 - -

SqueezeNet-CIFAR CIFAR-10 19 37.8 81.5%



CHET outperforms hand-written implementations

35
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Best data layout depends on FHE library and DNN
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FHE Compiler

DNN Inference

SEAL

Generalizing CHET (ongoing work)
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FPGA

CHET Compiler

GPUCPU

ONNX/TVM/MLIR

FHE Programs

C++/ONNX Python

Image Processing

Python

Statistical ML



Making Computations FHE compatible

• Cannot evaluate non-polynomial operations
• ReLU

• Max pooling

• Options:
1. Replace with polynomial approximation

2. Combine Boolean and arithmetic schemes
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Conclusions

• Cryptographic computation is a “PL + HPC + Systems” problem

• Currently at 8086 speeds but need two/three orders improvements
• Better encryption schemes, compilers, runtime systems, HW support

• Interesting applications possible at current speeds

• Many PL challenges still open


