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Using Intel System Debugger (ISS-2019) for 

Intel Atom based Platforms 
Introduction: 
This document is designed to help the user get started with Intel System Debugger on Intel® Atom based 

Platform which is a part of Intel System Studio 2019 and further explore the several debug capabilities and use 

cases of Intel® System Debugger.  

Lab Pre-requisite  

1. System Hardware Requirements –  
 An Intel® Atom Development Platform 

 A host computer with Windows* 8, 8.1, and 10 (64-bit 

Windows are supported) 

Cords and Connectors: 

 12V,3A Power Adapter  

 Intel® DCI USB 3.0 Debug Class cable (DBC) 

 Micro-B to regular HDMI cable 

 Micro USB cable 

 HDMI monitor(For doing BIOS setup) 

 Keyboard 

 

2. Hardware Set Up 
To use the Intel® System Debugger on a hardware board the host and target hardware must first be 

connected. The probe drivers will be installed by the Intel® System Studio installer 

2.1. BIOS Hardware Set Up 
Before proceeding we need to connect the hardware to change the BIOS configuration. 

1. Connect the Keyboard to the Target Platform. 

2. Connect the HDMI monitor to the Target Platform. 

3. Connect the USB Type A to Type C cable from the host to the target platform. 

4. Power Up the platform and hold down the “F2” key while board is powering up. This will allow you 

to enter the BIOS configuration screen.  

5. Now to configure the BIOS follow the steps mentioned below.  

The end result should look like this. 

2.2. Update BIOS configuration: 
For this lab, we need to use the latest Direct Connect Interface and North Peak or Trace Hub technology. 

These are two Hardware features that need to be enabled through BIOS configuration.  

2.2.1.  Enable Direct Connect Interface 

a. Press F2 to enter BIOS configuration screen. 

b. Go to Device manager. 

Figure 1 DBC Cable 
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c. Go to system setup in Device manager.  

d. Then go to south cluster and then Miscellaneous Configuration 

e. Then turn the Direct Connect Interface from disable to enable.  

 

2.2.2. Enabling the NorthPeak 

a. Go to Device manager->system setup as described in above steps. 

b. Then go to debug configuration  

c. Then find the NPK debug configuration as shown below.  

d. Turn on North peak Enable 

 

2.2.3. Enabling Processor Trace(Optional) 

1. Go to Device manager->system setup->debug configuration as shown above. 

2. Then find Processor Trace Configuration and change the setting of Processor Trace from Enable to 

Disable and Set the Processor Trace Memory to <4KB> 

 

3. Launching Intel® System Studio 2019 and Intel® System Debugger  
<instaldir> - C:\IntelSWTools\system_studio_2019\ 

Note: This lab assumes that you have Intel® System Studio 2019 installed in your Host computer. 

1. Power up target, make sure the Debug cable is connected to both target and host. Check for the 

connection by opening the Device manager from Control panel as shown in the figure. Look for the Intel 

USB Native Debug Class Devices there. 

 

Figure 2 Device Manager – DCI connection 

2. To open the tool, navigate to the folder <installdir> and execute the iss_ide_eclipse-launcher.bat as 

administrator. Alternatively you can also open Intel® System Studio with the help of its desktop 

application. 

3. On opening the tool select a directory as workspace. 
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4. Close the Getting Started page and enter the tool. 

 
5. In the tool create a New Connection by clicking on New Connection Drop down menu. 

 
6. A New connection dialog box will open up. Select “JTAG Connection for System Debug & Trace”. 
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7. Name the configuration and Select your Target Platform and Connection Method which is Intel® Atom 

Processors and Intel® DCI USB 3.x Debug Class.  

 
 

8. After connecting you will see the following messages in the console and also your configuration as 

shown. You can also connect through the Connect icon  , the red icon  is the Disconnect icon. 
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Intel® System Debugger basic capabilities 
This lab is primarily to get the user get comfortable with the Intel® System Debugger Tool. It helps the user to 

establish a connection with the target and talks about how to use basic debugger features like running, halting 

the system and creating breakpoints, etc.  

I. Starting the Debugger and Exploring the run control functions  
1. After establishing the connection with the Platform, Launch the Intel® System Debugger tool by 

either using the debug icon on the toolbar or by going to Intel System Studio > System Debugger 

> Launch System Debugger–System Debug. 

 

2. This will open the Intel® System Debugger window which will ask you to establish a connection 

as shown. Click on Yes to connect. 
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3. After the connection is established the tool should look something like this. Note that 

after establishing connection the System gets Halted a RED circle representing Halt is displayed 

on the bottom right corner. A GREEN circle will be displayed for a connection that is running and 

connected while a GREY circle is there to represent the fact that the Intel® System Debugger is 

currently disconnected.  

 

Once your target is connected, now you can set breakpoints and use different features of Intel® 

System Debugger like:  

II. Halt / Run / Reset SoC : 
The Intel® System Debugger will be in the HALTED state after being connected. Now by using the 

different options as shown in the image below you can perform functions like resuming the processor 
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threads, Restarting the Target and Halting execution etc. 

 

Figure 3 System Debugger: Different Options 

When you press the Go or Continue button the processor threads will go from there HALTED state to 

the RUNNING state.  

III. Setting Software/Hardware Breakpoints 
You can also set breakpoints by double clicking on any line of the source code, as shown in image 

below or you can go for the hard breakpoint option by double clicking the Breakpoint window. 

Figure 4 System Debugger: Go / Continue 
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 W/o Symbols 

 

Figure 5 System Debugger: Setting SW breakpoint 
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 w/ symbols 

 

Figure 6 System Debugger: Setting Hardware Breakpoint 

 

IV. Other State windows: 
Given below are the different state windows which can be used to observe the internal state register 

and memory of the processor threads. 

 

Figure 7 System Debugger:  State Windows 
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Description of the State Windows: 

 The different aspects of the CPU state that can be viewed and sometimes modified using Intel® System 

Debugger windows and dialog boxes. The target CPU must be in halted state when its state is viewed or modified. 

Most windows are empty or display old content when the target is running. The available information depends 

on the target platform. 

 Viewing Paging Tables and Translate Addresses 
The paging window and the address translation dialog let you view and modify the currently active paging 

tables and to translate symbols and logical addresses to the corresponding linear and physical addresses.  

Figure 8 System Debugger: Viewing and Modifying Page Tables 
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 Viewing the Global(GDT) and Local Descriptor Tables(LDT) 

GDT and LDT windows let you view and modify the segment descriptor tables on the target.  

 

 Viewing Vector Registers 
Some processors implement a set of vector registers for supporting vector operations. Vector registers 

window lets you view and modify the vector registers.  

Figure 9 System Debugger: Viewing and Modifying GDT/LDT 

Figure 10 System Debugger: Modifying Registers 
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You can also Modify the Processor Specific Registers by Opening it using View > System Registers > Processor 

Specific Registers. The example below modifies the Debug registers. 

 

Figure 12 System Debugger: Modifying Processor Specific registers 

Figure 11 System Debugger: Processor Specific Registers 
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 Viewing Hardware Threads 
The Hardware Threads window lets you view the information on active cores and threads on the target 

platform. Selecting the active hardware thread on the target, updates all the other windows to show data 

on the selected hardware thread. 

 

 Observing Memory Tables 
                                      We can also use the following steps to observe memory at a particular address or as a whole:  

 

Figure 13 System Debug: Changing Hardware Threads 

Figure 14 System Debugger: Viewing Memory Tables 
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V. Using Execution Trace in Intel® System Debugger 
Execution Trace is helpful in cases where looking at the call stack might not help to identify the issue, because it 

might have originated in a separate execution branch. Using execution trace, you can place a breakpoint at the 

location where the issues become apparent and review the code lines that were executed up to this point. 

The source debugger supports multiple execution trace collection methods: 

1. Last Branch Record (LBR): Records the last 16 (8 on older processors) conditional branches.  

2. Real Time Instruction Trace (RTIT): Records up to several megabytes of conditional branch information and is 

able to provide millions of lines of instruction history.  

3. Processor Trace (PT): Successor to RTIT. Records up to gigabytes of conditional branch information and is able 

to provide millions of lines of instruction history.  

 Last Branch Record Trace 
1. Make sure Debug cable is connected and the target is powered up. 

2. Start Intel® system debugger and establish a connection with the target. 

3. Before using these Trace options we need to enable the Execution trace. First make sure the 

processor is in Halted state. 

4. Click the trace icon  in the Execution Trace window's tool bar.  

 

 

 

 

 

 

 

 

 

 

 

Figure 15 System Debugger: Enabling Execution Trace 
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5. Right-click within the Execution Trace window and select Enable trace from the context menu. 

 

6. Enable LBR by selecting LBR in the Trace method option in the upper right corner of Execution 

Window or by right clicking within the Execution Trace window(see figure) and then click 

run/continue icon. 

 

7. Now you can either, set a breakpoint to the interesting location/branch you are interested in and let 

the target run to it or just suspend execution at any time to collect and see the LBR trace 

 

 

Figure 16 System Debugger: Enabling Trace 

Figure 17 System Debugger: Enabling LBR 
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8. When LBR trace is enabled, the last 16 taken branches are decoded automatically every time 

execution stops as shown in the figure. 

 

 RTIT/PT Trace 
Unlike LBR, the processor trace (PT) and the real time instruction trace (RTIT) record trace data inside one 

or more buffers in the system memory. This allows for very large amounts of trace data. However, it 

requires that some regions of memory are allocated specifically for tracing. 

In most cases, the EFI BIOS is able to configure the trace parameters for you. Locate the PT or RTIT 

memory allocation options in the BIOS settings and enable automatic trace buffer allocation. 

Note: We did this Topic 3.3 Enabling Processor Trace 

 

In some cases the BIOS might fail to allocate this memory or the option might not be available in the BIOS 

setting. In those cases the Intel® System Debugger provides option to easily edit the trace configuration 

setting using the Configure Trace dialog box. See Instructions below 

 

Figure 18 System Debugger: Collected LBR Trace 
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i. Configuring Trace Buffer using Intel® System Debugger 

1. Before starting make sure that the Execution Trace is enabled as mentioned in previous 

lab and also select the Processor trace by right clicking in the Execution Trace window or 

by selecting from the drop down list in the upper right corner as shown. 

2. To open the Configure Trace dialog box, click the Configure Trace menu item in the trace 

window toolbar. The dialog box displays the existing trace configuration which you can 

inspect and modify as shown in figure.  

 

3. The dialog box has two modes for editing the trace configuration: A simple mode, and an 

advanced mode. The simple mode satisfies the needs of most users as all they need is to 

set up some buffers for tracing. 

4. In order to set up trace buffers the simple way, all you need is a region of memory that 

you know to be unused or that you've allocated yourself. The dialog calculates an 

appropriate distribution of buffers and displays the generated configuration. 

ii. Using the Simple Configuration Made 

1. Select the simple configuration mode. 

2. Enter the memory region's address in hexadecimal notation, example 0x20 in this case. 

3. Enter the memory region's size. The size can be entered in human readable format, for 

example: 1Mb or less 

4. Press the Create Configuration button.  

5. If you are satisfied with the generated configuration, click Apply and start debugging.  

6. If you are not satisfied with the configuration, you can use the advanced configuration 

mode to fine-tune the parameters as described below or skip to step 7 for further steps.  

Figure 19 System Debugger: Configuring trace 
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iii. Using Advanced Mode  

For advanced users, the advanced configuration mode allows the fine-tuning of the trace collection parameters: 

1. Select the advanced configuration mode. (See figure) 

2. Select the processor thread that is of interest to you. 

3. Depending on the target processor you can add tables to a thread.  

4. Tables allow you to easily group multiple trace collection buffers. Each table    contains a link to the 

next table that the processor should start using once this table's buffers are consumed. If a table 

links back to itself, the processor will keep overwriting this table's buffers.  

5. Depending on the target processor you can add multiple buffers to a table.  

6. The availability of options for buffers is dependent on the CPU type. Buffers offer two parameters: 

Stop, and Interrupt.  

a. If selected, the Stop parameter instructs the processor to stop tracing once this 

buffer is full. 

b. The Interrupt parameter informs the processor to send a Power Management 

Interrupt (PMI) if the buffer is full. This interrupt can be used as a trigger to halt the 

target.  

 

Figure 20 System Debugger: Simple Configuration Trace 
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c.  If you are satisfied with the configuration, click Apply and start debugging. 

7. You can either run to the place where you want to start your trace or set a breakpoint to the 

interesting location and let the target run to it or use the configuration parameters described 

above to control the debugger. Figures show the collected trace. 

8. At this point the Trace window will be updated with the latest execution trace every time the 

execution stops.  

  

Figure 21 System Debugger: Advanced Trace Configuration 

Figure 22 System Debugger: Collected Trace 
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System Trace – capture a BIOS/CSME/PMC unified trace through BIOS boot up 

process 
This lab talks about how to establish a connection in system trace and how to use it for the basic 

trace functions, which are very useful when it comes to debugging and will also be used in the 

following labs. It also talked about the steps to capture a BIOS/CSME/PMC unified trace through BIOS 

boot up process. 

To proceed further, we need to set up a Trace Project 

I. Starting a Trace Project 
1. Make sure that you are connected to the platform through TCA (Mentioned in section 3 of this 

document). 

 

2. Launch System Trace by going to Window toolbar > Perspective >Open Perspective >Other or by 

using the open perspective icon as shown below. 

 



21 
Copyright©2017, Intel Corporation. All rights reserved. *Other names and brands may be claimed as the property of others. 

NOTE:  The TCA may ask you to establish a connection again if there is no connection. 

3. The console tab along with target connection tab indicates the connection has been established will 

let you know in the console when it’s connected 

 

 

II. Capturing Trace data 
1. Once the connection has been established, you can start capturing the data. Click on the Capture 

trace Icon and creating a new Trace configuration. You may not be asked for the configuration file if 

you already made one in the setup step. 

2.  Trace Profile Configuration. You can do that by Choosing the Trace Profile. In the Trace profile drop 

down menu select the Streaming to Intel(R) DCI USB 3.x Debug Class option and check all the 

options of CSME, BIOS,PMC, Punit in the Available traces.  

3. Then save this by using Ctrl+S or going to File>Save. 

4. Now click on the capture icon as shown below. You will see a message where it starts capturing trace.  

Figure 23 System Trace: Connection Established 

Figure 24 System Trace: Capturing Trace 
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5. Click the Stop button and go to the Message view tab to see the captured Trace (next section).  

 
 

III. Inspect trace table and message distribution 
On opening the Message view tab the user can see the Captured Trace. 

The Following images shows the event distribution and logs collected with the help of trace it has CSME, 

PMC , PUNIT , BIOS Trace points as depicted by the event distribution graph. The Message distribution 

helps user to see when the messages jump out. 
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Figure 25 System Trace: Viewing the Captured Trace 

 

Summary 
Intel® System Debugger along with System trace can be used for the source line debugging if some problem 

occurs where the system cannot boot-up even in the early stage of boot-up.  

This document is aimed to make the user comfortable with using the different features offered by the System 

Debugger Tool. They would know how to establish a connection with the target and how to run, halt the system 

and step through it and also how to create breakpoints, etc.  

It also highlights on how to collect traces by using the Stand alone System Trace tool but as well as the different 

trace options offered by System Debugger itself (Execution Trace). 


