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Offensive Computing, LLC

e Malware Community

— Free access to malware samples
— Largest open malware site on the Internet
— ~Imillion hits per month

e Business Services
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Temporal Reverse Engineering

e Observe program change over time
* Analysis Is very time dependant

* Tools developed to make the time analysis
easler

o Lower complexity for analysis
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Overview of Talk

e Current Reverse Engineering Techniques
— Where they work
— Where they fail

 What is Temporal Reverse Engineering?
e Techniques and Strategies

e Checkpointing as an analysis tool
 Visualization Methods

 Applications and Demos
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Reverse Engineering

* Reversing is hard

e Goal: Figure out how program works In
minimal amount of time

* Expensive (We don’t work cheap)

 Time consuming
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Dominant Strategies

o Static Analysis

— IDA Pro

— Figure out program flow
— String Searching

— API Call tracing
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Dominant Strategies

e Dynamic Analysis

— Watch for changes on the system
 Registry, files, network

— Monitor System calls at OS/Library level
— Tools more accessible to unskilled people
— Sysinternals...

B e mm - R



Pros
Static Analysis Dynamic Analysis
e Details e Fast
e Precision, full code reversal < Lower barrier to entry
possible « High level overview
» Good tools available e Good tools
e Antivirus — Sysinternals
— It’s profitable — Winalysis

— CWSandbhox

B 0 e mm - nEE



Ccons
Static Analysis Dynamic Analysis
e Too much detail o Misses detalls
* Full code reversing not
necessary * Encourages
e Tools cumbersome, takes “next->next->next” analysis

time and training to learn

Source level analysis full of ¢ Tools easily subverted
false positives

Antivirus
— Doesn’t scale
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Which 1s Better?

e Each perform a task well
e Tools need to be developed on both sides

o Gaps need to be bridged to better integrate
the two methods

o This talk Is about a partial solution to
bridging that gap
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Bridging the Gap
* Fundamental problems:

— Knowing when to analyze

— Data and state change
e What causes these?
« Are they important?
e Automation

— How do you detect important data changes?
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Steps Toward Solutions

* Techniques

— Debuggers
— Dynamic Translation
— Page-fault assisted debugging (Saffron)

— Sandboxing
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Debuggers

e The Good

— Excellent tools available:
* OllyDbg, WInDBG, Visual Studio Debugger, gdb

* APIs
— PyDbg (thanks Pedram!)
— Windows Debug API

e Most have scripting support
— Allow single-stepping as well as tracing
— Scripting support allows automation
— Well tested, vetted, proven
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Debuggers (cont.)

 The Bad

— Detectable!
 IsDebuggerPresent / MSFT DRM trickery
e Timing attacks
« EXxception triggering
— Still too fine-grained
e Focus is on assembly level
* Need to integrate with static analysis tools

— Trivial packer changes confuse debuggers
(and us)
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What about program flow tracing?

e Visualization should be able to answer
guestions quickly

 How can we apply this to reverse
engineering?

e Aid analyst in understanding program flow
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Visualization Strategies

e Program Flow Execution

— Process Explorer
— FileMon

e Runtime Instruction Tracing
— Intel’s PIN Framework
— Allows Analysis of Program Flow

 Call-Graph Tracing
* Basic-Block Visualization
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Monitoring Program Execution

e |ntel PIN

— Dynamic instrumentation library
— Extensible

— Excellent API

— Process attach and detach
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PIN Basics

NORMAL INSTRUCTIONS

pusha

mov  esi, offset dword_1019000
lea edi, [esi-18000h]

push edi

or ebp, OFFFFFFFFh

jmp  short loc_1020332

B 0 e mm - RS



PIN Basics

PIN MODIFIED INSTRUCTIONS
<
lea edi Te<i-18000hNK1 L INSERTED PIN PRE-INSTRUCTIONS
LI e = ,' L e B -l

4_
|—' INSERTED PIN POST-INSTRUCTIONS

<

push edi

INSERTED PIN PRE-INSTRUCTIONS

INSERTED PIN POST-INSTRUCTIONS
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PIN Instruction Monitoring

PIN MODIFED INSTRUCTIONS

pusha
PIN INSTRUCTIONS

mov  esi, offset dword_1019000

PIN INSTRUCTIONS
lea  edi, [esi-18000h]

PIN INSTRUCTIONS
push edi

PIN INSTRUCTIONS
or ebp, OFFFFFFFFh

PIN INSTRUCTIONS
jmp  short loc_1020332
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Determine Changed Data

* Look for droppers

* Modified files

* Registry changes

 Unusual withdrawals from bank account
e The Usual Suspects
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Implementation

 Setup basic Instruction trace
e Monitor via instruction and basic block

e Data Logged:
— Execution
— Memory read
— Memory write
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Graph Layout

* Each node (vertex) represents an address of
a basic block

e Each line (edge) observed transition
o Collected with custom PIN DLLs

* Processed with Oreas Govisual Diagram
Editor (GDE)
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Oreas GDE

o Automatic Graph Layout Tool
e Renders large graphs (> 40,000 nodes)
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Why not Graphviz?

 Fails on extraordinarily large graphs
(Memory leaks? Bad algorithm?)

e “Good” for trivial graphs

» Graphs lack visual appeal
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Demo: Find the Unpacking Loops

e Simple hello world program

int main(int argc, char **argv)

{
printf(“Hello, world\n”);

return O;

}

e First test: Trace each instruction

B 0 e mm - nEE



, No Packing
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Complexity in Representation

* Previous graph is pretty, but too complex

 Tracing Instructions Is too complicated
— This Is a small program
— Moderately complex programs fail

« Data reduction important
— Compression of instruction graph
— Tracing at basic block
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Basic Blocks

 Set of Instructions with BNU
loc_77F839BC:
mou eax, [esi+38h]
branch at the end =g v—
mow [esi+38h], eax
- push  eox
o Allows for compaction of Lo
cmp ecx, [ebx]
- jbe short loc 77F83A29
tracing data —n
HHNwW
. lea edi, [esi+2hh1
push dword ptr [edi]
¢ More userI anaIySIS E:?Z: ;;EEEEEEEE?wgfﬁecEiDnES ; HtUnmapUiewOfSection{x,x}
an word ptr [edi],
- = moy ecx, [ebx]
Information o
adc dword ptr [eax+h], @
- - - crp  edw, Leeisobn]
* Visualizat It N
Isua Iza Ion resu S j1 short loc 77FB3A09 -

¥
bette r % H 1l short loc_77F83A8A

=S
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Hello World
Basic Block, No Packing



Adding Packers

 Should be able to find the following:

— Packing loop
— Main program

o Minimize extraneous information
e Reducing analyst time is the key
o Packers: ASPack, PE Compact, UPX, FSG
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Hello World
ASPack 2.12




DS oS

DOMCS FIE
DO40S DOS
DOWES DES DO40S DAT
DO 40S AFT Cos
COd0s D1 E TS F1d
COA0s D56 =
DOLSDEC S DOA0S C O
OO LSC: EB 43S EFB
DOA0S A SF
=D
DO40S EAD
D0 U EEE
O0S O A, OOlsS DS 7 oo
=== RN = HR OGS EDS
DOdDS ASD DO40S Eom
i . VLEIERT D040 EDE
[m ] Tn o= e by Lreile =1
— O040S EAE
D0 40= EOB MIEEEY,
o0
DOADS DDA
[T DOA0SE AT
[ oowrspes Jowosesr |
OOdOS B TS L
DOLS B =A,
DO40S EEA
OO S50 Lolin= loe
DOADS BE &
- OIS BB =
DOADS B S0 [ Tyl
= aa P
T OOIESED oois o 1
DOUBSEB D
DOA0S BT _
COACS BA L Lol il
OO TS B DT OOAES T ——
DOA0ST 4S OIS EDT SRR
[ T ] OO o
k [Tl e E£ == OOd0S0E A
COHCES B 35 B = [l =g o0 S E
COdCEST, = EDO=
DOd0s B3 D043S B DO
=T
) DOA0S BDS
DS E 45
DOMSE IF ST DOADSBCZ |
: - -
DOIDSTS D

Hello World
ASPack 2.12




Hello World
PECompact 1.68
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Visualization Results

o Unpacking loops easy to identify

o Useful for saving analysis time
 Visual appeal

* Narrowing in on relevant data is useful
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Memory Checkpointing

e Analyze changes between two execution
points of a program

o Useful for comparing differences at certain
noInts

* Entropy analysis of data
e Decryption analysis
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Checkpointing
* Determine when to checkpoint

— Relevant Events

— Instruction
— Basic block

— Page access
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Determine Relevant Events

e Malware
— File write
— Network communication
— Any system call

e Commercial Software

— Most probably decryption point
— Software load

B e mm - nES



Relevant Event

» Use system monitoring tools:

— Filemon, regmon, sysinternals tools
— Winalysis

— Wireshark

— WInDBG, SoftICE, Ollydbg, etc.
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Checkpointing
e Preservation of state

— Register contents
— Stack contents

— CPU State

— Memory
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What We Care About

« State of memory at a certain event
 Typical checkpoint systems wish to restore
* \WWe want to analyze prior to these events

e Be able to develop a temporal view of
program as It changes
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Existing Checkpointing Tools

e OS Suspend
e Cryopid
 Memory Paging

e OS Scheduler
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Isolating Important Data

e Memory maps
 Memory hotspots
* Entropy Analysis

e Manual exploration
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Enabling Analysis

* Prepare for analysis

— Pausing and suspending execution
* Debugger
« Pagefault Debugger (Saffron)
o System call

— Copy running process space to disk

— Reproduce Memory PE view and file PE format
 Repair Imports
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Rebullding PE files for IDA

How IDA creates Its Import section .idata and
populates subviews Imports, Names

— IMAGE_DIRECTORY_ENTRY_ IMPORT
 RVA (Relative Virtual Address) to Import Directory

— IMAGE_IMPORT_DESCRIPTOR’s

 OriginalFirstThunk
— RVA to INT (Import Names Table)

e FirstThunk
— RVA to IAT (Import Address Table)

— Scan’s Code for call’s in INT
 Prepends internal functions to .idata section
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Rebullding PE files for IDA

Steps to Recovering
INT from packed or encrypted PE

— Unpack using Saffron
 Discover OEP

— Enumerate Loaded Modules
» CreateToolhelp32Snapshot, Module32First
— Scan Process heaps for Module Address
e Translate Virtual Address into RVA

— Rebuild INT and IAT
e Dump Process memory
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Malware Example

o Start with Storm/Nuwar/Peed Sample
e Found in spam folder e-card.exe

» Analyze using static/dynamic methods
e 591258adc48b422¢86730214aef81989
 Download on Offensive Computing
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What does IDA Say?

"-n., The impaorts zegment zeems bo be destroved. This MAY mean that '-., T |
! the file waz packed ar athenwize maodified in order to make it ! Eaulelind 1 78) i sl

rore difficult to analyze. IF pou want to zee the imports
gegment in the oniginal form, pleaze reload it with the 0k, I
'make importz gechion’ checkbox cleared.

[T Don't dizplay this message again F, I

1
] | [ I

Signs say: Packed with something weird
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OC Results

Malware Search

Searching for "591258adc48b422c86730214aef81989"

MD5: SHA1L:
591258adc48b422c86730214a=£81989 900d89£8cE61055b47a25bE£416a97T790£d0bee35s
SHA256:

8643bTef3ea0477acTl4e8dT7f0dfbebf4bTed4efd97401be85c305b3220be28ch

Original Submitted Filename:
e-card.exe

Date Added:
2008-03-08 20:53:22.992713

Magic File Type:
MS-DOS executable PE for MS Windows (GUI)
Intel 80386 32-bit

Packer Signature:
GCC-Win32 / XMINGW [758,3040]

Anti-Virus Results:
ClamAV

Trojan.Peed-130

BitDefender Trojan.Peed.IWX

AVGScan
FProt

I-Worm/Nuwar.N
W32/StormWorm.genl

Tags:
drops f75ced55ddf2005bf949a35534057887

Password infected
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Virus Total Results

File unknown received on 03.09.2008 10:26:07 (CET)
Current status: finished
Result: 24/32 (75.00%)

+8{ Compact Print resuliz &
Antivirus Version LastUpdate Result

2hnlak-V3 - - -

AntivVir - - Worm/Zhelatin.pc

Luthentium - - W32/5tormWorm. genl

Avast = = Win32:Zhelatin-CIT

VG - - I-Worm/HNuwar.N

BitDefender = = Trojan.Peed. IWK
CAT-JuickHeal - - Win32.Packed.Tiks.ic

ClamiWV = = Trojan. Peed-130

Driel - - Trojan. Packed. 357

eSafe - - Suspicious File

eTrust-Vet - - Win3zZ/Sintun!generic

Ewido = = =

F-Prot - - W32/ StormWorm. genl

F-Secure = = Email-Worm.Wini32.Zhelatin.wvg
Filelkdwvisor - - -

Fortinet = = W32/PackTlibs.M

Ikarus - - Trojan. Peed. IWV

Kaspersky - - Email-Worm.Win32.Zhelatin.vg



Dynamic Analysis

Debugging Tarpit? 7Ny “:"‘ '=

I 1% 17 T No basic blocks in storm
- unpacker == viz falil




Initial Analysis

e Wireshark shows network traffic

* Debugging reveals that originating source Is
Services.exe

o System call tracing Showed a new file
created:
diperto-4417-e33.sysS
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Diperto-XXXX-XXX.sys

* Device driver loaded by dropper executable
 File is not packed!
e Good disassembly




e Attaches

Diperto Features

to running process space

* Rootkit finds services.exe
e |njects Into the process space

EEN L

push
call
mov
mov
1lea
push
lea
push
push
lea
push
mov
mov
mou
mov
mou
mow
mov
call
cmp
jl

[ebp+0bject]

ds:KeAttachProcess

eax, processlID
[ebp+ClientId.UniqueProcess], eax
eax, [ebp+ClientId]

eax ;: ClientId

eax, [ebp+ObjectAttributes]

eax ; Objectattributes
1FBFFFh ;: DesiredfAccess
eax, [ebp+ProcessHandle]

eax ; ProcessHandle

[ebp+0bjectAttributes.Length], 18h
[ebp+ObjectAttributes .RootDirectory], esi
[ebp+0bjectAattributes _Attributes], 286h
[ebp+0bjectaAttributes.0bjectHame], esi
[ebp+0bjectAttributes _SecurityDescriptor], esi
[ebp+0ObjectAttributes. SecurityfualitydfService], esi
[ebp+ClientId.UniqueThread], esi

ds:Z2wlpenProcess

eax, esi

short loc 167B7




Diperto Features

o Coples Into services.exe address space
* Program runtime actually xor obfuscated

loc 185F4:

mov dl, byte 18A38

Xxor byte ptr dword 18a48[eax], dl ; dl == |BxD2
inc eax

cCmp Pax, PCH

jb short loc 185F4




Payload

-data:g88168A48 dword 18AL8 dd BD242889Fh
-data:88818a48

-data:a8818a4Y db BD1h ; -
-data:88618a45 db BD2h ; -
-data:88818a46 db BD2h ; -
-data:a8818a47 db BD2h ; -
-data:886818A48 db BD6h ; +
-data:886818a49 db BD2h ; -
-data:88818A4A db BD2h ; -
-data:886818a4B db BD2h ; -
-data:88618a4C db 2Dh ; -
-data:88618a4D db 2Dh ; -
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Decoding

e Could manually run through decryption
e Could make IDA script
o Better Option: Let it run with x86emu

Il =86 Emulator - thread 0x700 {main) E3 |

File Edit Wiew Emulate Functions Database

— Reqgisters

) FRun To Cursor
Ess: (000000000 EEp |O=00000000

EEx |0=z7?FFDEODOOD ece [0=0012FFCO Skip Jumnp ta Cursor

s |0=00000000 ESl (O=00000000 Fiun

EDx |0=00000000 EDI |0=00000000 ES—
EFLAGS (D=z00000002 O=z000105D0C Set Mernony Puszh Data

_':_-ﬂ



Decoded Data

TSNS 83 90 60 98 64 60 88 88 FF FF 88 88 [[Fm...m... ..
BS 0O 9@ 6P OO 6O @A A0 40 A0 OO 0O 60 A0 B BA +._...... @.......
60 90 PO 60 6P 00 OO B0 OO OO 6P OO 00 @0 B0 BB .. ..............
A0 00 B0 6O OGP G0 PA B 0O BA @O @8 £EO G0 00 OO .. .......... a...

BE 1F BA BE 88 B4 89 CD 21 B8 81 4C CD 21 54 68 HER(R. EH-'+EHL-*'Th
69 73 20 70 72 6F 67 72 61 6D 28 63 61 6E 6E 6F is program canno
fh 28 62 65 28 72 75 GE 20 69 6E 28 4h 4F 53 28 t be run in DOS

6D 6F 64 65 2E OD 6D OA 24 OO0 OO0 00 60 60 00 60 mode.NENS.. ... ..
BC DB F2 CB F82 BA 9C 98 FB8 BA 9C 98 F8 BA 9C 98 +|=-"1Ey"|Eij° |E])
F8 BA 9D 98 7C BA 9C 98 DF 7C E7 98 F5 BA 9C 98 = ¥ij| £ |ti)£i
FD B6 92 98 FE BA 9C 98 EG6 E8 1F 98 F3 Ba 9C 98 2!0ij! 'EijpFmij=£jj
E6 EB 18 98 C2 BA 9C 98 EG E8 6D 98 F9 BA 9C 98 pFTij-!'EijpFmij-£ij
L2 69 63 68 F8 BA 9C 98 068 B0 A0 60 68 88 A8 A Rich®lfy........
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Injected File

* Does the real work of the storm worm
 Has full working unpacked code
 Started via undocumented APC methods
o Starts code running in remote process

e Good obfuscation
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strings window =]

Resulting Unpack 1s Good

Address Length | Type | Sting -
nrdata: 0047 . goooooorF  C bad allocation

" ordata 0047 gooodooy, C pahoo. cornn s
L rdata 0047 gooooood - C Can't get rmx

L rdata 0047 aaaooots C TCF connechion iz faled

L rdata 0047, gooooooy Frorm:

U ordata 00471, 0000DOCOEDr Software\\Microzoft \\Windows W\ T Storageh,
L rdata 0047, goooooos O Cournter

L rdata 0047, gooooooy config

U rdata 0047 ... aoooooat Wdiperto.ini

" ordata: 0047 Qagooooc . poztraszternis

L rdata 0047, gooonone  C rok(a




Conclusion

* Dynamic Runtime Visualization shows
process change over time

« Multiple checkpoints allow for analysis
over multiple program states

 Leverage existing tools with time dependant
data
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