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Introduction

Voice over Internet Protocol (VoIP) offers many operational benefits over traditional PSTN calls, but with this

technology comes additional concerns about security and privacy. Careful system design can address these

issues and, in fact, make VoIP more secure and private than PSTN.

Potential benefits of VoIP include higher fidelity (wideband) audio, video, presence information, lower cost and

improved manageability, all of which are made possible because VoIP travels over a flexible data network rather

than the more confined circuit-switched network. However, the flexibility of this data network and its potential

shared usage with other applications also adds levels of vulnerability. To address security and privacy concerns, 

the traffic not only needs to be encrypted effectively, but the distribution and storage of keys needs to be managed

and the integrity of platforms verified. Ensuring network availability and quality of service are also important issues,

but are beyond the scope of this paper.

When a PC hosts the VoIP client (sometimes called a software-phone or softphone), there are additional benefits

from the integration, as well as additional threats. Benefits include use of the PC’s resources and screen for video,

file and document sharing, and rich integration with other applications, such as initiating a call from a calendar 

appointment. New vulnerabilities associated with the ability to interact with other applications include viruses,

worms and spyware. 

In fact, it is because VoIP clients are implemented on powerful platforms that more technology is available to provide

robust security and privacy. Properly implemented, VoIP systems can be made more secure than the PSTN due to

the availability of both communications security technology and platform security technology. This paper describes

solutions for addressing security and privacy issues for VoIP networks and how to effectively address network 

vulnerabilities while maintaining platform integrity and performance.   
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VoIP Network Security
VoIP network security can be divided into two general 

categories: VoIP data security and VoIP infrastructure security.

VoIP data security provides for privacy and integrity protection

of VoIP media transmissions and includes end-user authenti-

cation of the remote party. VoIP infrastructure security 

encompasses protection of the network elements used to

carry the VoIP traffic and protection of the signaling and 

network management traffic.

Data Security 

End-to-end cryptographic protection of VoIP traffic over 

the public network provides privacy and integrity to VoIP 

conversations. There are a number of security protocols 

used for protection of VoIP data traffic. The most popular of

these are Secure Real Time Protocol (SRTP)1 and the IPSEC

Encapsulating Security Payload (ESP).2 Both of these proto-

cols require cryptographic keys to be set up either dynamically

through a separate key management protocol or manually.

The Multimedia Internet KEYing (MIKEY)3 protocol is often

used to exchange keys for use by SRTP, but it has not been

universally adopted. For example, the draft Session

Description Protocol Security Descriptions4 is sometimes 

used to exchange keying material and other elements of the

cryptographic context. The IPSEC suite has its own native 

key exchange protocol called Internet Security Association

and Key Management Protocol (ISAKMP).5

IPSEC is a more general layer 3 security protocol in that it can

be used for many IP applications including VoIP. SRTP was 

designed specifically to protect VoIP (RTP) traffic and is more

technically appropriate for the application than IPSEC.

Proper implementation of the security subsystem and protocols is

more important than which particular security standard is chosen.

(Assuming that the protocol and cryptographic algorithms that

are chosen are based on well-established standards such as

IPSEC or SRTP that have survived extensive peer review). Proper

implementation dictates that security system issues, such as

implementing a good randomizer and protecting the security

system firmware from malicious or accidental modification, are

comprehended, included in the design, and thoroughly tested.

Proprietary security protocols are most likely more risky to use

due to the fact that they do not have as much peer review and

are therefore more likely to have undiscovered flaws.

Securely encrypting the signaling and the media is one of the

ways that VoIP can be made more secure than PSTN. PSTN

signaling and media are generally not encrypted, and most of

the deployed phones and network equipment are incapable of

encryption. PSTN predominately relies on physical security of

the dedicated networks, but in many ways is vulnerable to

eavesdropping or other attacks. 

End-user authentication/traffic authentication is an end-to-

end security service required to ensure that received VoIP

traffic was sent by the expected party and to prevent mas-

querading. End-to-end authentication service is provided in

key exchange protocols like ISAKMP and MIKEY or can be

provided as a native part of the SIP6 signaling as discussed

in the following section.

Infrastructure Security

Infrastructure security protects the VoIP network infrastructure

from attack. VoIP network infrastructure consists of the network

equipment used to signal, route, and provide management for

VoIP services. Protection of the signaling and management

communications also falls under the umbrella of infrastructure

security.
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Infrastructure Platform Security

Network infrastructure platform security is required to protect

against cyber attacks and ensure the integrity of the network.

It is important that the infrastructure equipment that imple-

ments the VoIP security functions is built upon platforms that

are trusted and maintain software integrity. Recent news 

stories have disclosed vulnerabilities in network equipment

that could be exploited to crash or remotely run malicious

code. Such incidents highlight the need for platform assur-

ance mechanisms such as those found in a technology that

Intel has developed, code-named LaGrande.7 The subject of

platform security and integrity is discussed further below.

Protection of Network Signaling 

The use of common layer 3, 4 or application layer security 

encapsulation protocols such as IPSEC, TLS8(SSL) and

S/MIME9 is the standard approach to protecting SIP signaling.

Secure MIME (S/MIME) is a technology used to sign and 

encrypt standalone messages and allow recipients to verify

and decrypt them. It was originally developed for protecting

email but is also used to protect other types of messages,

such as session descriptions, presence documents, and

other data in the body of SIP message.

TLS, IPSEC and S/MIME protocols provide confidentiality 

and integrity protection of the signaling data. However, they

do not provide end-to-end (client-to-client) protection of the

signaling or internal signaling information elements. These 

encapsulating security protocols are terminated at each hop

in the SIP network. Therefore the trust model for signaling is

transitive hop-by-hop which is not as robust as an end-to-

end trust model.

Work is being performed within the IETF SIP working group 

to specify end-to-end security mechanisms for the signaling

of authenticable SIP identities. The draft Enhancements for

Authenticated Identity Management in the Session Initiation

Protocol (SIP)10 is an example of end-to-end security mecha-

nisms embedded in the signaling protocol. Extending this

type of approach to other portions of the VoIP signaling layer

will enhance the security of the network. 

The Enhancements for Authenticated Identity work also

points to the need for a trust infrastructure that can issue 

authenticable credentials to VoIP end users (or to proxies

trusted to vouch for their identities).

Identity and Trust Model 

A trust infrastructure provides a level of confidence to the

VoIP network interactions. The central part of a VoIP trust

model is to provide a reasonable level of identity authentication

and integrity for the network users. The trust infrastructure

provides the facilities needed to assign and manage the 

identities of VoIP users and is part of the trust model.

The trust model dictates how identity certification services to

VoIP network users and network providers are implemented. 

The trust infrastructure contains a Certification Authority (CA)

that can issue cryptographically signed identity certificates or

credentials to the users of the network. The digital signature 

of the CA can be verified by the network users who “trust” 

that the signed information issued by the CA is correct. These 

certificates are typically formatted in a digital certificate 

according to the ITU X.50911 certificate standard. The trust

model also defines what type of “proof of identity” information

must be provided in order to get a certificate.

Another significant aspect of a trust model is management 

of platform trust, i.e., managing the assurance level of the 

devices that process VoIP traffic. Platform trust is distinct from

user identity trust, although they share similar mechanisms,

such as Certificate Authorities. For example, a CA could issue

both user-identity certificates and device-identity certificates.

Some type of standardized rating system to specify platform

trust level could be developed so that a device CA has criteria

to issue device credentials with.

Trust models can have different levels of identity granularity.

For example, the identity information may only indicate the 

organization and department that the users (and platforms) 

are part of.

Platform trust and integrity are discussed in greater detail in

Figure 1.

Client Platform Security

Client Platform Integrity

A concern for VoIP users is VoIP client platform security

and integrity. A basic PSTN phone is a simple, single-purpose

device, incapable of being remotely managed or upgraded,

and therefore the device is not susceptible to network-

based attacks. 
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A VoIP phone is a computer, whether an embedded, dedicated

phone device or a general-purpose PC platform with VoIP

software. These sophisticated, network-connected devices

can, in most cases, be remotely managed and/or upgraded

through the network. This provides powerful cost and time-

saving advantages for both users and network managers, but

it also means these devices may be vulnerable to malicious

code that, for example, might install itself in the client platform

to eavesdrop, record or log information about the calls made. 

These platform security concerns are being addressed by 

forums such as the Trusted Computing Group and Intel has

created technology, such as LaGrande Technology, to securely

and efficiently realize these solutions. The goals of these 

activities are to harden the platform and prevent malicious

software from being able to attack the software and get 

access to sensitive data. In fact, many of the following funda-

mental issues and solutions are not specific to VoIP, but are

also relevant for protecting other data and applications as well.

Platform integrity prevents unauthorized software from eaves-

dropping on and/or compromising other software processes

executing on the system. Platform security services can be

used to protect the VoIP software running on a commodity

PC or application specific VoIP platform from common

Internet-based attacks such as viruses and spyware. Key

technology being developed by Intel for providing platform-

level security is LaGrande Technology (LT). The goal of LT 

is to protect the PC from software-based attacks. 

LT features comprise capabilities in the microprocessor,

chipset, I/O subsystems, and other platform components that

are used to enforce the integrity of the platform, including: 

Protected execution mechanisms for building 
protected software partitions

• These are used to provide a virtual firewall within the computer

platform. Software contained in a protected partition cannot

be maliciously modified or compromised by other software

on the platform. A VoIP softphone that is configured in a

protected partition is protected from other malicious software

on the system. A secure virtualized platform can have a 

secure partition dedicated to the VoIP software and a sepa-

rate partition that contains a commodity web browser and

other untrusted software. This way, the platform user can

surf the web while not compromising the VoIP software. 

Sealed storage function 

• This is used to protect sensitive parameters with hardware-

based encryption and hardware key storage. A Trusted

Platform Module (TPM) is a hardware device designed to

securely store cryptographic key material used in platform

authentication and other cryptographic functions. A TPM

implements cryptographic keys used for digital signatures

and key wrapping in hardware. LT makes use of a TPM 

for platform attestation (discussed on page 6). A TPM can

be used to securely store key material that protects VoIP

communications.

Network

Sealed storage: protects the integrity of 
sensitive security parameters

Platform attestation: conveys the client 
platform’s integrity to remote party

User authentication: robustly identifies 
the person calling to the remote party

Encryption: ensures privacy and integrity 
of transmitted media and signaling

Figure 1. Elements of platform trust and integrity.
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Figure 2 depicts the basic platform security components of a

trusted VoIP Softphone discussed in this paper. These com-

ponents include a secure execution environment; a high-as-

surance hardware-based cryptographic module, and a

Trusted Platform Module.  

Client Attestation

Proof of platform integrity is a security service that allows a

remote system to verify the integrity level of a system that it

connects to. This service and the associated protocols are

being defined in the Trusted Computing Group’s Trusted

Network Connect Working Group. Remote platform integrity

verification is accomplished using a mechanism called attes-

tation whereby the remote platform provides an electronically

signed digest of its operating environment or the description

of platform characteristics that affect the integrity of the plat-

form. As discussed earlier, TLS is one of the security protocols

used in VoIP systems to provide security to the SIP signaling

for VoIP sessions. TLS Extensions for Attestation12 is used to

exchange platform integrity and authentication information as

part of the security exchange between VoIP entities.

Proof of platform integrity could be used by communicating

VoIP platforms to verify the robustness of the remote party’s

platform. It is conceivable that the users would restrict the 

information they share based upon the integrity level of the 

remote VoIP phone.

The remote party’s platform integrity level would be displayed

in some fashion as part of call establishment so that a decision

could be made about whether to accept or reject the call or

restrict what is communicated based upon the level. This 

integrity level information could be thought of in the same

manner as the security level (128 bit, 64 bit) of the security

protocol and key size that is negotiated during call setup. It 

is these two pieces of information and the key management

system that really define how secure the end-to-end link is.

There would have to be standardized criteria and minimal 

essential requirements for each integrity level. Businesses

could establish employee policies that state which integrity

level is required to discuss certain types of information.

Consumers could make their own choices based on how 

they perceive the threat of communicating with a low 

integrity VoIP phone. 

In addition to authenticating the remote party’s platform, 

user-authentication can identify the remote party.

User Authentication

A PSTN phone relies on physical security for caller identification.

Anyone who is within reach of the phone, or can physically

access the network, can masquerade and answer or place a

call. In contrast, VoIP phones can be designed with additional

security measures to authenticate the user, which may include

passwords, biometric input, or combinations. Furthermore,

Figure 2. The basic platform security components of a trusted VoIP Softphone. These components include a secure execution environment, a high-as-
surance hardware-based cryptographic module, and a Trusted Platform Module. 

Trusted VoIP Softphone Platform

Standard Partition

Other Standard 

Applications

Protected Partition

Other Protected

Applications

Protected Partition

Secure VoIP 

Softphone 

Applications

Hardware-Based 

Cryptographic Module

(Secure key storage)

Trusted Platform Module

(Secure key and 
parameter storage)

LaGrande Technology - Protection Execution Environment



this identity can then be sent securely through the network to

the other party using digital signature techniques described in

the “Enhancements for Authenticated Identity” draft.

The proper use of these platform-attestation and user-auth-

entication technologies will enable the design of secure VoIP

platforms that provide many more security services than are

provided in their PSTN counterpart. 

Key Management and Sealed Storage

The various encryption protocols mentioned previously require

key management: the generation, storage, protection, and

destruction of cryptographic keying material. Proper key 

management is essential in the design of any cryptographic

security system. Key management is critical in applications

such as VoIP where any-to-any communications can be 

established on the fly.

Secure key storage is essential because adversaries will 

typically not try to break a strong cryptographic algorithm,

such as 3DES13 or AES.14 Rather, they will try to exploit 

vulnerability in the security implementation, such as gaining

access to the cryptographic key material that is used to 

authenticate and protect the VoIP sessions. Spyware attacks

that search for key material on a client device can compromise

all of the VoIP sessions made on the system. Hardware-based

key storage, as well as protection of key material throughout

its lifetime, is an essential security requirement. FIPS-140-2

level 3 and higher certified cryptographic modules or devices

such as the Trusted Platform Module that provide hardware-

based key storage provide the type of key protection required

to prevent key extraction type attacks. At the Intel Developer

Forum in March 2005, Intel demonstrated a secure system

that used TPM to store keys for SRTP. 

Summary
The sophistication of VoIP clients and network components

allow IP-based telephony systems to offer many features that

are not economically feasible with PSTN-based systems. This

sophistication brings additional vulnerabilities that must be

addressed. Properly applied security measures can make VoIP

communications more secure and private than PSTN com-

munications. Whereas PSTN relies on the physical security 

of the network, VoIP can encrypt signaling and media end-to-

end. Mechanisms for securing the client platform and for 

attestation of the client’s integrity also enhance VoIP security.

In addition, VoIP also provides a means of user authentica-

tion, whereas PSTN relies predominantly on physical access

to the phone.

There are many aspects of VoIP security, and well-known

ways to robustly implement each of them. Properly applied,

VoIP can provide richer and more secure communication 

than PSTN.
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