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IPDC Server Characteristics

* Server infrastructure leverages industry
‘sweet spots”

* Application-level or virtualization-level
redundancy Is assumed (Law of Large
Numbers insists that hardware will fail.)

ow-touch

® Too many servers to physically/manually touch
on a regular basis

Data centers are too large to physically access
any given server quickly
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Understanding Out-of-Band
Manageabllity Benefits

* Start with accounting of operational data center tasks
® Cost
® Current manual and/or physical touch cost

Projected automated and/or logical touch cost
Effects of manual-process errors

® Frequency
Evaluate Costs and Benefits of Automating Tasks, e.g.:

®  Automation of triage data collection
$ Development automated triage process
+ Higher percentage of directed tasks
+ Fewer triage errors
+ Reduction in time to resolution

Prioritize automation accordingly
Implement the low-hanging fruit
* Repeat
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Replacement of Improvised
Out of-Band Infrastructure

Many data centers employ aggregations of out-of-
band controls and sensors:

Serial Concentrators: Remote configuration & debug
Managed PDUs: Monitoring/control of power

ut:
Implementations are not standard
High cost at scale
Prone to physical configuration errors

DCMI can supplant this infrastructure
One standard to support
Integration lowers cost

Integrated solution eliminates configuration errors
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Large-scale DCMI Benefits

"®

Simplicity of Usage Model

* Triage of HW Events

* Movement of Physical-touch Operations to
Logical Space

Reset/Power Cycle

Reconfiguration

Power down of aberrant servers

* Automation
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Automation of
Physical Manageability

DCMI’s reliability and resiliency facilitate automation
of offline system recovery. Some benefits:

* Reduced Response and Resolution Times:

® (Qut-of-band access to the system event log (SEL)
enables robust, automated triage and failure analysis.

® Corrective Work-flow: Automated system recovery with
DCMI reduces human errors.
* Serial-Over-LAN: Text-mode console redirection
— OOB/remote access to BIOS and OS recovery

consoles
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Infrastructure Implementation:
LAN — Shared NIC

Flexible infrastructure
offers scalability at low
Implementation costs.

DCMI has support for
both shared and

dedicated NIC
configurations.

«Since DCMI is VLAN
aware, shared NIC
configurations can
logically separate DCMI
and production traffic on
a shared wire.
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- DCMI traffic traverses

Sample Configuration

- Host traffic traverses Native

VLAN

Separate VLANSs for:
e Host Traffic
Separate VLAN ID (IEEE e DCMI Traffic

802.1Q) to filter traffic.

e Host is configured for Shared

NIC. The host traffic is
configured on In-band VLAN
DCMI network Interface
provides out-of-band
connectivity to the BMC On
separate VLAN

DCMI is VLAN aware and
filters traffic using VLAN IDs

Information provided in this diagram is not actual configuration data.
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Infrastructure Implementation:
LAN — Dedicated NIC

Layer 2 switch with a single uplink
to the layer 3 switch.

Switch uplink, carries traffic for The purpose of this switch is to

Interface reliability
and controlled . VA
network behavior s \

switch with dedicated host

complement layer
2 aggregation of

dedicated NIC

configurations

Dedicated host connections

Information provided in this diagram is not actual configuration data.
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Sample Enterprise
Console Architecture

L]

* Abstraction of
session and
transport

Abstraction of
feature Set

* Delegation of
authentication

Platform for
pProcess
automation
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Secure
Database:
* Passwords

* Managed Devices
* Audit Logs

Proxy Server
* Web Interface
* BMC API

* Function/Cmd. Map

¢ Authentication

e Permissions

e Password Checkout
e Asset tag and serial #

Confirmation

IPMI/DCMI
(RMCP+)




In-band Operational Model

"®

Correlation of Application/Physical Metrics
® Optimization of application efficiency

® Infrastructure Planning

® Chargeback of infrastructure

* Physical management of servers

® |n-band management is preferred
More resources available

More efficient

More versatile

Out-of-band is still necessary for when OS is
not installed or operational
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Sample In-band Operational Architecture

IPMI
HOST I/F

DCMI
/IRMCP+

OOB IPMI API

Implementat ion Spec ific m

IPMI OOB API OEM Hardware/FW
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