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IPDC Server CharacteristicsIPDC Server Characteristics

Server infrastructure leverages industry Server infrastructure leverages industry 
““sweet spotssweet spots””
ApplicationApplication--level or virtualizationlevel or virtualization--level level 
redundancy is assumed  (Law of Large redundancy is assumed  (Law of Large 
Numbers insists that hardware will fail.)Numbers insists that hardware will fail.)
LowLow--touchtouch

Too many servers to physically/manually touch Too many servers to physically/manually touch 
on a regular basison a regular basis
Data centers are too large to physically access Data centers are too large to physically access 
any given server quicklyany given server quickly
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Understanding OutUnderstanding Out--ofof--Band Band 
Manageability BenefitsManageability Benefits

Start with accounting of operational data center tasksStart with accounting of operational data center tasks
CostCost

Current manual and/or physical touch costCurrent manual and/or physical touch cost
Projected automated and/or logical touch costProjected automated and/or logical touch cost
Effects of manualEffects of manual--process errorsprocess errors

Frequency Frequency 
Evaluate Costs and Benefits of Automating Tasks, Evaluate Costs and Benefits of Automating Tasks, e.g.e.g.::

Automation of triage data collectionAutomation of triage data collection 
$  Development automated triage process $  Development automated triage process 
+  +  Higher percentage of directed tasksHigher percentage of directed tasks 
+  +  Fewer triage errorsFewer triage errors 
+  +  Reduction in time to resolutionReduction in time to resolution

Prioritize automation accordinglyPrioritize automation accordingly
Implement the lowImplement the low--hanging fruithanging fruit
RepeatRepeat
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Replacement of Improvised Replacement of Improvised 
OutOut--ofof--Band InfrastructureBand Infrastructure

Many data centers employ aggregations of outMany data centers employ aggregations of out--ofof-- 
band controls and sensors:band controls and sensors:

Serial Concentrators:  Remote configuration & debugSerial Concentrators:  Remote configuration & debug
Managed Managed PDUsPDUs: Monitoring/control of power: Monitoring/control of power

But:But:
Implementations are not standardImplementations are not standard
High cost at scaleHigh cost at scale
Prone to physical configuration errorsProne to physical configuration errors

DCMI can supplant this infrastructureDCMI can supplant this infrastructure
One standard to supportOne standard to support
Integration lowers costIntegration lowers cost
Integrated solution eliminates configuration errorsIntegrated solution eliminates configuration errors
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LargeLarge--scale DCMI Benefitsscale DCMI Benefits

Simplicity of Usage ModelSimplicity of Usage Model
Triage of HW EventsTriage of HW Events
Movement of PhysicalMovement of Physical--touch Operations to touch Operations to 
Logical SpaceLogical Space

Reset/Power CycleReset/Power Cycle
ReconfigurationReconfiguration
Power down of aberrant serversPower down of aberrant servers

AutomationAutomation
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Automation of Automation of 
Physical ManageabilityPhysical Manageability
DCMIDCMI’’ss reliability and resiliency facilitate automation reliability and resiliency facilitate automation 
of offline system recovery.  Some benefits:of offline system recovery.  Some benefits:

Reduced Response and Resolution Times:Reduced Response and Resolution Times:
OutOut--ofof--band access to the system event log (SEL) band access to the system event log (SEL) 
enables robust, automated triage and failure analysis.enables robust, automated triage and failure analysis.
Corrective WorkCorrective Work--flow:  Automated system recovery with flow:  Automated system recovery with 
DCMI reduces human errors.DCMI reduces human errors.

SerialSerial--OverOver--LAN:  TextLAN:  Text--mode console redirection mode console redirection 


 
OOB/remote access to BIOS and OS recovery OOB/remote access to BIOS and OS recovery 

consolesconsoles
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Infrastructure Implementation:Infrastructure Implementation: 
LAN LAN –– Shared NICShared NIC

Flexible infrastructure Flexible infrastructure 
offers scalability at low offers scalability at low 
implementation costs.implementation costs.
••DCMI has support for DCMI has support for 
both shared and both shared and 
dedicated NIC dedicated NIC 
configurations.configurations.
••Since DCMI is VLAN Since DCMI is VLAN 
aware, shared NIC aware, shared NIC 
configurations can configurations can 
logically separate DCMI logically separate DCMI 
and production traffic on and production traffic on 
a shared wire.a shared wire.
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Infrastructure Implementation:Infrastructure Implementation: 
LAN LAN –– Dedicated NICDedicated NIC

Interface reliability Interface reliability 
and controlled and controlled 

network behavior network behavior 
complement layer complement layer 

2 aggregation of 2 aggregation of 
dedicated NIC dedicated NIC 
configurationsconfigurations
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Sample EnterpriseSample Enterprise 
Console ArchitectureConsole Architecture

Abstraction of Abstraction of 
session and session and 
transporttransport
Abstraction of Abstraction of 
feature Setfeature Set
Delegation of Delegation of 
authentication authentication 
Platform for Platform for 
processprocess 
automationautomation
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InIn--band Operational Modelband Operational Model

Correlation of Application/Physical MetricsCorrelation of Application/Physical Metrics
Optimization of application efficiencyOptimization of application efficiency
Infrastructure PlanningInfrastructure Planning
Chargeback of infrastructureChargeback of infrastructure

Physical management of serversPhysical management of servers
InIn--band management is preferredband management is preferred

More resources availableMore resources available
More efficientMore efficient
More versatileMore versatile

OutOut--ofof--band is still necessary for when OS is band is still necessary for when OS is 
not installed or operationalnot installed or operational
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Managed NodeManaged Node

WMI ProviderWMI Provider

IPMI DriverIPMI Driver

BMCBMC

Event LogEvent Log

Management AgentManagement Agent

Local 
Script 
Local 
Script

Management Server 
(e.g., System Center Ops Manager) 

Management Server 
(e.g., System Center Ops Manager)

OOB IPMI APIOOB IPMI API

Management EngineManagement Engine

OOB 
Discovery 

OOB 
Discovery

IPMI 
HOST I/F

DCMI 
/RMCP+

12

Sample InSample In--band Operational Architectureband Operational Architecture

IPMI OOB APIIPMI OOB API
Standard ProductStandard Product

OEM Hardware/FWOEM Hardware/FW
Implementation SpecificImplementation Specific
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