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Opal Activation Behavior

The Intel® Solid-State Drive (SSD) Professional Family offers self-encrypting drives (SEDs) that support the Trusted Computing Group*
(TCG*) Opal specification to manage the drive encryption and authentication. New SSDs are shipped in the state of “Opal ready,” meaning
the drive can be used, but is not secured or managed. To manage the encryption capabilities of the SSD “Opal activation” must be
completed. Testing by Intel and its partners indicates that the time required for the Opal activation process varies, and can range from
less-than-one minute up to ten minutes. This technical brief explains the Opal activation process.

Opal Activation Description

Opal activation refers to the process of an independent software vendor’s (ISV) security software taking security ownership of an Opal
ready drive, installing its specific pre-boot authentication code, and configuring the user authentication. As a result of the Opal activation
process other ISV software cannot take ownership of the drive, and security-related ATA commands like setting passwords and secure
erase are no longer supported. Additionally, instead of booting to the traditional boot partition of the drive, the system boots to the ISV's
pre-boot authentication (PBA) code. The PBA provides the user interface and after successful authentication, the traditional boot partition
is loaded.

Opal Activation Time Variation
Some of the factors that affect the length of time needed to complete Opal activation include:

e SSD model

e ISV security software, PBA code size, and policy settings
e Operating system

e Platform, and platform configuration

Typical Enterprise IT Opal Activation Flow
Typically, ISV software allows Opal activation to be initiated locally, or initiated remotely from a central management console application.
Generally the initial activation process is a one-time, or very infrequent, activity administered by an IT technician.
The typical flow for locally initiated (foreground task) activation:

e Install the OS on an Opal ready drive

e Install the ISV security software (agent and local management application)

e Configure security policies, such as authorized users, password rules, authentication methods, etc.

e Initiate the Opal activation process; user initiated

e Wait for Opal activation process to complete; often requiring one or more reboots
The typical flow for centrally managed (background task) activation:

¢ Install and configure the enterprise IT central management infrastructure and set enterprise policies

e Install the OS on an Opal ready drive

e Install the ISV security software agent

e Initiate the Opal activation process; policy initiated through the software agent

e  Wait for Opal activation process to complete; often requiring one or more reboots

Once the initial Opal activation is complete, managing user accounts and deactivating Opal management capabilities are similarly
managed, either through a local application or a centrally managed console application.

Opal Activation Considerations

Some models of the Intel® SSD Professional Family are configured without Opal support. To determine if your model is Opal ready view
the drive properties using either the Intel® SSD Toolbox or the Intel® SSD Pro Administrator Tool.

If the Opal activation process is interrupted, handling of the scenario will vary based on the nature of the interruption, the progress of
activation, and the ISV software. In a worst-case scenario where the drive is left in an Opal-activated, yet unmanaged state, the drive can
be reset to its out-of-box state using the PSID revert function of the Intel® SSD Pro Administrator Tool.

Intel works with its ecosystem partners to validate proper operation and to optimize the Opal-related processes, such as initial activation
time. While we strive for Opal-related operations to complete as quickly as possible, we must also balance design decisions that enable
successful Opal activation with those that impact the handling of events such as unplanned power loss.
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Summary

There are many factors that affect Opal activation completion time, which can take up to ten minutes. IT administrators should take the
Opal activation time variation into consideration when planning an OS build and Opal management strategy.

Additional Information

Intel® Solid-State Drive Toolbox:

https://downloadcenter.intel.com/Detail Desc.aspx?ProductiD=3042&DwnldID=18455
Intel® Solid-State Drive Pro Administrator Tool:
https://downloadcenter.intel.com/Detail_Desc.aspx?agr=Y&DwnldID=24007

Intel® Solid- State Drive Pro 1500 Series Opal Compatlblllty Guide:

Intel® Solid-State Drive Pro 2500 Series Opal Compatibility Guide:
http://www.intel.com/content/www/us/en/solid-state-drives/ssd-pro-2500-series-opal-compatibility-guide.html

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR
OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS
OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING
TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal injury or death.
SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND
ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS
COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT
LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL ORITS
SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

No computer system can be absolutely secure. Intel does not assume any liability for lost or stolen data or systems or any damages resulting from
such losses.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the absence or characteristics
of any features or instructions marked "reserved" or "undefined". Intel reserves these for future definition and shall have no responsibility whatsoever for
conflicts or incompatibilities arising from future changes to them. The information here is subject to change without notice. Do not finalize a design with
this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to deviate from published
specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be obtained by calling
1-800-548-4725, or go to: http://www.intel.com/design/literature.htm

All products, computer systems, dates, and figures specified are preliminary based on current expectations, and are subject to change without notice.
Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and/or other countries.
*Other names and brands may be claimed as the property of others.
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