Intel H Center

Client Security:
New Intel Processors Come
with Embedded Security
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Speakers

Yasser Rasheed, Director of Business Client Architecture
John Mahvi, Intel IT Client Product Line Manager

Moderated by Jason Kennedy, Director of Enterprise Platform Management
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PROTECT AGAINST ESCALATION
OF PRIVILEGE ATTACKS Intel L1 Center

with Intel® OS Guard

Application
Intel® OS Guard - : Intel® 0S Guard blocks malicious code

Operating System




IMPROVE TWO-FACTOR
AUTHENTICATION TO PROTECT

SENSITIVE DATA

with Intel” Identity Protection Technology
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PROTECT AGAINST ,nte,ucmm
UNAUTHORIZED REMOTE ACCESS |

with Intel® Identity Protection Technology
with Protected Transaction Display
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with Intel” Secure Key

IMPROVING ENCRYPTION SECURITY | Inte,ucmer
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RAPIDLY ISOLATE AND mte.ﬂcemer
REMEDIATE INFECTED PCs

with Intel” Active Management Technology (Intel® AMT)
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with Intel® Active Management Technology (Intel® AMT)
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Built for Business. H
Intel Center

Engineered for Security.
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Intel u Center
Today’s experts:

Yasser Rasheed and John Mahvi

Submit your questions:

Ask questions at anytime by pressing the ‘Questions’ tab at the top of the
player.

More information:

Check out the Intel IT Center Client Security page to explore many more
resources available to you! www.intel.com/pcsecurity

Download content:

Click the ‘Attachments’ tab for today’s slides.
Visit www.intel.com/itcenter/events for Q&A doc later this week



http://www.intel.com/pcsecurity
http://www.intel.com/itcenter/events




PROTECT LOST OR STOLEN LAPTOPS

with Intel® Anti-Theft Technology (Intel® AT) Intel Center

Detection Protection Remediation
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How does Intel® AT know if 3 Iaptop is How can Intel® AT protect the lapmp How can laptoos be restored if

lost or stolen? and its data? returned?
* Too many falled login attempts * Laptop can be lecked automatically or « IT can quickly restore access remotely
» Falts to “check in" on time with remotely to prevent booting

corporate network * Data on the hard drive can be locked

* Reported missing by user




PROTECT AGAINST MALWARE Intel H Center
AND ROOTKIT ATTACKS .

with Intel® Trusted Execution Technology

Hypervisor
Firmware
BIOS

Launch OS & Apps Halt System




