








Intel® Xeon® 5600 Intel® Xeon® 5600

Intel® TXT and Intel® VT-x Support

Intel® TXT and Intel® VT-d Support

BIOS AC Module
Preboot TXT

Init Code

Intel® 5520 Chipset

Flash

TPM
TPM Support

Intel® Software
SINIT AC Module

3rd Party SW
MLE, Hosted OS

Apps, etc.



OS

App

OS

App

With Intel® TXT:
Software can
be measured
and verified as
known good

With Intel® TXT:
Unknown
software is
measured,
detected, and
can be blocked

Power on HW System
FW verified by Intel TXT
prior to boot

Power on HW System
FW verified by Intel® TXT
prior to boot

Hypervisor code measured
by Intel TXT and compared
to known good value prior
to allowing launch

Hypervisor code measured
by Intel® TXT and compared
to known good value prior
to allowing launch

Launch VMs, OS, etc.

Intel® TXT blocks launch of
root kit hypervisor

HV

root kit
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VLAN 2

V
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NFS* DataStore
Server

Management Server
(Windows 2008* IIS,
vCenter* Server &

Intel® DCM)

Intel® Xeon®
Processor 5500
with Intel® NM

Intel® Xeon®
Processor 5600
with Intel® TXT

Intel® Xeon®
Processor 5600
with Intel® TXT
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Trustable Pools

Migration Within Your Resource Pools

VM1a VM2a VM2a VM2b VM3a VM3b

















VMware
vSphere Client*

Plug-In Client
Configuration

Intel® TXT
Plug-In

VMware vCenter*
Infrastructure Client

Intel® Data Center
Manager (DCM)

Extension
Mgr APIs

Mgmt
API/WS

Web Server Hosting Plug-Ins

Cluster of VMware ESX/ESXi* 4.1 or Higher Hosts

IPMI/DCMI






