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1.0

1.1

1.2

2.0

Introduction

Processor and platform advances, along with progress in operating systems and
applications, have spurred data centers to %Jickly adopt 10 Gigabit Ethernet (10 GbE)
as the standard for interconnects. The Intel™ Ethernet Server Adapter X520 family of
adapters introduces numerous industry-leading features that are helping data center
administrators implement innovative solutions for difficult and challenging connectivity
problems. 1/0 Virtualization is one of the fastest growing usage models within the data
center. The X520 family of adapters provides the ability to create Virtual Functions
(VFs) that are identical instantiations of the Physical Functions (PFs). VFs are capable
of providing 10 GbE connectivity to Virtual Machines (VMs) within a virtualized
operating system framework. This document shows how to make use of these VFs
using Linux* Xen*, which is an integral part of SUSE* Enterprise Linux* Server version
11.

Hardware Requirements

- An Intel® Ethernet X520 Server Adapter

= A server platform that supports Intel® Virtualization Technology for Directed 1/0
(VT-d) and the PCI-SIG* Single Root 1/0 Virtualization and Sharing (SR-10V)
specification.

= A server platform with an available PCI Express*: X8, 5.0Gb/s (Gen2) slot

Software Requirements

= SUSE Enterprise Linux Server Version 11 or newer

- Intel® Ethernet X520 server adapter driver packages. Download the latest
available Physical Function and Virtual Function drivers called “ixgbe” and “ixgbevf”
from http://sourceforge.net/projects/e1000/files.

Installation and Configuration

1. Install the Intel® Ethernet X520 server adapter in an available PCI-Express x8 slot.
(Ensure that the x8 slot is electrically connected as a x8, some slots are physically
x8 but electrically support only x4. Verify this with your server manufacturer or
system documentation.)

2. Power up the server.

3. Enter _the server's BIOS setup and make sure the virtualization technology and
Intel® VT-d features are enabled.

4. Install SUSE Enterprise Linux Server 11 (or newer) on the server.

5. Make sure all Xen modules, libraries, user tools, and utilities have been installed
during the operation system installation.

6. The SuSE Enterprise Linux installation process may require a server reboot upon
successful operating system install.

7. Log in to the newly-installed SUSE Enterprise Linux operating system using the
"root" user account and password.
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Enabling IOMMU

1/0 Memory Management Unit (IOMMU) support is not enabled by default in SUSE
Enterprise Linux Server 11 distributions. IOMMU support is required for a VF to function
properly when assigned to a VM. The following kernel boot parameter are required to
enable IOMMU support for Linux kernels:

iommu=1

This parameter can be appended to the kernel boot entry in /boot/grub/menu.lst
configuration file. See Figure 1.

File Edit Wiew Terminal Help

###0on' t change this comment - ¥aST2 identifier: Original name: Llinux###
le SUSE Lipux Enterprise Server 11 SP1 - 2.6.32.12-0.7 (default) |
root (hd@}l) |
al fbootjvmlinuz—2.6.32.lZ—O.?—defauLt root=/dev/disk/by-1d/scs1- 3600605h00354304015b809c0181212¢
3-part2 resume=/dev/disk/by-1id/scsi- 3600605h00354304015b809c9181212¢3-partl splash=silent crashkernel=255
M- 1 128M Showcpts vga=0x317

| /boot/initrd-2.6.32.12-0.7-default

1n1

###0Don't change this comment - YaST2 identifier: Original name: failsafess#
title Failsafe -- SUSE Linux Enterprise Server 11 SPl - 2.6.32.12-0.7
(hdo, 1)
rrel /boot/wmlinuz-2.6.32.12-0.7-default root=/dev/disk/by-1d/scs1- 3600605h00354394015b809c9181212¢
3- part2 showopts 1de=nodma apm=off noresume edd=off powersaved=off nohz=off highres=off processor.max_cst
ate=1 nomodeset xllfailsafe wga=0x317

1 rd fboot/initrd-2.6.32.12-0.7-default

###Don t change this comment - YaST2 identifier: Original name: xen###

a Xen -~ 8USE Linux Enterprise Server: 11 5Pl - 2:6.32:12-0.7

(hdo, 1)

=1 /boot/xen.gz vga=mode- Ox317 1ommu=1

L= /boot/vmlinuz-2.6.32.12-0.7-xen root=/dev/disk/by-1d/scs1-3600505b00354394015b809c9181212¢3- pa
rt2 resume=/dev/disk/by-1d/scs1-3600505b00354394015b809c9181212c3-partl splash=si1lent showopts vga=0x317
pciback.hide=(15:10.0) (15:10.1) (15:10.2) (15:10.3) (15:10.4) (15:10.5) (15:10.6) (15:10.7)

Figure 1. Appending a Parameter

Reboot the server for the iommu change to take effect.

Intel X520 Ethernet Server Adapter Driver Installation

1. PF driver for the X520 server adapter included in SUSE Enterprise Linux Server 11
distributions doesn't support Virtual Functions.

2. Download, uncompress, compile and install ixgbe and ixgbevf drivers.

3. The SuUSE Enterprise Linux Server 11 installation does not create VF by default. The
X520 server adapter supports up to 63 VFs per port. VFs can be created by using
the ixgbe driver load time parameter called max_vfs. The example below (Figure 2)
shows the creation of four VFs per port.

#modprobe ixgbe max_vfs=4, 4
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File Edit “iew Terminal Help
svrll-ibm:~ # [
svrll-ibm:~ #
svrll-ibm:~ # modprobe ixgbe max_vfs=4, 4}

Figure 2.Creating VFs

Warnings, errors and informational messages during ixgbe driver load are logged in the
/var/log/messages file. It is good practice to review this file to confirm that the driver
loaded successfully without warnings or errors.

4. Use the Ispci command to confirm that the VF was successfully created. Example
entry:

#lspci | grep 82599

See the following, Figure 3, for the result of this command.

File Edit “iew Terminal Help
svrll-ibm:~ # Lspci | grep 82599 &
15:00.0 Ethernet controller: Intel Corporation 82599EB 10-Gilgabit Network Connection (rev ©1)

15:00.1 Ethernet controller: Intel Corporation 82S99EB 10-Gigabit Metwork Connection (rev ©1)
15:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev ©1)
15:10.1 Ethernet controller: Intel Corporatien 82599 Ethernet Controller Virtual Function (rev ©01)
15:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev ©1)
15:10.3 Ethernet controller: Intel Corporatien 82599 Ethernet Controller Virtual Function (rev 01)
15:10.4 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev ©1)
15:10.5 Ethernet controller: Intel Corporatien 82599 Ethernet Controller Virtual Function {rev ©01)
15:10.6 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev ©1)
15:10.7 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev ©01)
svrll-ibm:~ #

-

Figure 3. Result of #1spci | grep 82599

Figure 3 shows four VFs per port for the X520 server adapter. Each VF is identified by
an unique bus, device, and function number. In the example, the first VF is assigned
Bus #15, Device #10 Function #0. VFs ending with an even function number belong to
PF 0, that is port 0. VFs ending with an odd function number belong to PF 1, that is port
1.

Module options are not persistent from one boot to next. SUSE Enterprise Linux Server
11 distribution provides /etc/modprobe.conf.local file for passing parameters to various
drivers during the boot process. Add the desired number of VFs that are needed so the
VF can be created during server boot time. See Figure 4.
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Terminal

File Edit “iew Terminal Help

# ‘
Brtions ixgbe max_vfs=4,4 ‘

4,1 Bot

Figure 4. Adding the Number of VFs Needed

Upon successful VF creation, the Linux operating system will load the ixgbevf driver
automatically. In Linux operating systems, the user can prevent a driver from loading
by "blacklisting” the driver. To prevent the ixgbevf driver from loading at VF creation
time, add the following entry to the modprobe.conf.local file, which is located in the /
etc/ directory. See Figure 5.

blacklist ixgbevf

Terminall

File Edit “iew Terminal Help
#

options 1xgbe max vfs=4,4
blacklist 1xgbevf

Figure 5. Using the “blacklist” Command

By default the loop driver supports a maximum of 8 loop devices. Since every xen
domain uses at least two (one for the data and one for the swap) this number is
insufficient. Increase number of loop devices by updating xen_loop.conf file in /etc/
modprobe.d. Increase the number of devices to 128. See Figure 6 below.



Intel® Ethernet X520 Adapter Virtual Function/SuSE*/Xen* Configuration Guide ™

2.3

File Edit “iew Terminal Help

# Increase the number of loopback devices available for wvm creation
cptions loop max_loop=128

1w

Figure 6. Setting the Number of Devices to 128

Hiding Virtual Functions

SUSE Enterprise Linux Server 11 includes the Xen 4.0 open source hypervisor. Xen 4.0
requires SR-10V-compliant Intel X520 Ethernet Adapter-based Virtual Functions (VFs)
not to be claimed by the Xen Domain-0 if VFs are intended to be assigned to Virtual
Machines. VF bus, device, and function numbers are required for hiding VFs from Xen
Domain-0. See Figure 7.

pciback.hide=(15:10.0)(15:10.1) .

Terminal

File Edit ‘View Terminal Help

###0Don' t change this comment - YaST2 identifier: Original name: linux###
title SUSE Lipux Enterprise Server 11 SP1 - 2.6.32.12-0.7 (default)

r (hd@ 1)

3 =1 sbootsvmlinuz-2.6.32.12-0.7-default root=/dev/disk/by-id/scsi- 3500605b00354394015b809c9181212¢
3-part2 resume=/dev/disk/by-1d/scs1- 2600605b00354394015b809¢0181212¢3- partl splash=silent crashkernel=258
M-:128M showopts vga=0x317

initrd fboot/initrd-2.6.32.12-0.7-default |

###Don't change this comment - ¥aST2 identifier: Original name: failsafe###
title Failsafe -- SUSE Linux Enterprise Server 11 SPl - 2.6.32.12-0.7
{hdo, 1)

| =1 tboot/vmlinuz-2.5.32.12-0.7-default root=/dev/disk/by-id/scs1-3500505h00354394015b809c2181212¢
3-part2 showopts ide=nodma apm=off noresume edd=off powersaved=off nohz=off highres=off processor.max_cst
ate=1 nomodeset x1lfailsafe vga=0x317

inittrd fboot/initrd-2.6.32.12-0.7-default

###0on' t change this comment - YaST2 identifier: Original name: xen###
title Xen -- SUSE Linux Enterprise Server 11 SP1 - 2.6.32.12-0.7
ot (hdo, 1)
/boot/xen.gz vga=mode- 0x317 lommu=1
moduls fboot/vmlinuz-2.6.32.12-0.7-%xen root=/dev/disk/by-1d/scsi-3600505h00354394015b809c9181212¢3-pa
rt2 resume=/dev/disk/by-1d/scsi-2600605b00354394015b809c2181212¢3-partl splash=silent showopts vga=0x317
pciback.hide=(15:10.0) (15:10.1) (15:10.2) (15:10.3) {15:10.4) (15:10.5) (15:10.6) (15:10.7)

Figure 7. Hiding VFs

Figure 7 shows all eight VFs that were created earlier hidden from Xen Domain-0.
These VFs are intended to be assigned to various Virtual Machines later. SuSE
Enterprise Linux server will need to be rebooted for these changes to take in effect.

After the server reboots successfully load the pciback driver to claim the VFs for
assigning the VFs to Virtual Machines. Use the following command below to load the
driver.

#modprobe pciback
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Warnings, errors and informational messages during pciback driver load are logged in
the /var/log/messages file. It is good practice to review this file to confirm that the
driver loaded successfully without warnings or errors. These messages can also be
examined using Linux dmesg utility. Figure 8 below shows dmesg output.

File Edit “iew Terminal Help

svrll-ibm:-~/Desktop # dmesg | grep pciback (=]
[ 0.000000] Command line: root=/dev/disk/by-1d/scsi-3600505b00354394015b809c0181212c3-part2 resume=/d
ev/disk/by-1d/scs1-3600605b00354394015b809c9181212¢3-partl splash=silent vga=0x317 pciback.hide=(15:10.0
1(15:10.1) (15:10.2) (15:10.3) (15:10.4) (15:10.5) (15:10.6) (15:10.7)

[ 14.902105] Kernel command line: root=/dev/disk/by-id/scsi-3600605b00354394015b809c9181212c3-part2 re
sume=/dev/disk/by-id/scsi- 3600605b00354394015b809c9181212c3-partl splash=silent vga=0x317 pciback . hide=(
15:10.0) (15:10.1) (15:10,2) (15:10.3) (15:10.4) (15:10.5) (15:10.6) (15:10.7)

[ 155.251011] pciback 0000:15:10.0: seizing device
1565.261028] pciback ©0000:15:10.2: seizing device
156.261042] pciback 0000:15:10.4: seizing device
156.261056] pciback 0000:15:10.6: seizing device
155.261072] pciback 0000:15:10.1: seizing device
156.261087] peiback 0000:15:10.3: seizing device
155.261102] pciback 0000:15:10.5: seizing device
1565.261119] pciback ©000:15:10.7: seizing device
155.261181] pciback 0000:15:10.7: enabling device (GOOO -
155.261222] pciback 0000:15:10.5: enabling device (0000 -
155.261260] pciback 0000:15:10.3: enabling device (0000 -
155.261300] pciback 0000:15:10.1: enabling device (oooo -
155.261341] pciback 0000:15:10.6: enabling device (00O -
156.261379] pciback 0000:15:10.4: enabling device (0O -
155.261421] pciback 0000:15:10.2: enabling device (GOOO -
155.261460] pciback 0000:15:10.0: enabling device (0QQOOD -
svrll-ibm:-/Desktop #

Lo I o) eV I ) B T B ) BV T B ) I Y

YyYVYyVvYVvVYYVYVYVYVYY
[o]
[o]
(<]
N

MEE|

Figure 8. Viewing Messages Using the dmesg Command

Use the command below to see available VFs and their identification attributes for
assignment to Virtual Machine.

#xm pci-list-assignable-devices

File Edit “iew Terminal Help

svrll-ibm:~/Desktop # [~]
svrll-ibm:~/Desktop # modprobe pciback

svrll-ibm:~/Desktop # xm pci-list-assignable-devices

00R0:15:10.0

0000:15:10.1
0OOO: 15:10.
0OOO: 15:10.
0000: 15:10.
0000:15:10.
0000:15:10.

BOOO:15:10.7 Ei
svrll-ibm:~/Desktop # -

Figure 9. Viewing Available VFs

Loy BV Y SR VN I N

Figure 9 above shows the list of VFs that are available for assignment to Virtual
Machines and their respective bus, device, and function numbers.
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Virtual Machine Installation and Configuration

SUSE Enterprise Linux Server 11 includes tools for creating and managing VMs. These
tools offer both Command Line (CLI) and Graphical User (GUI) interfaces. Virt-Manager
is a GUI tool for creating and managing VMs.

1. Use virt-manager to create a VM.

2. Install the operating system of choice on the newly created VM. For the purpose of
this document, Ubuntu 11.04 32-Bit desktop Linux was installed in the VM. See
Figure 10 example below:

Ubuntul1

Eile “irtual Machine \View Send kKey

=0

Guest not running

Figure 10. Creating a VM

3. SUSE Enterprise Linux Server 11 provided Virtual Manager graphical user interface
doesn't properly assign PCI devices to Virtual Machine. Use the commands below
to list all available Virtual Machines and to assign desired VF to a VM of choice.

#xm list

#xm pci-attach Ubuntull 15:10.0

11
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File Edit

svrll-ibm:
Name
Domain- 0
Ubuntull
svrll-ibm:
svrll-ibm:
svrll-ibm:

Terminal

Wiew Terminal  Help

~/Desktop # xm list [~
ID  Mem VCPUs State  Time(s)
Q 128308 24 r----- 126.4
1 1024 1 -b---- 29.4
~/Desktop #
~/Desktop #

~/Desktop # xm pci-attach Ubuntull 15:108.0 |

Figure 11. Listing VMs

Figure 11 above shows list of Virtual Machines configured on the server and subsequent

VF assignm

ent to Virtual Machine named "Ubuntull".

4. Click on the icon to edit or examine VM properties. ‘ @ ‘

'nlm

IDE D

IDE C

ZoDwliCam

(L]

Serial

P EeG

Eile “irtual Machine Wiew Send Key
| 2o
- 5
Owverview - .
Physical PCI Device
FPerformance Device: 13:10:0 82593 Ethernet Controller Virtual Function
Processor
Memaory

Boot Options

MNIC :07:a0:b1
Mouse
Mouse

Display O

PCI 0000 15:710.0

Ubuntull Mirtual Machine

isk 1

DROM 1

0

Figure 12. VF Assignment

Figure 12 above shows the Intel X510 Ethernet Server Adapter VF (15:10.0)
successfully assigned to the VM.
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5. Power up the Ubuntu 11 VM. Log into the VM using the credentials created during

the VM installation process.

6. Open the Linux Terminal. Use the Linux Ispci utility to confirm that the assigned

VFis shown within the VM's PCI-Express hierarchy. See Figure 13.

File “irtual Machine ‘iew Send Key
| ] ]
| @ m [ v | £

@ Applications Place

Ubuntu 11.04i386

o tester@tester-HVM-domu: ~

File Edit J arch Terminal Help
ci
rporation 446FX - 82441FX PMC [Natoma] (rev 82)
Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton II]
Intel Corporation 82371SB PIIX3 IDE [Natoma/Triton II]
t a Triton II] (rev 01)
Bridge:
VGA compatible cont irrus Logic G 6
Unassigned class [ffi ur ; n Platform Device (rev 01)
C Inte g 540EM Gigabit Ethernet Controller (rev 83)
Intel Corporation 82599 Ethernet Controller Virtual Function (rew

| = computer | I& Terminal || = virtual machine Mana... Ubuntul! Virtual Mac... | IIJ‘: L]

Fii Sep 9, 8:30 P T

Figure 13. Confirming the VF is Assigned Correctly

7. Use the Linux Ismod utility to confirm that the driver for the VF has loaded

successfully, as shown in Figure 14.

13
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File “irtual Machine ‘iew Send Key

mm @ v~ | B3

® Applications Places System ey ] 1 0 9:11AM @ tester (O

View Search Terminal Help
ster-HVM-domU:~$ 1smod
Size Used by
nls utfs 12493 1
isofs 39571 1
binfmt misc 13213 1
parport_pc 32111 @
ppdev 12849 ©
psmouse 73312 ©
i \ 12990 @
13095
13349 0
parport 36746 parport_pc,ppdev, lp
usbhid 41704 ©
hid 77084 usbhid
floppy 60832
e B 181089
41327
gtester-HVM-domU:

® [Update Manager] ] tester@tester-HVM-d...

Figure 14. Confirm that the VF has Loaded Correctly

8. Use the Linux ifconfig utility to confirm that the newly assigned VF is ready for use
(Figure 15).

14
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File ‘\irtual Machine ‘“iew Send Key

(- oo
g ) 9:14AM @ tester O

tester@tester-HVM-domU: ~

Ubunt _ ; . ;
File Edit View Search Terminal Help

UP BROADCAST RUNNING I'-fULTIC T

5.2 MB)

Link encap:L

inet addr:127.

inet6 addr: t

UP LOOPBACK RJNNINL\ MTU: 16436 Metric:1

® [Update Manager] [E] tester@tester-HVM
Figure 15. Confirm that the VF is Ready to Use

The VF can be configured for DHCP or static IP address assignment. The VF is ready to
communicate once it has an IP address assigned.

Summary

Intel's best-of-breed 10 GbE solutions are now available with 1/0 Virtualization
capabilities. Customers get world-class Ethernet support along with 1/0 virtualization
support in mainstream Linux distributions in a single adapter.

Customer Support

Intel® Customer Support Services offers a broad selection of programs including phone
support and warranty service. For more information, contact us at:

support.intel.com/support/go/network/ adapter/home.htm

(Service and availability may vary by country.)

15
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50 For Product Information

To speak to a customer service representative regarding Intel products, please call:
1-800-538-3373 (U.S. and Canada) or visit

support.intel.com/support/go/network/contact.htm

for the telephone number in your area.
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