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C i AUDIENCE AND PURPOSE
'@ % This reference architecture seeks to simplify the deployment and operation

\ of a cloud. We built a cloud with VMware vCloud* Director and Intel® Xeon®
processor-based server platforms and documented the work involved with this
Intel® Xeon® Processor 5500 Series particular cloud configuration.

Xeon

inside™

Intel® Xeon® Processor 5600 Series , ) , ,
The content is targeted to IT professionals responsible for the design,

implementation, validation, and utilization of cloud structures. We describe
details on the hardware configuration, software configuration, and results

Vmwa re from s.pelcific test cases we implemented that demonstrate basic operational
capabilities.

This paper should complement product documentation and is provided as a
starting point for the actual development of an enterprise or service provider
cloud.
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Executive Summary

To break the trend of ever-increasing
demand for compute resources and the
resultant rise in operational costs, a

new model for IT services has emerged-
cloud computing. Cloud computing is an
approach to computing that utilizes the
efficient pooling of an on-demand, self-
managed virtual infrastructure, consumed
as a service. This approach abstracts
applications and information from the
complexity of underlying infrastructure,
so IT can support and enable business
value. Cloud computing architectures are
built on the foundation of virtualization,
and as the customer-proven leader in
virtualization, VMware helps to chart
the course to cloud computing. VMware
works in concert with Intel and other
industry leaders to help businesses of all
sizes migrate to secure cloud computing
in order to establish a new erain IT

that finally addresses the compounded
problems of IT cost and complexity.
VMware's proven technology is a logical
starting point to develop cloud reference
architectures.

In these challenging economic times,
when IT is asked to do more with less,
businesses need to use their existing
investments in applications, hardware, and
know-how. VMware facilitates a pragmatic
approach to enable the benefits of cloud
computing as they turn today's data
center into secure private clouds inside
the enterprise firewall. In parallel, VMware
and Intel work with host and service
providers to enable compatible public
cloud infrastructures. In the drive towards
federation and common management
services between clouds, the VMware
vSphere* environment presents a path
toward a seamless, dynamic operating
environment. This approach will ultimately
enable enterprises to bridge internal
resources with available external
resources, which helps to achieve the full
flexibility and benefits of cloud computing.
The result is a hybrid cloud.
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At the core of cloud computing is the
ability of the underlying compute,
network, and storage infrastructure to act
as an efficient, shared resource pool that
is dynamically scalable within one data
center or across multiple data centers.
With this foundation, critical higher-level
capabilities, such as secure multi-tenancy,
guaranteed quality of service, federation,
and data center automation are made
possible. Intel, along with leaders in
software, works to address these new
core innovations in Infrastructure as a
Service (IaaS) and has initiated a program
to rapidly enable enterprises and service
providers to clarify best practices around
design (including reference architectures),
deployment, and management. For
enterprise IT and cloud service providers
who need to use their existing data center
infrastructure to supply cloud services

to their customers, this guide, as part

of the Intel® Cloud Builders, provides a
comprehensive solution overview that
covers technical planning and deployment
considerations.

Introduction

Overview

For decades, IT has been characterized
as complex and inefficient because it
fails to meet the needs of businesses

in an effective and timely manner.
Desperate to increase agility without
higher costs, organizations seek a new
approach to reduce IT complexity, and
cloud computing has quickly evolved

as that approach. VMware's customer-
proven virtualization solutions uniquely
accelerate an organization's transition to
the cloud, which enables IT to efficiently
pool on-demand, self-managed virtual
infrastructure, at the same time it
preserves existing investments. Through
VVMware solutions, built on the industry’s
most deployed virtualization platform—
VVMware vSphere—IT can maximize
efficiency without compromising service

delivery, and increase agility at the same
time it maintains control.

As the global leader in cloud
infrastructure, VMware also offers
solutions that promote freedom of
choice. The same VMware architecture
deployed by enterprises is deployed by
thousands of service providers, which
enables a compatible bridge between a
private cloud hosted internally in a data
center and public clouds hosted remotely.
Together with Intel and a broad set of
industry partners, VMware advances open
standards and solves next-generation
hurdles, so that all organizations can
rapidly achieve the benefits of cloud
computing.

VMware views cloud computing as an
approach to computing that uses the
efficient pooling of on-demand, self-
managed virtual infrastructure, which is
consumed as a service. There are six core
characteristics of cloud computing that
VMware solutions deliver:

1. Pooling: Use of virtualization to
change the model from machine-
based to highly elastic resource pools
that are shared across applications
and users to enable on-demand
resource allocation in the most
efficient manner.

2. Zero-touch Infrastructure: Policy-
driven management automates
routine operational tasks, which
minimizes operational expense and
overhead.

3. Self-Service: Provisioning and
deployment are dramatically
simplified through the self-service
model within the parameters of
defined business and governance
policies, while management of
systems and infrastructure is
dramatically reduced through policy-
driven automation.
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4. Control: Built on a robust
platform that is architected
for high availability with the
ability to optimize resource
allocations and ensure service
levels. Built-in disaster recovery
mechanisms ensure business
continuity. Offers a security
model that encompasses
dynamic infrastructure and
boundaries to protect the cloud.
Application-aware infrastructure
that self-optimizes application
performance.

5. Openness and Interoperability:
Application mobility between
clouds within a common
management model, based on
open standards, extended to a
large ecosystem of public cloud
providers.

6. Utilization of Existing Assets:
The ability to bring existing
applications and all of IT into
the cloud computing model in
an evolutionary manner starts
internally with a private cloud.

Introduction to VMware vCloud*
Director

VMware vCloud Director is a software
solution that enables enterprises to
build secure, multi-tenant, private
clouds as they pool infrastructure
resources into virtual data centers
(VDCs) and expose them to users
through web-based portals and
programmatic interfaces as fully-
automated, catalog based services.
Internal IT organizations can build
secure and cost-effective private
clouds with VMware vSphere and
VMware vCloud Director, and thus

act as true service providers for the
businesses they support. As such, they
can drive innovation and agility, and at
the same time increase IT efficiency
and enhance security. This solution

Private Cloud

Operated solely for an
organization, typically
within the firewall

= Low total cost of ownership

= Greater control over security,
compliance, QoS

= Easier integration

= Supports existing applications

C )

Bridging

Hybrid Cloud

Composition of 2 or more
interoperable clouds
enabling data and
application portability

VMware focus
to deliver the
best of both worlds

Cloud Service
Providers

Public Cloud

Accessible over the
Internet for general
consumption

= Low acquisition costs

= Less administrative burden
= On-demand capacity

= Limited offerings

~

Figure 1: Choice of Flexible Cloud Deployment Models

provides a pragmatic path to cloud
computing because it gives customers the
power to use existing investments and
the flexibility to extend capacity between
clouds.

Deliver Infrastructure as a Service:
VMware vCloud Director enables IT
organizations to deliver resources to
internal users as VDCs. IT organizations
can logically pool compute, storage, and
network capacity into virtual data centers,
to manage resources more efficiently,
with complete abstraction between
consumption and delivery of IT services.
Instead of providing users or organizations
with siloed physical infrastructures, IT
teams can deliver isolated VDCs that

draw resources from a common physical
infrastructure. By pooling these physical
resources on the back end, hardware
utilization and consolidation increases.
Similarly, underlying infrastructure can be
pooled into tiers and offered to users at
distinct service levels and prices.

Consume Infrastructure as a Service:
VMware vCloud Director also changes

the way that users consume IT services.
There is no need to file service desk
tickets and wait in queues; instead,
application and line-of-business owners
can utilize self-service portals to access
their own VDC. VMware vCloud Director
enables users to consume these resources
as a catalog based service through a web
portal and programmatic interfaces. IT
teams can define multiple consumption
models that use the same infrastructure,
which range from capacity-as-you-go to
reserved pools. These can be delivered at
an appropriate cost model with VMware
vCenter* Chargeback, which helps drive
accountability and enables granular usage
monitoring. Ultimately, IT organizations
maintain control with permissions, quotas,
and leases governed by role-based

access controls that utilize existing LDAP
directory services.



In this new model, IT organizations
become cloud service providers for the
business, and they achieve the benefits
of cloud computing without sacrifice to
security or control. Users experience
unprecedented responsiveness and agility,
and IT management can reduce costs
through increased consolidation, task
automation, and simplified administration.
All this is achieved cost-effectively by
use of existing investments in people

and technology. Because it provides
elastic standard storage and networking
interfaces, such as Layer 2 connectivity
and the ability to broadcast between
virtual machines, VMware vCloud Director
integrates with existing VMware vSphere
deployments, and supports existing

and future applications. VMware vCloud
Director utilizes open standards to
preserve deployment flexibility and pave
the way to the hybrid cloud. Customers
can extend their data center capacity,
through partnerships with a broad
ecosystem of service providers who offer
cloud services based on VMware vCloud
Director, to include secure and compatible
public clouds and manage them as easily
as their own private cloud.

For enterprise IT who want to build
private clouds, the combination of Intel
Xeon processor-based servers, VMware
vSphere, and VMware vCloud Director
provides a leading cloud infrastructure to:

1. Create VDCs: VDCs are logical
constructs that include compute,
storage, and network capacity to
enable complete abstraction between
the consumption of infrastructure
services and the underlying
resources.

2. Support Multi-tenant
Environments: Administrators can
group users into organizations that
can represent any policy group,
such as a business unit, division, or
subsidiary company. Each has isolated
virtual resources, independent

Intel® Cloud Builders Guide for the VMware vCloud* Director

LDAP authentication, specific policy
controls, and unique catalogs. These
features enable secure multi-tenancy
and safe sharing of infrastructure.

Improve Security: Integrated
VMware vShield* Edge security
technologies such as perimeter
protection, port-level firewalling,
network address translation, and
dynamic host configuration protocol
(DHCP) services offer virtualization-
aware security, simplify application
deployment, and enforce boundaries
required by compliance standards.
The upgrade to the full VMware
vShield Edge solution adds advanced
services such as site-to-site VPN,
network isolation, and web load
balancing.

Deliver Standardized Infrastructure
and Application Services: Users are
empowered to deploy and consume
pre-configured infrastructure

and application services, such as
virtual appliances, virtual machines,
operating system images, and other
media with the click of a button from
central catalogs. This enables IT
teams to standardize offerings, which
simplifies the ability to troubleshoot,
patch, and change management.

Automate and Orchestrate:
Administrators can use the APIs

in conjunction with the VMware
vCenter Orchestrator* plug-in, and
integrations with other orchestration
and service management software,
to automate routine tasks, build
information technology infrastructure
library (ITIL) workflows, and script
complex operations with ease.

Lower Management Costs and
Quickly Provision Services: Users
get direct access to their catalogs
and VDC through user-friendly, self-
service web portals.

Based on Open Standards: The
VMware vCloud APl is an open,

representational state transfer
(REST) based API that allows scripted
access to consume cloud resources,
such as vApp upload/download,
catalog management, and other
operations. The VMware vCloud API
makes basic transfer between clouds
possible using the open virtualization
format (OVF), which preserves
application properties, network
configuration, and other settings.

For VMware vCloud service providers who
want to build hybrid or private clouds, the
combination of Intel Xeon processor-based
servers, VMware vSphere, and VMware
vCloud Director provides the same leading
cloud infrastructure which includes:

1. Differentiated Services: VMware
vCloud service providers can provide
three classes of on-demand, self-
service virtual data centers (VDCs):

=Basic VDC; unreserved “pay for
use” class. Designed to quick start
pilot projects, and for workloads
like automated software tests that
are transient and do not need high
performance.

= Committed VDC: provides committed
(reserved) compute resources with
the ability to burst above committed
levels if additional capacity is
available. The enterprise subscribes
to a committed VDC to ensure
predictable performance and costs.
VMware vSphere provides the
resources for on-demand workloads
within a multi-tenant infrastructure.

= Dedicated VDC: provides dedicated
compute resources (with the use
of specific, dedicated hardware),
sometimes known as a “virtual
private cloud.” Offers predictable
performance because it reserves
dedicated resources, which is useful
for situations in which security or
compliance requirements require
physical separation.
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2. Provision and Manage: Create a
zero-touch infrastructure to optimize
operational efficiency with built-in
automation to make smarter and
better use of virtual and cloud
infrastructure. At the same time,
assure compliance and performance
in the face of increased service level
expectations and accelerated change
- deliver self-service with control.

3. Secure: A single framework provides
comprehensive cloud-enabled
security to protect hosts, network,
applications, data, and endpoints, and
also reduces complexity for enhanced
performance.

4. Based on Open Standards: Per
above, the VMware vCloud APl makes
basic transfers between clouds
possible with OVF, which preserves
application properties, network
configuration, and other settings.

Test Bed Overview

Physical Architecture

Figure 3 indicates the physical
architecture of the test bed used. All
VMware ESXi* hypervisor nodes have
three separate network interface cards
(NICs) for management, virtual machine,
and storage network interfaces. For the
sake of cost effectiveness and simplicity,
a single network file system (NFS) store
was used as shared storage for virtual
machine images. Both VMware vCenter*
Server and VMware vCenter Database
were installed on the same machine with
the default database setting. VMware
vShield* Manager 4.1 was deployed with
the OVF template on one of the hosts
within the VMware ESXi host cluster.

We used Intel’s latest processor
technology, the Intel® Xeon® processor
5500 and 5600 series, which provides a
foundation to design more efficient cloud

data centers that can achieve greater
performance and at the same time use
less energy and space, to dramatically
reduce operating costs.'

The Intel® Xeon® processor 5600

series delivers substantial increases in
performance and energy efficiency over
the previous generation Intel® Xeon®
processor 5500 series, while it continues
to support features from the previous
generation that enable it to respond
intelligently to workloads.

=Intel® Virtualization Technology? in-
creases manageability, security, and
flexibility in IT environments, and
improves system utilization as it consol-
idates multiple compute environments.
The abstraction of the underlying hard-
ware enables new usage models which
reduce costs, increase management
efficiency, alleviate security issues,
and improve computing infrastructure
resiliency.

Users

Organization 1

User Portals

Virtual Datacenter 1 (Gold)

Catalogs
VMware vShield*

Organization m IT

VMware vCloud* Director

Virtual Datacenter n (Silver)

VMware vCenter* Chargeback

VMware vCenter* VMware vCenter
Server Server

VMware vCenter
Server

VMware vSphere*

VMware vSphere

VVMware vSphere

Secure Private Cloud

VMware vCloud* API

Public Clouds

Programmatic
Control
and integrations

Figure 2: VMware vCloud* Director Lets IT Organizations Create Secure Private Clouds to Deliver IT Resources as Catalog-based Services that

Users Can Consume on Demand




=Intel® Turbo Boost Technology boosts
performance as needed through dy-
namic adjustments to core frequency
to increase execution speed for peak
workloads.

=Intel® Intelligent Power Technology
adjusts core frequencies to conserve
power when demand is lower.

=Intel® Trusted Execution Technology
(Intel® TXT) is a hardware solution that
validates the behavior of key compo-
nents within a server or PC at startup.
Known as the “root of trust,” the sys-
tem checks the consistency in behaviors

Intel® Cloud Builders Guide for the VMware vCloud* Director

and launch time configurations against a
“known good” sequence. Using this veri-
fied benchmark, the system can quickly
assess whether any attempts to alter
or tamper with the launch time environ-
ment have been made.

=Intel® Hyper-Threading Technology
improves throughput and reduces la-
tency for multithreaded applications
and for multiple workloads that run con-
currently in virtualized environments.

Each host in a VMware vCloud Director
cluster must meet certain software and

hardware prerequisites. In addition, a
database must be available for use by all
hosts in the cluster. Each cluster requires
access to VMware vCenter Server,
VVMware vShield Manager, and one or more
VMware ESXi hosts. For more information
on configuration, software prerequisites,
supported databases, disk, memory

and network requirements please see
VMware vCloud Director Installation and
Configuration Guide (http://www.vmware.
com/pdf/vcd_10_install.pdf).

Table 1 shows specifications of systems
used to build the cloud test bed.

System

Processor Configuration

Detail Configuration

VMware vSphere*

Intel® Xeon® Processor

Form Factor: 2U Rack Mount Server

Hypervisor (VMware ESXi) | L5630 Processor: Intel® Xeon® processor 5600 2.13 GHz; 2-way x 6 cores = 12
nodes cores

VMware VMware ESXi* Memory: 24 GB RAM

410 Storage: 40 GB HDD

NFS Server Intel® Xeon® Processor Form Factor: 1U Rack Mount Server

RHEL* 5.4 (64bit) X5570 Processor: Intel® Xeon® processor 5500; 2.93 GHz; 2-way x 4 cores = 8 cores
Update 4 Memory: 24 GB RAM

Storage: 350 GB HDD

VMware vCloud* Director

Intel® Xeon® Processor

Form Factor: 1U Rack Mount Server

VMware vCenter* Server

Database X5570 Processor: Intel Xeon 5500; 2.93 GHz; 2-way x 4 cores = 8 cores

Windows Server* 2008 R2 Memory: 24 GB RAM

(64bit) , Storage: 350 GB HDD

Oracle* 11g Enterprise

Edition

VMware vCenter* Server | Intel® Xeon® Processor Form Factor: 2U Rack Mount Server

and N L5630 Processor: Intel Xeon processor 5600; 2.13 GHz; 2-way x 6 cores = 12 cores
VMware vCenter

Database Memory: 24 GB RAM

Storage: 100 GB HDD

410

VMware vSphere* Client

410

VMware vCloud* Director | Intel® Xeon® Processor Form Factor; 2U Rack Mount Server
RHEL 5.4 (64bit) Update 4 | L5630

Memory: 24 GB RAM
Storage: 40 GB HDD

Processor: Intel Xeon processor 5600; 2.13 GHz; 2-way x 6 cores = 12 cores

Table 1: Test Bed System Specifications
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Logical Architecture

In a cloud infrastructure, a VMware
vCloud Director cluster is linked with

one or more VMware vCenter Server
installations, a VMware vShield Manager
server, and an arbitrary number of
VMware ESXi hosts. The VMware vCloud
Director cluster and its database manage
access to VMware vCenter resources

by VMware vCloud clients. Figure 4 is

a schematic representation of a simple
cloud infrastructure. The diagram shows
a VMware vCloud Director cluster of four
server hosts. Each host runs a group of
services called a VMware vCloud cell.

All hosts in the cluster share a single
database. The entire cluster is connected
to three VMware vCenter instances and
the VMware ESX hosts they manage. Each
VMware vCenter instance is connected to
a VMware vShield Manager host, which
provides network services to the cloud.
The VMware vCloud Director installation
and configuration process establishes

an initial set of connections to a VMware
vCenter Server, VMware ESX hosts, and
VMware vShield Manager. Additional
VMware vCenter, VMware vShield
Manager, and VMware ESX hosts can be
connected to the VMware vCloud Director
cluster at any time.

Technical Review

Installation and Configuration

In the test bed, a single instance of
VMware vCloud Director was configured
to a single VMware vCenter installation
with three hypervisor nodes. The sections
that follow provide a brief overview of
the above steps. Detailed instruction on
the setup can be obtained from VMware's
website, at http://www.vmware.com/pdf/
VMware vCloud Director_10_install.pdf.

VMware vSphere Hypervisor

VMware vCloud Director installation relies
on the compute, storage, and network
capacity provided by the underlying
VMware ESX or VMware ESXi 4.0 Update
2 or 4.1 nodes. In the test bed installation,
both types of VMware hypervisors

8

VMware vCloud*
Director Server

Cisco Catalyst* 4948

VMware vCloud*
Director Database

¢

VMware vCenter* Server &
VMware vCenter* Database

-

VMware ESXi*

3

NFS DataStore Server

VMware ESXi

HJOMIBN WA

VMware vShield* Manager
(Virtual Machine)

VMware ESXi

Management Network

JJomiaN abelors

Figure 3: Test Bed Physical Architecture

VMware vCloud* Director Cluster
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~
~

VMware vCloud* Director
Server Host

VVMware vSphere*

VMware
vCloud* Director
Database

VMware vCloud* Director

VMware vCenter

VMware ESX/ESXi* VMware vCenter*

Database

VMware ESX/ESXi

VMware vCenter

VMware vCenter

VMware ESX/ESXi g

Database

VMware vCenter*

\VMware vCenter

VMware ESX/ESXi

VMware ESX/ESXi

Database

VMware vShield
VMware vShield Manager

Manager
VMware vShield*
Manager

Figure 4: VMware vCloud* Director Architecture Diagram




co-existed without any issues. Refer to
VMware vSphere Hardware Compatibility
Guide, http://www.vmware.com/
resources/compatibility, for the list of
VMware certified hardware.

VMware vCenter* Server

Install VMware vCenter Server 4.0 Update
2 or 4.1 and VMware vSphere Client 4.1
Update 2 or higher on a Windows Server*
2008 R2 system. Create a cluster and
add the VMware ESX/ESXi hosts created
in the above step. Configure the VMware
Distributed Resource Scheduler (DRS)
setting based on the requirements, and
setup “Enhanced vMotion Compatibility
(EVC)” based on the processors in the
VMware ESX hosts that will be added
into the clusters. Ex: If your clusters

will just contain Intel Xeon 5500 and
5600 series servers, you can choose
“Intel® Xeon® Core™ i7" as your EVC Mode
configuration. This mode will support flex
migration of VMs between the 5500 and
5600 systems. Ensure that all required

vmware
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configurations necessary for live VM
migration of virtual machines between the
hosts are completed.*

VMware vShield Manager

VVMware vShield Manager provides the
required network and security services
to the VMware vCloud Director. A
separate instance of VMware vShield
Manager (version 4.1) is required for
each VMware vCenter that is added to
the VMware vCloud Director. VMware
pre-bundles VMware vShield Manager as
an OVF template, which can be imported
into VMware vCenter. After network
configuration, the VMware vShield
Manager VM is up and running.

Oracle Database

VMware vCloud Director requires a
database to store the information and
share it with other VMware vCloud
Director cells® within the VMware vCloud
Director cluster. VMware supports both
Oracle* 10g Standard/Enterprise Release

r_l Vidware Cloud Director

User name:

Password:

™ keep me logged in

Figure 5: VMware vCloud* Director Login Screen (Login with administrator credentials)

2 and Oracle* 11g Standard/Enterprise.
In the test bed, we used the Oracle 11g
Enterprise edition installed on a Windows
2008 R2 system. Ensure that all the
required privileges are assigned to the
new user created as per the installation
document.® This user will be employed
during configuration of the VMware
vCloud Director to establish the link with
the Oracle database.

VMware vCloud* Director Installation
and Configuration

Ideally a VMware vCloud Director cluster
will have several hosts, each of which

will run the VMware vCloud services and
each of which is called a VMware vCloud
Director cell. All these individual cells will
be connected to the same Oracle database
created in the above step. These individual
hosts will run Red Hat* Enterprise Linux*
(RHEL) 5 Update 4 or Update 5. After

the installation of the VMware vCloud
Director services, configure the network
and database settings. To connect to the
database, use the credentials of the new
user created during the installation of the
database. Do not use the SYSTEM account
for this step.

Connecting VMware vCloud Director with VMware vCenter and VMware vShield Manager

Once the network and database configuration is completed successfully, login to the VMware vCloud Director with the credentials
configured. Now we need to add VMware vCenter Server instance(s) to this VMware vCloud Director cell, which will provide the
required compute, storage, and network resources, and to VMware vShield Manager for the network and security services. Figures 6
and 7 show the VMware vCloud Director’s verification flow to configure VMware vCenter Server and VMware vShield Manager.
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Mame this vCenter

Name this vCenter

Enter the connection information, name, and description for the new vCenter as
yvou want it to appear in YCD.

Host name or IP address: 10.223.128.580 #

Port Mumber 444 #

User name: Administrator #
Password: ek ok #
wiZenter name: vCenter0l #

Description:

Cancel

N 2
Figure 6: Attach a VMware vCenter* Server

1. Attach a VMware vCenter Server instance when you click “Manage & Monitor,” then click “vCenter” on the left panel under
VMware vSphere resources, follow the wizard, and enter the relevant VMware vCenter Server information. Since Internet
information services (1IS) was also run on the same system, which used the default hypertext transfer protocol secure (HTTPS)
port (443), the VMware vCenter Server instance was set up to use port 444 for HTTPS.

Connect to vShield Manager
Mame this vCenter
; wShield Manager is required for network services in WCD, Enter the connection
Connect to vShield Manager  information for the vShield Manager that is associated with this vCenter,
Host name or IP address: 10.223.1258.84 #
User name: admin #
Password: wok ] #
Back Finish Cancel
e i

Figure 7: VMware vShield* Manager

10
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2. Enter the relevant VMware vShield Manager information and then click “Finish” to complete.

. yCenters

=
& & all E
Mame 1a Status vizenter 5., Port Mu... Ve,
() vCenterol L 10.223.125.80 444 4.1.0

Figure 8: VMware vCenter* Server

3. Verify VMware vCenter Server has been added.

Use Case Details

Overview

In order to provide greater clarity of VMware vCloud Director’s behavior, we tested a set of illustrative use cases. Use cases describe
system behavior from an actor’s point of view. The actors in these brief scenarios are the cloud administrator (from either enterprise
IT or a service provider), the organizational unit (OU) administrator, or the end user of the cloud.

These use case scenarios are:

Set Up Provider VDCs

Set Up External Networks

Set Up Network Pools

Set Up Organizations and Users

Set Up Organization VDCs

Set Up Catalogs

Dynamic Scaling of Compute Resources

© N O Uk wnN =

Separation of Duties

©o

Termination of vApp or Service
10. Notifications
11. Use of Infrastructure as a Service (1aaS)

When the above tasks are performed: you will have a functional private cloud solution in your lab; see first-hand how VMware vCloud
Director allows you to pool your VMware vSphere virtualized infrastructure together and offer standardized services for your
organization; and learn how a private cloud promotes efficiency through automation, agility, and lower total cost of ownership.

Set Up Provider VDCs

The first cloud infrastructure object we will create is called a Provider Virtual Data Center (Provider VDC).

A Provider VDC is a combination of compute and storage resources. You can take compute and storage resources with specific
characteristics, such as cost and performance, and combine them to create a Provider VDC. When you do this, you can logically tier your

pool of compute and storage resources into multiple service offerings, each implemented by one or more Provider VDCs. For example,
you can create the following tiers of service (Provider VDCs):

1. Combine your fastest storage, say enterprise flash drives (EFD), and your fastest compute resources, and offer a Platinum
Provider VDC.

1
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2. Combine your slowest storage, say serial advanced technology attachment (SATA), with compute resources, and offer a Bronze
Provider VDC.

The compute resource for a Provider VDC comes from a VMware vSphere cluster or resource pool. You can scale up a Provider VDC
when you add more VMware ESXi/ESX servers to the VMware vSphere clusters and add more data-stores to the clusters. The
maximum size of a Provider VDC is 32 hosts. Scaling up a Provider VDC is outside the scope of this paper.

Select Resource Pool

Mame this Provider vDC
The resource pool of the Provider vDC supplies compute and memary resources, memory, and vCenter services,

Zelect Resource Pool such as high availability {HA) and fault tolerance (FT).

Select a viCenter and a resource pool:  If it is not listed, you must attach a wCenter.

vCenter Resource Pool WC Path
wCenter0l Ent_RP EnterPrise Cluster/Ent_RP
EnterPrise Cluster EnterPrise Cluster

The following external netwarks are available to the resource poal you selected:

Metwaork Gateway Subnet DNE

Selected resource pool: Ent_RP

Back Cancel

Figure 9: Add Provider VDC
1. To create provider VDCs, follow the Wizard and select the VMware vCenter resource pool you wish to use.

Add Datastores

Mame this Provider vDC
Add at |east one datastore that supplies storage for the new provider vDC,

Select Resource Pool

Add Datastores all ik
Datastore 14| Type Enabled Capacity {Used/Total) Frovisioned (Provisioned/Total)
ook
MFS0 NFS v 288.86 GB / 322.78 GB 288.86 GB / 322.78 GB
datastorel WMFS L 561 MB /69,5 GB 561 MB /69,5 GB
WS2 storage WMFS v 13.37 GB / 135.5 GB 13.37 GB /1355 GB
1-4 of 4
3 =
Datastore Trpe Enabled Capacity (Used/Total) Provisioned (Provisioned/Total}
MF31 NFS L 58.75 GB / 357.29 GB 62.54 GB /357.29 GB

iy Adding read-only datastores to provider vDiCs used for deploying YMs is not supported.

Back Finish Cancel

s <)

Figure 10: Select Data Store

2. Select the appropriate data stores for this Provider VDC.

12
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Prepare Hosts

Marne this Provider vDC

Host

@ 10.223.128.76

@ 10.zz3.128.90

.

To use the selected resource pool's hosts in Cloud Director, the system needs to install the Cloud Director agent on

Select Resource Paal each host, This installation reguires root privileges for each host,
Add Datastores Resource Pool Ent_RF has 2 host(s) that need to be prepared.
Prepare Hosts (_) One credential for all hosts;

(=) A different credential for each hast:

la Status

@

(]

root User Name Password

root [r——

root S K]

Back Finish Cancel

Figure 11: Credentials

3. Provide the required credentials for VMware vCloud Director to ready the hosts.
When you create a Provider VDC, you will notice that VMware vCloud Director creates a system VDC resource pool under the resource

pool that you assign to the VDC. The system VDC is used to host VMware vShield Edge devices which provide network address

translation (NAT) services between organizations, networks, and external networks without consumption of organizations’ resources.

= |_"_.7,J WZCEMTER4
= [ig ocC
El [l EnterPrise Cluster
[ 10.zz3.128.76
E 10.225,128.90
= @& Ent_RP

i) [0166655648-System vDC

s Demo WM 1
(3 Demo v 2
3 wShield Manager
51 WINzkS_s4

Figure 12: VMware vSphere* Environment after Creation of Provider VDCs in VMware vCloud* Director
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Manage & Monitor E!E Provider vDCs
& Organizations
| = @v Manage | Monitar
¥ Cloud Resources
u Cloud Cells Marne 1a Status Enabled Org vDCs

Provider vDCs

VD1 (] v o1

Organization vDCs
= External Metworks
Qrganization Metworks

Metwork Pools

Py
4

Datastaores

H1

Figure 13: Provider VDC Screen

4. Validate to ensure Provider VDCs have been created and enabled.

VMware vCloud Director prepares the hosts associated with the resource pools you have used to create Provider VDCs. Ensure host
spanning is enabled when you click on the “Manage & Monitor” tab and then on the “Hosts.”

Set Up External Networks

External networks are used in VMware vCloud Director to give external connectivity to vApps. VApps live in organizations (which will
be introduced later), so in a sense these networks are “external” to the organization in which the vApps live. An external network

is a port group in VMware vSphere which carries external VM traffic. This port group can be associated with a VLAN tag to ensure
network isolation. The simple way to think about this is that if you wish your vApps in the cloud to connect to vApps outside their
own organization or to an external network service like the Internet or a shared storage network that you have in a VMware vSphere
environment, then you create an external network and connect the vApp to it.

Select ¥Sphere Network
Select vEphere Metwark

an external network uses a network in vSphere to connect to a network outside of your cloud, The network can be a public

network such as the Internet, or even an external WPN network that connects to a given organization,

If you don't see the vCenter you need: attach a different vCenter

Select vCenter snd wSphers Network

vCenter e waphere Network 1.4/ YLAN Duatacenter
wCenterll Wi Network DC
Wi Metwork 2 DC
WM Metwork 3 DC
1-10f1 1-30f 3
These provider vDCs will connect to this new external network:
-

Figure 14: VMware vSphere* Network

1. Create a new external port group for VMware vCenter Server and VMware vSphere network.
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Configure External Network

Select vSphere Network

Hetwork mask: 255,255.255.192
Default gatewsy:  10.223.128.62
Primary DNS: 10.223.128.69
Sscondary DNS:

DNS suffix:

Static IP pool:

10.223.128.44 - 10.223.128 45 Add

1022312844 - 10.223.128.45

Total: 2

N

Specify the network settings for this new external network, You can have this network automatically supply IP addresses to
Configure External Metwork WMs in organizations by adding IP address ranges or IP addresses using the Static IP Pool contral,

Back Cancel

Figure 15: Configure External Network

2. Add appropriate details to configure external network and click “Finish.”

Manage & Monitor ;|lq Networks
—
«» Organizations
+ &
v Cloud Resources
Cloud Cells Name 14 Status WLAN Default Gate...
Provider vDCs - External Network v - 10.223,128.62

Qrganization vDCs
External Networks
Organization Metwarks

MNetwaork Pools

o
L

All

IP Pool (Used/Tatal)

0%

Figure 16: External Network Configuration

3. Validate to ensure external network is created and enabled.

Set Up Network Pools

Network pools are collections of isolated Layer 2 networks that provide the building blocks necessary to create organization and vApp

networks, and they are the key enabler to self-provision networks in the cloud. Organization networks are used for connectivity of
vApps within an organization and vApp networks are used for connectivity of VMs within a vApp. Networks from a network pool are

created dynamically by VMware vCloud Director each time the user creates an organization or vApp network, and the networks can be

backed by VLANs, VMware vCloud Director Network Isolation technology (VCDNI), or port groups.

To create a VLAN backed network pool requires a virtual dedicated server (vDS) and a range of VLAN IDs available to all hosts being

managed by VMware vCloud Director on that vDS. Each time a user creates a network in VMware Cloud vDirector, a new port group is
created on the vDS and a VLAN tag is attached to the port group. VMware vCloud Director manages the VLAN tags as a pool. The tags
are sequentially assigned and returned back to the pool when the networks are deleted.
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To create VCDNI network pools, all you need is a vDS attached to the VMware ESXi/ESX hosts in the cloud. VMware vCloud Director
uses a MAC-in-MAC encapsulation technique to create an isolated Layer 2 network without use of a VLAN. Each time a user creates a
VCDNI Network, a new port group is created on the vDS and the port group is removed when the network is deleted.

To create port group backed network pools, you need to have a pre-configured set of port groups either on a vDS or on a standard
vSwitch. These port groups must be isolated, either with VLANSs or with separate physical uplinks. VMware vCloud Director manages

the port groups as a pool and creates a new network on a port group when a user creates a network. It returns the port group back to
the pool when the network is destroyed.

Network Pool Type

Network Pool Type

& netwark pool is & collection of virtual machine networks that are available to be consumed by
Select vCenter wDCs to create vARp networks and by organizations to create organization networks,

Metwork traffic on each netwark in a pool is isolated at layer 2 from all other networks,
Caonfigure Part Graup-backed Pool

Select a netwark poal type from the list below:
Narme this Network Pool

Create a netwark pool backed by a range of YLAN IDs, The VLANs must be pre-provisioned.

GCreste & netwark posl backed by Cloud isolated netwarks. A Cloud isolated network spans hosts
and pravides traffic isolation fram other hosts. The system pravisions Cloud isalsted netwarks
autamatically.

/% Unable to create YLAN-backed and YCD Network Isolation-backed network pool$ because no vNetwork
Distributed Switch exists.

() wSphere port group-backed
Creste & netwark posl backed by a vSphere part aroup. The port graup must be pre-provisioned.

mext || finish || cancel

Figure 17: Create Network Pool
1. Select the VMware vSphere port group-backed network pool type.

Configure Port Group-backed Pool

Network Pool Type #dd the wSphers part groups that will be used by this network poal.

ou can enly add unused part groups that are isolated st layer 2 from all other port groups. For example, port groups on different
Select vCenter
VLA segments are isolated.

Canfigure Port Group-backed Pool

Name this Network Pool T T T
name 1. WLANID |  Datacenter nams | ¥LAN 1D Datacenter
M Metwork 2 [alad - WM Netwark 2 [alad
UM Network 3 DC
1-20ofz

These provider vDCs will connect to networks allocated from this new network pool:

Frovider ¥DC

YDCL

| Back | [ west | cancel

Figure 18: Configure Network Pool
2. After selecting the appropriate VMware vCenter and VMware vSphere port group, name the network and click “Finish.”
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Manage & Monitor % Network Pools
¢ Organizations
+ &
¥ Cloud Resources
:f_: Cloud Cells Marme la Status
| Provider vDCs == MNW_Poal_1 ]

Organization vDCs
External Metworks

Organization Networks

W D=9

Network Pools

Type

Fort Group

Figure 19: Validation of Network Pools

3. Validate to ensure network pool is created and enabled.

Set Up Organizations and Users

VMware vCloud Director allows you to create organizations to separate groups of users from each other and apply different policy
controls - for example, you can create separate organizations for Finance, Sales, IT, and HR. Each organization can contain different
groups of users, and has its own set of resources and policies. VMware vCloud Director creates a separate URL for each organization
where users of that organization log in. Inside organizations, you can create users and groups. Users can be authenticated in three

different ways:
1. Locally against the VMware vCloud Director database

2. System wide through VMware vCloud Director Active Directory or LDAP server

3. Through an organization specific active directory or LDAP server

Mame this Organization

Mame this Organization

you're providing Cloud resources to,

Crganization name:

IntelIT *

Default organization URL:

https://veloudsd-1.lab.epi-ind.com/eloud/org/ IntelIT;

Organization full name:

IntelIT #

Description:

An Crganization is the fundamental ¥CO grouping, An Organization contains users, the vApps they create and the
resources the vApps use, An organization can be a department in your own company or an external customer

Finish Cancel

Figure 20: Create New Organization

1. Create a new organization. For this evaluation, we will define local users and authenticate against the VMware Cloud Director

database.
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Credentials

User name: IntelITAdmin s

Password: H A A B

Confirm password: Hh bk ke B
[V] Enable

Role

Roles available to this user:

Qrganization Adrinistrator | ™

Contact Info

Full name: IntelITAdmin
Ernail address: IntelITAdmin@intel.com
Fhone:
M
Quotas
Stored WM guota: [SRE (=) Unlimited
Running WM quata: () |1 (=) Unlimited
N A

Figure 21: Add New User

2. Add new user details and allow publishing of catalog to all organizations. Create two users, one as “Organization Administrator”
and another as “vApp user.”
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Leases =
Mame this Organization Epecify the maximum time that vApps and wApp templates can run and be stored in this organization's vDCis),
LDAR Cptions vapp leases:
add Local Users Maximum runtime lease: 7 - Days #
Catalog Publishing
Maxirnumn storage lease: B
Email Preferences 9 0 z W
Paolicies
Storage cleanup: Move to Expired Items | 7
vhpp template lease;
Maximum storage |zase: =0} - Days #
Storage cleanup: Move to Expired Items | ¥
Quaotas
Quotas define how many WMs a user in the arganization can store and pawer on in a vDC, They can be changed by
an organization adrinistrator,
Running WM quota: () |1 Unlirmited
Stored WM quota: L [1 (=) Unlimited
Limits
These limits provide a defense against Denial of Service attacks. Resource intensive operations, such as copy,
rmove, uplaad, Add to My Claud, Add to Catslog, and s on, can be contained at & maximurm nurnber. Simultaneous
connections to a WM through the WMRC console can also be limited, although this does not limit user-created
connections though protacols such as WHC or RDP.
Mumber of resource intensive operations per user: (@] Unlirited
Murnber of resource intensive operations per organization:  ( Unlirnited -
Back Finish Cancel
A

Figure 22: User Details
3. Complete relevant lease, quota, and limits, then click “Finish.”

Manage & Monitor
(5 Oroanizations
v Cloud Resources
5 Cloud cells
Provider vDCs

R Organization vDCs

L.

= External Metworks

=

Metwork Pools

(s Organizations

L - o

Name 1 a|Enabled vDCs Can Publish
& IntellT + h o «
> Sales 4 i 0 L

Organization Metworks

Catalogs vApps Running ¥Ms

[ o 36 o [l

& B8 o (S|

c

Users

a
]

[x}
[

4

2

Figure 23: Validate Organizations

4, Validate to ensure the organization is created and enabled.
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=l (5] WCENTER4
Y
= rﬁ' Discovered wirkual machine
G winzka_e64
= [EF veloud-1
E [ 0000000001-System
O1GEAS5E45-Sy stam wDiC
] 1355747226-5ystem vOC
= [ 1172125303 InkellT
B 7 1739479871-ITvDC
[ 0741845082-vAppt
[) 1024832436-IT wAPP 1
Bl [£F 1402425851-Sales
[] 0651865571 -SalesvDC
h Demovmz
@ vshield Manager

Figure 24: VMware vSphere* VMs and Templates View
5. View VMware vSphere VMs and templates to see organizations created.

Set Up Organization VDCs
Organization VDCs are created so organizations can use resources from Provider VDCs. An organization VDC is a resource container of
compute and storage resources which has a specific service level agreement (SLA) and cost associated depending on which Provider
VDC it is created from. An organization VDC can grow to be as large as a Provider VDC and can use resources through multiple
organization VDCs created from multiple Provider VDCs.
There are three ways to consume resources from a Provider VDC:
1. Pay Per VM:

a. There is no upfront resource allocation.

b. Organization VDC resources are allocated only as users create vApps.

¢. You can set limits to cap usage.

d. You can guarantee a percentage of the resources being used to prevent over commitment of compute and memory across your
cloud.

2. Reservation Pool:
a. Organization VDC is allocated a “container” set of resources.

b. Organizations can use advanced VMware vSphere resource management controls, such as Shares and Reservations, to manage
over commitment of their resources between their workloads. Some more sophisticated aspects of resource management are
owned by the cloud tenant and not the cloud operator.

3. Allocation Pool:
a. Organization VDC is allocated a “container” set of resources.

b. Organizations have a very simple model of resources, and advanced resource management controls, such as Shares and
Reservations, are managed by the cloud operator, which enables a more coherent resource management across organizations.
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Select Organization
Select Organization ] o
#&n organization vDC provides an organization with the resources it needs,
For which organization is this organization vDC being created?
Organization:
all |=] @
Organization 1af Full Name | Description

o IntellT IntelIT
& Sales Sales

1-2 0f 2

Next Cancel

Figure 25: Select Organization

1. Select required organizations.

Select Provider vDC
Select Organization . L .
*ou can allocate resources to an organization by creating an Organization vDC that is partitioned fram a Provider vDC.
Select Provider vDC
From which Pravider vDC is this Organization vDC partitioned?
Provider wDC:
all i | ¢
Provider yDC 14  Processor {Used/Total) | Memary (Used/Total} | Storage {Used/Total)
|7 woet 0% 0% L 16.44%
1-1of1
The following networks are available to the Provider wDC you selected: m
Network | Gateway I Subnet DHS
External Hetwork 10.2 55.192 10.223.126.69
Selected Provider vDC: ¥DC1
Back Cancel

Figure 26: Provider VDC
2. Select the Provider VDC.
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Configure Pay-As-You-Go Model

Select Organization
In this model, compute resources are committed only when vApps are running in this Organization VDC.

Select Provider vDC

CPU resources guarantesd: o f %
Select Allocation Model =
Configure Pay-#s-You-Go Model

vCPU speed: 026 f GHz

Memory resources quaranteed: | 100 f £

Maximum number of WHs: @ 100

The committed resources from Provider vDC, '¥DC1" using these allocation settings:

0 GHz CPU reservation, 30.03 GHz free

0GB Memary reservation, and 20.04 GB fres

The typical number of vApps or ¥Ms you can expect using these allocation settings at this time:
39 'small' ¥Ms (0.26 GHz CPU, 0.51 GB Memary)

19 'medium’ ¥Ms (0,52 GHz CPU, 1.02 GB Msmory)

9 'large’ ¥Ms (1.04 GHz CPU, 2.05 GB Memory)

[ Back [[ mest Cancel

Figure 27: Provider Configuration

3. Select the "Pay-As-You-Go” allocation model with the default settings.

Allocate Storage

Select Organization . . . o
As the service provider, you control the storage allocation to the organization by setting a limit and enabling thin provisioning

Select Provider «DC of live starage.
Select Allocation Model Storage limit: () [59.71 (=) Unlirited
Configure Pay-As-You-Go Model

[¥] Enable thin provisioning
allocate Storage

| Back | [ wext cancel

Figure 28: Storage Allocation

4. Enable thin provisioning for storage allocation. Leave the network pool blank, provide a name for the organization VDC and click
“Finish.”
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flanagef tioniton Organization vDCs
& Organizations
=) @v Manage | Monitor All

¥ Cloud Resources
g Cloud Cells Name 1a Status Ena... Allocation Mo... Organizat..,
|3 Provider vDCs B ITvDC (] v Pay-As-Tou-Go (Al 5 IntellT
Th O izati o -
it Organization vDCs (i SalesvDC @ W Pay-As-Tou-Go (Al o Sales

J: External Metworks

= _Orgapization Metworlk

Figure 29: View VDCs

5. Validate to ensure the organizational VDC is created and enabled.

=l [5) WCEMTER
=l iy bC
= E:f? Discovered virtual machine
[ wiINZka_g4
= [ veloud-1
= [ 0000000001-System
Ej 0166655545-5yskem wDnZ
@ 1355747 226-Syskem wDC
[f'j 1172125303-InktellT
O
51 Demowmz
{3 wShield Manager

Figure 30: VMware vSphere* Inventory

6. View VMware vSphere inventory, which will show newly created organization VDC folders.

Create Organizational Networks
Organization Networks are used by vApps inside the organization to communicate with each other or communicate with shared
services outside the organization. Organization networks can be of three different types:

1. Internal: Connectivity to vApps within the organization. No external connectivity.

2. Externally Routed: Connectivity to vApps and services on a shared external network. VMware vShield Edge device is deployed
outside the organization to provide NAT and firewall services for vApps inside the organization SETUP CATALOGS.

3. External Direct Connect: Connectivity to vApps and services on a shared external network. vApps get IP addresses on the
external network. No NAT or firewall exists between the organization vApps and other vApps on the external network.

For this scenario, we will create one external direct connect organization network.
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Select Typical or Advanced Setup

Select Organization
The default options are the most common setup for & new organization.

Select Typical or Advanced Setup
wihat type of network access do you want to give this organization?

(&) Typical
The quickest and most commaon way to set up networks for an organization.

[] create an internal netwark

[V] Creats an external netwark via: | Direct conneetion | ¥ |

> Organization 58 vappt 58 vapp2

@ Externa

= External network

An external organization network provides an organization with external connectivity, such as to the
Internet. Virtual machines fram multiple srganizations can communicate over this network.

() Advanced
Add & new network and specify its detailed settings.

Back || Hext Cancel

Figure 31: Create Organizational Network

1. Select the external organizational network with “Direct connection.”

Configure External Organization Network
Select Organization
Select the external network to connect ta,
Select Typical or Advanced Setup
If you don't see the external network you need: create a new external network
Configure External Organization Network
[¥] only use networks that are accessible by this organization,
Select External Network
wCenter I~] el
Name 1.§vm Defsult Gat...  Network .. Primary ... ‘vCe... [IF Pool (Used/...
FProvider M - 10.223.128.126  255.255.255.1% 10.223.128.63 wCenter0l 1/ 2 50%
1-lofl
| pack | [ next | Cancel

Figure 32: Configure External Network

2. Select the external network, configure with the appropriate information, and click “Finish.”
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Manage & Monitor == MNetworks

(» Organizations

o v all

¥ Cloud Resources @
u Cloud Cells Mame 1a| Status Default Gateway Type Cannected To
[k Provider vbes 4 ITExtMetwork ] 10.223.128.126/26 Direct == Provider M/

i Organization vDCs

J: External Networks

= Organization Netwaorks

Figure 33: View Network

3. Validate to ensure the new organizational network is created.

Create Catalogs

Catalogs are used to offer vApps and media to end users for self-service. IT can build standardized offerings of VM and application
environments and upload them to the catalog. Catalogs are created by organization administrators or catalog authors, and can be
shared or published. When a catalog is shared, it can be setup to be accessible by one or more members of an organization. When a
catalog is published, it can be accessed by other authorized organizations in the private cloud. vApps can be created in organization

catalogs using three methods:

1. Acloud administrator can copy VMs and templates from the underlying VMware vSphere infrastructure.

2. Anorganization administrator can copy a vApp in OVF format from local disk to the private cloud.

3. Anorganization administrator, catalog author, or vApp author can create vApps from scratch in the private cloud. They can create
VMs and install the guest operating system (GOS) and application. Only organization administrators and catalog authors can add

items to the catalog.

For this scenario we will import VMs and templates from VMware vSphere. This assumes that you have VMs and templates available in

your VMware vSphere environment to import into VMware vCloud Director.

4 » [ VMware Cloud Director

Systemn IntelIT X

(i} Home |

Catalogs

&5 My Cloud | i Catalogs | &% Administration

El My Organization's Gatalogs

v [ My Organization's Catalogs

Catalogs || vApp Templates | Media

+ B

arne

Catalogs
wApp Templates
¥ [ Public Catalogs

all Catalogs [ v || an |~

1a/Shared | Published Owner Created On vApp Templates

Catalogs
wApp Templates

0-0of 0

Media

cao

%W orunning @ 0 Failed

Figure 34: View Organization Catalog

1. Select the organization in which you wish to create a catalog. Click Add button.
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snd Graups

Viware Cloud Direclor

Ne og

Share with:
Share this —~ . .
Name this Catalog (=) Everyonein the organization
with which mf . d
Share this Catalog (@] Specific users and groups
Add Mei

User / Group Name

intelitadrnin

intelituserl

1-zof 2

User / Group Name

Access level:

Read Only ¥,

iRead only
§ Read / wirite

Gl |

@ o0 Fziled Full Cantral

Figure 35: Select Users/Members

2. Select appropriate members, access level, publish and click “Finish.”

Import Template from vSphere

Source
wCenter: | wentersz | v |
Al -] @

UM 1a Memory |Star’age | CPUSs path
DemowMz 1 GB 5 GB 1 [NF51] Dema WM 2/Demo
WINZKE_64 4 GB 20 GB 4 [MNFS1] WINZkE_64/WINZK,

1-z of 2
Destination

wADD templats name: | wAppl

Description:
wDC: Limvoe |+

Catalog: | IntellT_catalog | v |

Copy or mave: (&) Copy WM () Move yM

Gold Master: @ No () Yes

[ ] [+

=0

Figure 36: Import Screen

3. Import vApp template from VMware vSphere.
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My Organization's Catalogs

J Catalogs || whpp Templates || Media |

] -ﬁ' | &l Catalogs | * | | all | >
Mame 11% Shared Cwner Created On
IntelIT_Catalog 3% 8 systemn 09/30/2010 4122 AM

Figure 37: View Catalog
4, Validate to ensure the catalog is created.

Use Infrastructure as a Service

Now that we have stood up the VMware vCloud Director based cloud and provisioned vApp templates in the catalog, we are ready to
allow users to use Infrastructure as a Service (laaS). In this final scenario we will login as a user in the Intel IT organization, browse the
catalog, copy a vApp template from the catalog to the user’s cloud (self-service), and connect the vApp to an external network.

4 > oo IntelT

() Home | & My Cloud |

welcome, IntelITUserl, to your organization's cloud: IntelIT

Tasks

4 add Cloud Computer System ) Need access to a different cloud computer?

Quick Access
To start a cloud computer system, dick Start. Ta use 3 pawered on cloud computer, click on its thumbnail.

+*

%W 0Rumning @ 0 Failed

Contact your administratar to get access to mors cloud computers,

0-0ef0

Support

@ Help
4 Feature Request

28 About

Figure 38: Home Screen (Self-service Portal)

1. Login to the appropriate home screen.
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AT
Select wApp Template
Select vApp Template
A vApp is a cloud computer system that contains one or more virtual machines (¥Ms). Sslect 3 pre-built vApp template from the
catalog for your new vApp.
Look in: | my organization’s catalogs | v | |l |- a
Hame 14|Gold Mas,., | Catalog | Owner | Created On | Storage Used
] vapp1 =) [# InteliT_catalog & system 09/30/2010 8:32 AM 5 GB
1-1of1
Next | Cancel |
h y.

Figure 39: Template Selection
2. Select the vApps from the catalog.

Configure Yirtual Machines

Select wApp Template o . i .
Select the vDC in which this vApp is stored and runs when it's started. Name each virtual machine and select the network to which

you want it to connect, You can configure additional properties for virtual machines after you complete this wizard,

Hame this vApp

Configure Wirtual Machines  Seject wDio: ‘ IntellT_vDC | v |

IP Assignment

Full Name ‘ Computer Name ‘ Primary NIC | Network

Demo_WM1 * Demo_YML (=) NIC o IntelIT_Ext_NW

* | static-IP Pool | ¥

‘ Back H Next || Finish H Gancel ‘
A

Figure 40: Configure Virtual Machines
3. Select the organizational VDC and associated networks, initiate a full copy of the vApp from the catalog to the organization, and
click “Start” to power on the vApp.
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’ i IntellT intelituserl  (vApp User) |
120

{2} Home | & My Cloud

welcome, IntelITUserl, to your organization's cloud: IntelIT
Tasks

& ndd Cloud Carmputer System ﬂ Need access to a different cloud computer?

Contact your administrator to get access to mare cloud computers.

Quick Access

To start a cloud computer system, click Start, To use a powered on cloud computer, click on its thumbnail,

+ ¢ o

IIiiiiill

Demo_¥M1

4% Creating...
Open

Figure 41: Deploy vApp
4, Verify the vApp has been deployed and powered on. Click on the thumbnail to launch the Remote Console.

B [ YCEMTER4
= B
= [ Discovered virtual machine
Gh wiINzks_e4
= Ef? welaud-1
= [£¥ 0000000001-System
0166655548-Systam vDC
) 1355747226-System vDC
E [£F 1172125303 IntellT
B [ 173947987 1-ITvDC
[ 0741845082-vApp
[] 1024832436-1T wAPP 1
E [F 1402425851-Sales
[[] 085186557 1-SalesvDC
5 Demoym 2
£l vshield Manager

Figure 42: View vApp
5. Verify vApp is deployed in VMware vSphere.

Dynamic Scaling

Now that the IaaS service runs, in this test case we will show how we can scale the compute capability of the VMware vCloud Director
as we add additional VMware ESX nodes to the underlying VMware vCenter.
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5] VCENTER4 - vSphere Client

=] E3
File Edit Wiew Inwentory Administration Plug-ins Help
=
E |'E: Home b g7] Invertory b [El Hosts and Clusters | Fl=| Search Inventory Q
+ +
2 ¢ ¥
= [ VCENTER4 10.223.129.216 ¥YMware ESXi, 4.1.0, 235786
= [ oo T, I, Er e, =
1 [l EnterPrise Cluster [l Summary | virtual Machines | Petformance | Configuratio sl s | Alarms
B 10.223.128.7
[ 10.223.125 90 What is a Host?
[ [10.225.125.218
B & Ent_RP A host is a computer that uses virtualization software, such
@ D166655848-System vDC as ESX or ESX, to run virtual machines. Hosts provide the
([ Demo i 1 CPU and memory resources that virtual machines use and
% DSE':"_EI‘;"‘JZ give virtual machines access to storage and netwark
vanield Flanager connectivi
) wiNzks_6d ty Cluster
Basic Tasks
5 Deploy from VA Marketplace
L Araata o na

ans wirbiial manhina hd
2| | f
Recent Tasks

Name, Target ar Status containg: Clear X
Hame | Target | Status | Details | Imt\atecil
# Exit mainkenance mods B 10.2z3.129.216 & Completed Administ
@ Add host @ EnterPrise Cluster @ Completed
o - =

‘.‘ e e e

Adrinist
=
| »
[#] Tasks @ Alams |

|License Period: 51 days remaining ‘Adm\mstlator A
Figure 43: Add New Host

1.

A new VMware ESX host has been added to the VMware vCenter.

4 » Li VMware Cloud Director

administrator

| Systern ‘

| m Horme | @Manage 2 Monitor | % administration

Manage & Monitor Q Hosts
% Organizations
‘ﬁ.v all
¥ Cloud Resources |
£2 Cloud cells Mame 1;; Status | Available
Pravider wDCs @ 10.223,128.76 (V] L
iy Organization wDiCs @ 10.223.128.90 (V] v
L. External Netwarks
= [ 1n.z23.129.218 [V +
&= Organization Metworks

== Metwork Pools
¥ wSphere Resources
wiZenters
Resource Pools
Hosts
Datastores

Switches & Port Groups

Sl Io® G

-/ stranded Itemns
m Logs
Figure 44: Manage Hosts
2.

VMware vCloud Director automatically recognizes and prepares the new VMware ESX host. No additional configuration is required.
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Termination of vApp

The deployed vApps within an organization could be terminated either automatically or manually. When the vApp is initially deployed,
the lease period for the vApp could be defined. After the lease period is completed, the vApp is automatically stopped and the
resources are freed up. The administrator or the vApp user also has privileges to delete the vApp at any point in time.

MName this vapp

Select vApp Template
& vApp is a cloud computer system that contains one or more virtual machines [(WMs), Name and

Name this vApp describe this wApp and set its lsases.
Name: vAppZ
Description:
Leases
Runtime lease: | 7 v | Days | v | Expires on: Thu Oct 7 22:54:46 GMT+0530 2010
storage lease: an v | Days | ¥ | Expires on: Sat Oct 30 22:54:46 GMT+0530 2010

Back Finish Cancel

Figure 45: View vApp
1. View the lease configuration for vApp that is deployed.

4 » C VMware Cloud Director

System IntelIT X

(G} Home | Zumycloud | [F catslogs | &% administration

My Cloud 98 vapps
B8 vapes + v B O G All vApps [* || an | [l
3 vms
 Expired Items Consoles Name 14  Status Shari. . Owner Date Created vDC
m Logs 5B IT vAPE 1 Stanned & system 09/30/2010 8:34 AM i 1T¥DC
Actions: IT vAPP 1
L
O start
@
o
=]

share...

Change Qwner
Add to Catalog..,
Copy to...

Mave to...
Delete
Properties

1-10of1

Figure 46: vApp Properties

2. View how vApp could be manually stopped and deleted if needed.

Separation of Roles and Responsibilities

VMware vCloud Director has about five predefined roles that can be assigned to users, each with a certain set of privileges. Figures 47
and 48 show the privileges of users with the administrative role vs. users with the vApp user role.
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4 » i IntellT intelitadmin ¢ ion Administratar) | Pre | Help | Logout

‘ [ Homa | My Cloud | [§] Catalogs | & Administration |

wWelcome, IntelITAdmin, to your organization's cloud: IntelIT Support

&2 Set up this organization .

Tasks @ Help
Organization and Resources Content Users & Groups w Feature Request
& Organization Settings B Manage vApps Manage Catalogs | &% Administer Users & Groups 28 about
@i Manage Virtual Datacenters 4 add viapp fram Catalog & New Catalog b notify Users
& Manage Metworks 88 Build new vApp

Quick Access
To start a cloud computer system, click Start, To use & powered on claud cemputer, dick on its thumbnail,

Figure 47: Organization View

An organization administrator has complete privileges on the organization.

4 » C IntellT intelituserl (vApp User) | Prel | Help | Logout
(2} Heme | s My Cloud ‘
Welcome, IntelITUserl, to your organization's cloud: IntelIT Support
Tasks @ Help
& udd Cloud Computer System ) Need access to a different cloud computer? 4 Feature Request
Contact your administrator to get access to mors doud computers, 22 Avout

Quick Access
To start a cloud computer system, click Start. To use a powered on cloud computer, dick on its thumbnail

Figure 48: User Role
A user with a vApp user role can instantiate a new vApp and control the same. Other than that, the user will not have any privileges.

Notification and Alerts
VMware vCloud Director provides the ability for the system administrator or the organization administrators to send notifications.

=Login to VMware vCloud Director console either as “System administrator” or “Organization administrator.”
= Click on the “Notify Users.”

Send a massage to a group of users

To: All Cloud users | v

Subject: All Cloud users *

System administrators
Message:

Organization administrators

Send Email | Gancel

Figure 49: Notify Users

View the different options that the system administrator has to send out notifications.
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Next Steps

Scalability of the Application Level

VMware vCloud Director supports
scalability at both physical and
application infrastructure levels.
Additional VMware vCloud Director
cells can be added into the VMware
vCloud Director cluster as need
increases. Additional VMware vCenter
and VMware ESX servers can also

be added to increase the compute
capacity of the environment. Explore
the application level scaling where
additional VMware vCloud Director cells
can be added to the VMware vCloud
Director cluster to support scaling of
end users who access the VMware
vCloud Director either through the
self-service Ul or using the VMware
vCloud API.

Additional Usage Models

In this paper we focused on the usage
models that use the basic functionality
of VMware vCloud Director. Additional
usage models that integrate other
VMware products like VMware vCenter
Chargeback and VMware vCenter
Orchestrator need to be explored
further. With VMware Chargeback,
detailed monitoring of the resource
usage can be accomplished for billing.
VMware Orchestrator can help

define usage models with respect to
automation of service deployment,
notification, etc.

Planning Considerations
Hardware

A full discussion of processor

and overall server performance
considerations is beyond the scope

of this paper. However, it is important
to note that the performance of
virtual machines that use a virtualized
platform is heavily influenced by
factors of processor architecture and
specific feature sets available in the
processor. The use of high performance
server processors equipped with
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virtualization and 10 support feature

sets, such as the Intel Xeon processor
5600 series, which also supports Intel®
Intelligent Node Manager and Intel®
Trusted Execution Technology (Intel TXT),
is strongly recommended. For more details
on Intel® Virtualization technologies
please refer to http://download.intel.com/
business/resources/briefs/xeon5500/
xeon_5500_virtualization.pdf.

Network Technology Architecture

For the infrastructure test bed, 1 GbE
connections were used for service
console/virtual machine and storage.
Depending on the customer requirements
and usage, production environments
might benefit from using 10 GbE for
virtual machine networks.

Storage Architecture

For the sake of cost effectiveness and
simplicity, a NFS store was used as a
shared storage to store virtual machine
images. For production deployments,
other alternatives might need to be
chosen based on the performance, cost,
and other factors. The performance of
the storage nodes and hypervisor nodes
(when local storage is utilized), as well
as the overall power consumption of
the cloud deployment, may be favorably
impacted by the use of SSDs. This was not
specifically tested.

Security

Security is one of the key considerations
in today's virtualized or bare-metal server
deployments. In a cloud deployment
scenario, from the perspective of both
service provider and service consumer,
recommendations include systems that
support Intel TXT (Intel Xeon Processor
5600 series) and software like VMware
vSphere Hypervisor (VMware ESXi 4.1)
to ensure protection against hacking and
unauthorized access.

Software

This guide is not meant to substitute
for product documentation. For detailed

information regarding installation,
configuration, administration, and usage
of VMware products, please refer to

the online documentation. You may also
consult the online Knowledge Base if you
have any additional questions. Should you
require further assistance, please contact
a VMware sales representative or channel
partner. Below are some links to online
resources, documentation and self-help
tools:

VMware vSphere and VMware vCenter
Server Resources:

=Product Overview: http://www.vmware.
com/products/vSphere

= Product Documentation: http://www.
vmware.com/support/pubs/vs_pubs.
html

=\/Mware vSphere Documentation (in-
cluding hardware compatibility guides):
http://www.vmware.com/support/pubs/
vs_pages/vsp_pubs_esx40_vc40.html
Whitepapers and Technical Papers
VMware

=\/Mware vSphere Evaluator guide:
http://www.vmware.com/resources/
techresources/10020

VMware vCloud Director Resources:

=Product Overview: http://www.vmware.
com/products/cloud-director

= Product Documentation: http://www.
vmware.com/support/pubs/vcd_pubs.
html

=|nstallation and Configuration Guide:
http://www.vmware.com/support/pdf/
vcd_10_install.pdf
= Administrator’s Guide: http://www.
vmware.com/support/pdf/ved_10_
admin_guide.pdf
=User’s Guide: http://www.vmware.com/
support/pdf/vcd_10_users_guide.pdf
VVMware vCloud Director Community:
http://communities.vmware.com/
community/vmtn/vcd

Support Knowledge Base: http://
kb.vmware.com
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VMware vCenter Server, VMware
vShield Manager and VMware vCloud
Director

This guide assumes that you have the
following software. You have at least one
evaluation or licensed VMware vCenter
Server Standard. You have at least

two VMware vSphere Enterprise Plus
evaluations or licensed VMware ESXi/ESX
Servers. You have one or more VMs in
your VMware vSphere environment with
guest operating system (GOS) installed
which will be imported into VMware
vCloud Director.

For details on installation and
configuration of VMware vCenter Server
and VMware ESXi/ESX Servers and
creation of VMs, please refer to VMware
vSphere documentation.

You have VMware vShield Manager 4.1
deployed, licensed, and configured in your
VMware vCenter Server. A license for

the VMware vShield Edge components of
VMware vCloud Director is included with
your VMware vCloud Director evaluation.
For details on installation of VMware
vShield Manager, please refer to the
VMware vCloud Director Installation and
Configuration Guide.

You have VMware vCloud Director
installed and running in a VM or physical
machine. For details, refer to the
VMware vCloud Director Installation and
Configuration Guide.

Additional Info
Intel Cloud Builders: http://www.intel.com/
cloudbuilders

Intel Xeon processors: http://www.intel.
com/xeon

Glossary

To avoid ambiguity about the terms used,
here are the definitions for some of the
specific concepts used in this paper”:
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Figure 50: Logical Definition Map.

Organization: An organization in VMware
vCloud Director is a unit of administration
for a collection of users, groups,
computing resources, and deployment of
service.

VMware vCloud Users and Groups: An
organization can contain an arbitrary
number of users and groups. Users can be
created by the organization administrator
or imported from a directory service such
as LDAP. Groups must be imported from
the directory service. Permissions within
an organization are controlled through the
assignment of rights and roles to users
and groups.

VMware vCloud Networks: An
organization can be provisioned with one
or more networks. These organization

networks can be configured to provide
services such as DHCP, NAT, and firewalls.

VMware vCloud VDC: A VMware vCloud
VDC is an allocation mechanism for
resources such as storage, processors,
and memory. In a VDC, computing
resources are fully virtualized, and can be
allocated based on demand, service level
requirements, or a combination of the
two. There are two kinds of VDCs:

= Provider VDCs: These VDCs con-
tain all the resources available from
the VMware vCloud service provider.
Provider VDCs are created and man-
aged by VMware vCloud system
administrators.




= Organization VDCs: These VDCs provide
an environment where virtual systems
can be stored, deployed, and operated.
They also provide storage for virtual
media, such as floppy disks and CD
ROMs.

VMware vCloud Catalogs: Catalogs
contain references to virtual systems and
media images. A catalog can be shared

to make it visible to other members of

an organization, and can be published to
make it visible to other organizations.
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vApp: A vApp contains one or more
individual virtual machines, along with
parameters that define operational details
such as:

*How the contained virtual machines are
connected to each other and to exter-
nal networks.

= The order in which individual virtual ma-
chines are powered on or off.

= End-user license agreement terms for
each virtual machine.

=Deployment lease terms (typically inher-
ited from the containing organization)
that constrain the vApp's consumption
of VDC resources.

= Access control information which
specifies which users and groups can
perform operations such as deploy,
power on, modify, and suspend on
the vApp and the virtual machines it
contains.

Endnotes

1. Intel® Xeon® Processor 5500 series
Software Industry Testimonials,
http://www.intel.com/business/software/
testimonials/xeon5500.htm

2. Intel Virtualization Technology,
http://www.intel.com/technology/
virtualization/ and http://download.
intel.com/business/resources/briefs/
xeon5500/xeon_5500_virtualization.pdf

3. Intel® Xeon® Processor 5000 series
product support:
http://www.intel.com/support/processors/
xeon5k/

Intel® Xeon® Processor 5600 series
product information:
http://ark.intel.com/ProductCollection.
aspx?series=47915

4, \/Mware vMotion* Requirements:
http://pubs.vmware.com/vi3/resmgmt/
wwhelp/wwhimpl/common/html/wwhelp.
htm?context=resmgmt&file=vc_create_
cluster.7.4.html

5. VMware vCloud Director Product Page
http://www.vmware.com/products/
vcloud-director/

6. VMware vCloud™ Director Installation
and Configuration Guide,
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7.VMware vCloud API Programming Guide,
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To learn more about deployment of cloud solutions,
visit www.intel.com/cloudbuilders
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