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AUDIENCE AND PURPOSE

The cloud computing paradigm is spreading rapidly as organizations of all sizes realize
the benefits of on-demand, self-service compute capacity, improved efficiencies, higher
resource utilization and rapid elasticity to scale up and down. By migrating new and
legacy applications to use cloud computing services, organizations have become more
agile and reduced their time to market while shrinking capital and operating expenses.

The Intel® Cloud Builders program provides reference architectures in the form of basic
hardware blueprints with Intel®-based servers running cloud computing software such
as Nimbula Director*. This paper describes a basic hardware architecture on which we
build a cloud environment using the Nimbula Director software and is not intended to be
used "as is.” The use cases in this paper can reduce the learning curve while provisioning,
administering, and maintaining your first cloud and should be used as a foundation on
which more complex, scalable, and resilient cloud computing architectures, adapted to
your specific needs, can be built.

The audience for this Intel Cloud Builders guide includes:

Enterprise IT organizations looking to transform their internal data center infrastructure
into a cloud environment and make controlled use of external clouds, with the goal of
offering better services to their internal customers or users.

Service providers and systems integrators looking to transform the cost structures and
agility of their client offerings by providing cloud computing services and solutions that
accelerate revenue potential by reducing time to market and stimulating innovation.
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Executive Summary

Implementing real-world cloud computing solutions is fraught with challenges and trade-offs. Companies and IT architects have

to make decisions concerning capability, performance, security, capacity, deployment models (private, public, hybrid, or community
clouds) and service models (Software-, Platform- or Infrastructure-as-a-Service). Concerns around data security, compliance, resource
availability, service latency, customization and control further raise the barrier to entry for many organizations considering migrating
their business into the public cloud.

Nimbula Director allows the creation of an on-premise cloud (commonly referred to as a private cloud) behind an organization’s firewall,
utilizing existing infrastructure and providing the benefits of cloud computing while retaining the security, control and trust of the
private data center. Nimbula Director also allows customers to utilize public clouds in a controlled fashion, increasing the flexibility and
agility of the entire system. Nimbula and Intel have worked together to prototype a private cloud computing test bed running a private
cloud on a cluster of 12 Intel® Xeon® processor-based servers. Using the Nimbula Director API, via the command line as well as the
Web-based interface, we created accounts based on organizational hierarchies, assigned appropriate permissions to users and groups,
monitored and managed resources, demonstrated the elastic nature of resource scaling, and configured the use of cloud federation to
enable bursting into external clouds during times of high demand.

Introduction

Based on Nimbula's Cloud Operating System technology, Nimbula Director allows customers to efficiently manage both on- and
off-premise resources by transforming under-utilized private data centers into muscular, easily configurable compute capacity and
providing controlled access to external clouds. Nimbula Director abstracts the underlying technology to present a coherent view of a
completely automated on-premise compute cloud. Providing a one-stop virtual data center management solution, it isolates customers
from the operational and hardware complexity associated with deploying and managing compute resources in a private data center.

Nimbula Director Implementation Overview

The Nimbula Cloud Operating System is an automated cloud management system that delivers Amazon* EC2-like services behind the
firewall. Nimbula's technology allows customers to easily repurpose their existing infrastructure and build a computing cloud in the
trusted environment of their own data center. With access to both on- and off-premise cloud services available via a common API,
Nimbula Director, Nimbula's flagship product, combines the benefits of capitalizing on internal resource capacity and controlled access
to additional external compute capacity.
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Key Features and Benefits

=Security: Flexible and powerful group-
based Authorization Service enables
fine-grained permissions management
based on policy and supports advanced
access control of multiple users and
groups.

= Federation: The Federation Service
supports request forwarding to
external services, such as public
clouds, subject to Nimbula's fine-
grained permissions management. This
authorization filter facilitates powerful
control and access management via
a uniform APl interface to both local
and remote private and public clouds
while abstracting (and protecting) the

credentials used to authenticate against

the public cloud.

= Multi-tenancy: The Authorization
and Identity Service allows multiple
customers, groups, and users to co-
exist in isolation from each other or
share resources on a single site.

*No single point of failure: Robust fail
over mechanisms, including monitoring
of services and nodes, and automated
service replacement, ensure system
reliability and resilience.

» Advanced Networking: Besides
supporting flat standard IP allocation,
Nimbula Director allows customers to
create and declare their own virtual
Ethernets. This enables the launching
of instances in multiple isolated layer 2

networks where customers may provide

their own DHCP server and other layer
2 services, such as multicast, broadcast,
and non-IP Ethernet protocol.

In addition, Nimbula Director supports
Network Security Lists which provide
flexible role-based firewalling. Network
Security Lists provide enhanced
security and enable scalability by
overcoming the limitations imposed by
IP-based network security controls.
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Figure 1: Nimbula Director basic topology

= Active Directory/LDAP: Nimbula's

Authentication Service supports Active
Directory/ LDAP, facilitating hassle free
integration and user management and
the efficient reuse of existing corporate
user databases.

=Sophisticated placement: Instance

placement can be specified with respect
to the type of machine on which

the instance should be run and the
proximity to other instances, including
whether instances should run on the
same or a different node or cluster.

= Ease of Use: Quickly install up to

thousands of servers with a hands-off
automated installation on bare metal,
with minimum configuration; Reduce
demands on system administrators
through low-touch automated cloud
management; Use the simple and robust
API to manage local and external cloud
resources.

= Easy set-up and management: The

Nimbula Director installation process

is fully automated through a Live CD (a
bootable CD which runs a full system
on the CD, and runs independently
from the operating system installed

on the host machine). The Nimbula
Director Live CD contains a machine
image of an environment very similar to
that which each Nimbula Director site
node will run and is used to start the

NODES 1 -3..%

Nimbula Director network installation
process. Once the image on the Live
CD has booted, DHCP, TFTP and HTTP
services start, which allow other nodes
to netboot using PXE, an automated
network installer. The machine used

to run the Live CD is referred to as the
seed node and is typically not a cluster
node, but it simply used to “seed” the
cluster. This seed node can be any
machine connected to the network
including, for example, a laptop or by
booting from a CD on one of the cluster
nodes. Once it has installed the first
cluster node, the seed node is used to
monitor the installation and installation
of other nodes proceeds from the first
cluster node (see Figure 1).

New hardware added to the site is
plugged in and switched on, and is
automatically discovered and installed
by the system. No manual intervention
or configuration is required.

A RESTful HTTP API M provides a
uniform and comprehensive interface
to all aspects of cloud resource control,
including access to both on-premise
and external private and public clouds.
Cloud resources can also be managed
via a command line interface (CLI) and
Web control panel, built on top of the
RESTful HTTP API.
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Beneath the virtual data center
abstraction sits a physical layer

of storage, network and compute
hardware managed by multilayer
control software. The Nimbula Director
software integrates a hypervisor
(virtualization layer) with node
management software on each node
to achieve automated deployment and
configuration (see Figure 2).

Compute Control

A cluster is the compute backbone of
Nimbula Director and consists of a number
of x86 based servers, referred to as
nodes, connected to a network. The
number of machines in a cluster can be

as few as three or as many as thousands.
Multiple clusters define a site, which is the
Nimbula cloud.

All nodes are controlled by the
Infrastructure Controller (IC) which
ensures that all services run correctly
across the cluster at all times. The IC runs
as a distributed service across all nodes,
and enables the cluster to be self-healing
and self-organizing. Any node in the
system can function as the IC. In case the
IC goes down, a new node becomes the
IC through an automatic election process.
This ensures cluster resilience and
scalability, with no single points of failure.

Network Control

Nimbula Director facilitates the creation of
highly dynamic virtual network topologies,
independent of the underlying network
topology. Users can dynamically create
virtual Ethernets (vEthernets) using
existing networking and associate these
with instances. Full layer 2 functionality,
including broadcast, multicast and non-IP
traffic is supported. Network security
groups can be used to enforce network
policy between instances and externally
to provide a distributed firewall.

NIMBULA LOGICAL MODEL
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Figure 2: Nimbula Architecture Diagram
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Customers, Users and Groups

Individual system users are classified into
groups, which belong to customers.

The site (“the cloud”) is controlled by a
Site Administrator. This Site Administrator
user, /root/root is created when
Nimbula Director is installed. This user has
permission to perform all system actions
across the site. The password for this user
is setin the site.conf configuration

file before the Nimbula Director software
is installed. The Site Administrator then
creates customers, and each customer has
its own administrator to manage its users
and groups.

In Nimbula Director, the customer defines
a billable unit. The customer is the context
or framework within which system objects
such as users, groups and machine images
are created.

A customer can be an organization,
department within an organization or an
individual.

A user is an entity within the system

that is able to make requests. Each user is
associated with one customer. User names
are unique within a specific customer, and
customer names are unique within the
system as a whole.

A group is a collection of users and
subgroups. Organizational customers may
choose to organize their users into groups
by creating a group hierarchy, which maps
to useful groupings in the organization,
such as divisions or departments.

The principal reason to establish groups

is to be able to easily define authorization
policy across collections of users. The
group structure provides the ability to set
policy governing the allowable actions by
users on system objects.

Authorization policy is defined by granting
permissions to groups and users. When
permissions are granted to a group, these
permissions are inherited by all members
of the group and its subgroups.

Test Bed Blueprint Overview

Most enterprise clouds use commodity off-the-shelf hardware components to host
their cloud-based services. Typical components include dual-processor server platforms,
network-based storage platforms to host data, and network components to manage
internal and external traffic.

The test bed used to prototype the private cloud described in this white paper was
implemented using homogenous commodity hardware and software components across
the cloud infrastructure to reduce management and performance complexities. This
consistency makes overall cloud maintenance and scalability more reliable—especially
important as application workloads scale. The test bed components were deployed in

a redundant configuration, providing resilience in case of failure of any infrastructure
components.

We used a Cisco Catalyst 3750G Gigabit switch and local storage on all compute nodes.

System |Processor Configuration? |Configuration Details

Form Factor: 2U Rack Mount Server,
Intel® Server Board S5500WBV
Processor: Intel® Xeon® Processor 5500
series, 2.93GHz; 2-way x

4 cores = 8 cores

Memory: 24GB RAM

Storage: 136GB HDD

Intel® Xeon® Processor 5000 series
product information ...

http://www.intel.com/xeon

Compute | |ntel® Xeon® Processor X5570
Nodes

5630

Form Factor: 2U Rack Mount Server,
Intel® Server Board S5520UR
Processor: Intel® Xeon® Processor 5600
series, 2.13GHz; 2-way X

6 cores = 12 cores

Memory: 24GB RAM

Storage: 300GB HDD

Intel Xeon Processor 5600 series
information ...

http://ark.intel.com/ProductCollection.

aspx?series=47915
Intel® Xeon® Processor 5000 series

product information ...
http://www.intel.com/xeon

Compute | Intel® Xeon® Processor
Nodes

Figure 3: Hardware Configuration Details


http://ark.intel.com/Product.aspx?id=37111
http://ark.intel.com/Product.aspx?id=36721
http://www.intel.com/xeon
http://ark.intel.com/Product.aspx?id=47927
http://ark.intel.com/Product.aspx?id=36456
http://ark.intel.com/ProductCollection.aspx?series=47915
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Hardware Description

Our test bed uses Intel® Xeon® processor 5600 series-based servers (see Figure 3). Built on Intel's new 32nm micro-architecture,
codenamed Westmere, the Intel Xeon processor 5600 series brings new levels of performance to the cloud with:

= |ntelligent performance that automatically varies the processor frequency to meet business and application performance
requirements.

= Automated energy efficiency that scales energy usage to the workload to achieve optimal performance/watt and reduce operating
costs.

= Intel® Virtualization Technology (Intel® VT) 21 o that offers best-in-class performance and manageability in virtualized environments
to strengthen the infrastructure and reduce costs. Intel® Virtualization Technology for Connectivity (Intel VT-c) and Intel
Virtualization Technology for Directed 1/0 (Intel VT-d) offer I/0 virtualization features that can help end users improve security and
reliability of the systems and also improve performance of I/0 devices in virtualized environment.

* Intel® Trusted Execution Technology ™ that provides enhanced virtualization security through hardware-based resistance to
malicious software attacks at launch.

Network Configuration

Figure 4 shows the network topology used in our test bed. Each compute node has two 1Gb network interfaces. The private compute
node network is used by the various compute nodes to communicate with each other and to access shared datacenter resources like
Storage Area Networks (SANSs). The public interface is the link to the public Internet and is used for cloud administration functions
like configuration and resource provisioning. These networks rely on vLAN technologies to provide isolation. Nimbula Director allows
customers to create and declare their own virtual Ethernet, thus enabling network isolation at the virtual machine level.

Virtual Network for VM communication Internet

SN
- e,

Public Internet

12 Compute Nodes based on Intel® Xeon® Processor 5500- and 5600-series

1 Gbps Private Compute Node Network (192.168.17.0/24)

Figure 4: Network Topology Diagram
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Use Case - Execution Methodology

To demonstrate the capabilities of our private cloud, we exercised five use cases, all of which are fairly typical for most private
laaS stacks.

An important pre-condition for running through the use cases is a fully configured Nimbula Director installation. The following section
walks through the steps of installing Nimbula Director ®.,

Step 1: Boot the seed node from the Live CD

To install Nimbula Director, we booted the Nimbula Live CD on the seed node running on our private network. Once the image on
the Live CD has booted, DHCP, TFTP and HTTP services start which allow other nodes to netboot using PXE, an automated network
installer. You will be presented with a Boot menu screen and should select Live for a regular installation (see figure 5).

HulsIE

Debian installer 0.2.0-amd64-kvm. Built

Boot menu

Live (failsafe)
Memory test
Help

Press ENTER to boot or TAB to edit a menu entry

Figure 5: Nimbula Director installation from a Live CD.
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Step 2: Site configuration

Nimbula Director configuration information is specified in a configuration file, /etc/nimbula/site.conf, which consists of name-value
pairs and nested sections in ConfigObj notation. The Nimbula Live Installer prompts you to configure the site by editing the site.conf
file. Before cluster nodes can be installed, it is necessary to configure the site and start the Nimbula Infrastructure Controller. The
Nimbula Live Installer prompts you to configure the site and instructs you to run the following command as root: sudo nano /
etc/nimbula/site.conf.

This command will open the configuration file site.conf where you can define various site parameters as shown in Figure 6 below. This
is the only configuration needed throughout the installation process. The Nimbula Director Quick Start Guide and Nimbula Director
Installation and Administration Guide can be consulted for more information on setting configuration information.

# site.conf file
# The name for the site
name = acme
# The administrator's name
admin = root
# The administrator's email address
adminemail = root@acme.com
# Root password for API access. You may place a bcrypt password hash,
# generated by invoking nimbula-password, or a plaintext password here.If
# you use a plaintext password, it will be encrypted before the config file
# is installed on any nodes.
root password = nimbula
# Email address for the root user
root email = root@acme.com
# Timezone which nodes will be configured to use
timezone = UTC
[network]
# A DNS server which this site can reach
dns = 8.8.8.8
[[clusters]]
# Each subsection here represents a subnet.Use the CIDR format
# network specification for the section name.
[[[ 192.168.128.0/24 111
# One cluster must have primary = True
primary = True
# You may optionally override the dns, ntp servers and dhcp mode
# from above

[[[[instances]]]]
# You must specify the network on which instances for each
# cluster are started on -- each cluster should have a

# different network
subnet = 192.168.20.0/22
[shapes]
# You may have as many instance shapes as you want defined below.
# The name of the shape
[[small]]
# The amount of RAM (in MB) assigned to each instance of this shape.
ram = 400
# The number of CPUs assigned to each instance of this shape.
cpus = 1
[ [medium] ]
ram = 800

Figure 6
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cpus = 2
[services]
[[apil]
# An optional IP for the API endpoint and web console to run on. Will
# always be discoverable with DNS -- this provides an additional

# mechanism.

# .5 on the primary subnet is recommended.

Ip = 192.168.128.5

# Uncomment and modify if you prefer non-default NTP servers
#(eg, on-site)

[[ntp]]
# Default configuration is to not use any upstream servers
servers = ,

# Remove the previous line and uncomment the following line to use

# NTP servers on the Internet instead.

# servers = 0.pool.ntp.org,l.pool.ntp.org,2.pool.ntp.org,3.pool.ntp.org
[federation]

[[ec2proxy]]

hostname = ec2proxy

type = ec2

# Each apiport in the federation should be different.

# A port number starting at 5500 is recommended.

apiport = 5500

[[[regions]]]
eu-west-1 = ec2.eu-west-1.amazonaws.com
us-east-1 = ec2.us-east-1.amazonaws.com
us-west-1 = ec2.us-west-1.amazonaws.com
ap-southeast-1 = ec2.ap-southeast-1.amazonaws.com
[[[shapes]]]

#A mapping of shapes to ec2shapes
small = ml.small
medium = ml.large
large = ml.xlarge
[users]
# Users here are system users, created at node install time. The
# nimbulaadmin user is an example and may be removed
[[nimbulaadmin] ]
# You may use a plaintext or an encrypted password here. If you use
# a plaintext password, it will be encrypted before installation
# onto any nodes. An encrypted password should be an MD5 crypted
# password as used in the shadow file of modern Unix-like systems.
password = nimbula
gecos = "Nimbula, Inc.
# Users should be in the admin group to allow sudo access
groups = admin,
uid = 1000
[[[keys]]]
# Public parts of SSH keys which should be installed to the user's
# authorized keys2 file
example = ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAQEA49mISRoJH+1iM4+nTJIdLMs 7RKS5WLA8eScTIzT
h9pcszHa87TX0OyWszg+iJYxHPMeAwqSRIUS5xgUaz71yCmu09MMFLvrIMR6xX0/9QV1OMIkGmcPTRWUXevolFOYEXw+tU6N-
tEz+UeevZ9L/92MnSAYT5Ino02kounregt4XrCEIACSMt ZocEWHaTWX8EGDaMZg8 rXFMYZ2grLnedDUuQh3GLCrbNAYMAW
1saeR2aEw4Q70QSB5GHQIb5Z/+44RrTqZz1I0ZnPcPd8UTBe2wybK1loJk21tHSKI 6Vt 1gNHdprO3IW85HOK1QbHTcS8y 01T
Gw+WnuEZCESEx8akbCFUuQSQ== example@example.com
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Step 3: Start the Nimbula Infrastructure Controller

Once the site configuration is complete, the Nimbula Infrastructure Controller must be started. This is done with the start-nimbula
command as shown in Figure 7 below. As shown, the installation server displays the installation progress and prompts you to turn on
the first three compute nodes in turn.

Once the first node is installed, it takes over the network installation role and the seed machine acts as an installation progress
monitor. Nodes can be installed simply by connecting them to the network and powering them on. The nodes receive an IP address
from the DHCP server and PXE boot an installer and are installed automatically, with installation time varying based on the speed of
the CPU, network connectivity and hard drive(s) size.

Once the first three nodes are installed and running, the service stack will be initialized. Within a few minutes, access to the Nimbula
APl is available. This process takes a few minutes, as databases will be initialized during the initial startup. After the first three nodes
are running, and the Nimbula service stack has started, the rest of the site can be installed. This is done by simply turning on nodes

or racks connected to the Nimbula network as configured during site configuration. From this point the entire installation process is
completely automated. No additional manual intervention is required. At the end of each node’s install process, it will reboot, at which
point it will boot from its local hard disk.

root@seed:~# start-nimbula
Checking root password configuration: config.
Checking network configuration:
Checking router of primary subnet (192.168.128.1): OK
Checking IP ranges: OK
Checking NTP configuration: OK
About to generate keys; this needs entropy from the system. Please
provide extra entropy by pressing random keys if it appears to hang
Creating DNS key:created.
Starting Nimbula Key Generator: config makekeys.
Starting Nimbula Certificate Generator: config makecerts.
Starting Nimbula Infrastructure Controller: config config twisted.
Waiting for infrastructure controller master on seed node... OK
Waiting for network installation server on seed node... OK
Waiting for synchronised time on the seed node... OK
Please power up the first machine (waiting for it to network boot)..OK
Waiting for first node to reboot and start infrastructure controller... OK
Waiting for first node to contact seed node's infrastructure controller... OK
Stopping infrastructure controller on this seed... OK
Waiting for first node's infrastructure controller to become master... OK
Waiting for network installation server on the first node... OK
Waiting for synchronised time on the first node... OK
Please power up the second node (waiting for it to network boot)..OK
Please power up the third node (waiting for it to network boot)..OK
Waiting for infrastructure controller on second node... OK
Waiting for infrastructure controller on third node... OK
Waiting for Nimbula API to become available (this may take some time)... OK

Congratulations, Nimbula Director is successfully installedﬂ

The API and web console are available at https://192.168.128.5/

Figure 7: Starting the Nimbula Infrastructure Controller.
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Step 4: Activation

Before you can use the cloud, you need to activate your copy of Nimbula Director by following a registration process. When you first
access the Nimbula Director Web-based interface, you will be presented with a licensing page (see Figure 8). Follow

VR 0215678

License this Nimbula installation

Nimbula Director requires a license to run. Follow the instructions below to create an evaluation license
on the Nimbula.com web site, and then install it using the form at the bottom of this page.

1. Go to hitp://iwww.ni

unique fingerprint:

2 and retrieve your new license. This license will be created from your
A:S7:7A:41:87:EC:BS:B9:BA:D’):SB:ZG:J?:OE!

ltoséo

2. Cut and paste the license generated by the Nimbula.com licensing page into the license box below.

3. Fill in the administrator username and password into the boxes below. The administrator will likely be the
default /root/root user created at installation time.

License Form
Admin userame | froot/root \

Admin password | |

License

--- SAMPLE LICENSE - DELETE THIS BEFORE POSTING YOUR OWN ---
K 0

"details": {
“duration”: "60",
"site_fingerprint": "E9:8D:9E:DB:11:2E:EC:F8:8C:

-
9:32:22:86:03:44:D1:DB:4E:C2:F6", M|

4]

| License this site

Figure 8: Nimbula License Registration.
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Use Case - Context

Our use cases were performed on behalf of the fictitious Applied Computer Modeling Enterprises (ACME). At ACME, the ACME
Administrator is in charge of the overall administration of the private cloud infrastructure, procurement of servers as well as
provisioning, deploying, and managing virtual resources.

Two organizations (and two individuals representing these organizations) need access to the virtual infrastructure:

= The Information Technologies (IT) group is internal to ACME and represents a group of customers that will directly consume
resources in the cloud. John Smith is an employee of the IT group and is an administrator of the IT cloud.

=Western Allied Service Provider (WASP) is an external organization that provides consulting services to ACME. Sally Jones is an
employee of WASP who is authorized to work in ACME's cloud infrastructure.

For our use cases, John utilizes the Nimbula Web-based interface and Sally utilizes the command-line interface. This allows us to
demonstrate the usability of both interfaces.

Use Case - Overview

1. The Site Administrator (/root/root, aka “root”) creates customer accounts for ACME and WASP, and the necessary business
groups and users with the appropriate permissions.

2. John and Sally provision and administer business services in the private cloud.

In response to moderate demand, ACME Administrator scales the service vertically by adding more hardware resources to the
service.

4. Inresponse to continued heavy demand, John then scales the service horizontally.

5. ACME Administrator configures Federation to enable burst capability for workloads that can be run in external clouds.



Intel® Cloud Builders Guide: Nimbula* Cloud Operating System and Nimbula Director*

Use Case One: The Site Administrator creates customer accounts for ACME and WASP, and business groups and
users with the appropriate permissions

1.

The Site Administrator (root) creates customer accounts for ACME and WASP using the Nimbula APl Web interface.

The Sign-in/Register page (see Figure 9) appears when you use the Nimbula Wed-based interface after registration. To create
a customer, click on the Create a new customer link. You will need to authenticate as the site administrator (root) with the
password used in the site.conf configuration file.

Sign in/Register

Please enter the new customer's details

Administrator
Admin username | /root/root E3

Admin password | seesses

New customer details
Customer Name |aecme [ 2 ‘l

Description  plied Computer Modelling Enterprises

Email |rpot@acme.com

Password | sssssss

Repeat Password | ssssuss

<- back to sign in

Figure 9: The Site Administrator creates the ACME customer.
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2. The ACME administrator creates the user John Smith under the ACME customer.

WOma: B RaTIETID!

AAcrnadadmeniElratar Adminigbraios ool i acma com

Eniries per Page:| 10 [8) Showing 1- 2002 Enries. | 4= b

Usamama  facmafoln

Full Mama  Johin Smith

|.=, Croote Uner ||-_) Edil ] : :E Dty I

Figure 10: New user John is added to the system.
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3. ACME Administrator creates the ACME IT Department using the Nimbula APl Web interface. The Web interface makes it easy to
create organizational hierarchies and assign appropriate permissions.

L Xa ) Nimbula Director =)

e e ~ - ﬁ.‘_ﬁ;_ﬁ’:‘_-;,:.-,;. q}d

Wedopme. fsomafedminisirmion

B ocme ! Search:

facme Apphed Compuler Modelling Enferprises

Jscmaadmin Adminisiration group for curioman BCMa

facrmapribic A group with aconss 1o public mages and veShemiis

‘BEmalisers Biasie usar groun for customar Roma - mambar can cnly Use Erendy axisting ohiacts.
Eniries pur Page: | 10 1'3' Showing 1- 50! 5 Entries | #= | = |

Sungroups Parmissions

Search:
IaemamAmirtras Adrrinitraies roabill aeme cam
o tacmatobn John Smeth jofin smith & acme.com
Oy | B 55 mocors Showing 1 - 20i 2 Entias | 4= =b|
|. A Croale Subgroup A Edit { | B Dot I

Figure 11: The ACME Administrator views the status of the newly created IT group.

16



17

Intel® Cloud Builders Guide: Nimbula* Cloud Operating System and Nimbula Director*

4, ACME Administrator then adds John Smith as a member of the ACME IT group by going to the Members Tab and checking the “Is
Member” box next to the user’s entry.

Vet ferremdrersad ke

[ A T |

Appuac Formpuser Moo ~g § reerpeam
facrrmcmtnn Astmntrainn grog b o s

‘acrad AL [T Duprinmed

‘acrmd A T wils e i s mages ard weerneis
TR SR

e e grous b comiome BoT - MEMEETE LN DT el EPREdy Snairyg obyecin

Erowng 1 - St S Emrg | |l

i Copy (vogs 3, e e | TR

O s

Figure 12: The ACME Administrator adds John as a member of the IT group.
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5. root uses the CLI to create Customer WASP, and the WASP Administrator adds the WASP Support Department group and adds
Sally Jones to this group.

ann OmbuaEnMEVa-0Aon ~/demo e
nemdJagnimbula bainos Oetzar

nimbu] i sbulo- bast {on: ~/deso$ ninbula api signup -u /root/root -p nistulo wasp “Nestern Allied Service Provider® rootfecsp. com stidSlng True

umi nase description ml tiuser il passmord
http://192.168.17.5/si gnup/nasp wasp Bestern Allied Service Provider True reotPwasp . con stidSéng

nishuloPrinbyls-bostion: - /desol

nisbulcFnisbulo-bostion:~/desoS ninbulo-opi odd group -u /eesp/odeinistrotor -p stidSéng /easp/support ‘Support Deportsent’ —-mesbers ‘[J°

u=l nome dascription customer nevbers sbgroups

heep: /7192 168,17 . 8/group/nasp/ support /nasp/support Suppore Department AT

nisbulofnisbula-bastion:-/dero$

nisbuloPnisbula-bastion:-/deso$ nisbulo-gpi -u /masp/administrator -p st{4S6ng add user /mosp/sally “Sally Jones® sallyfwosp.com sollypossened --grosgs [ “/sowp/suppore™ 1°
uri usernone ful lnome email paiumomd custoner groups

http://7192 168.17.S/user /masp/sally /wasp/sally Sally Jones el ly®awp. com awp /easp/ support
nisbulofnisbula-bastion:/demol

nisbulcPnisbula-bostion:-/denol l

Figure 13: root uses the Nimbula CLI to create Customer WASP and the WASP Administrator adds the WASP Support
Department group and adds Sally Jones to this new group.

6. ACME Administrator grants all users in the WASP Support Department group permission to perform any action on ACME machine
images and image lists. Note that users of WASP are not allowed the ability to manipulate launch plans of launch virtual machines.

. Tals bulagEnimbula-bastion: - /deme )

rmElagimbU.- Bastinn: | Detaun

il s T ol i L =B 0 S s 0 S

Pl mbu ] ol bl a-bastion: - denat

rimbulolnisbule-baation: - dencd nisbula-epi -u Jocseladninistrator -p Frelldd odd cbjectpermission group:focee/adnin groupi/waspfsuppart --ackion "' --ohiect mechineimage: ocme
id authorier subject oction object uri

TRAIACED-DAcS - S560-bEB4 - ST fei0enf?  group:foome/odein  group:Swospfsupport mochineimoge: focme  htep:/f192 168,17, S/permissionob ject T334 c3b- 0808 - 3560 - bl - S Tab FeilenfT
il b o bl G- bas b on 1 Adenod.

il mb loln sl gebastion ;< denos  nimbulo-opl -u foomssodeimlstrotor -p Frel23d odd objsctpersission group:/ocmesadnin group: /mOspUsUpport =-oction '* ==pbject imogelist:sfoons
id mutharizar subjacs ackisn  object um

EEAZLLES - P F - SEbe -blab-c3TEESITET el growp:focmesadein  group i Smakpsuppert imageliskilacme  hitpi /192,168, 17, S/permissionch jech AT EEED - P4 F - SEbe - EDab- c ITRREITET el
rimbulofnisbul a-bostion: = denod

rimbuloBnisbul a-bast ion:~Sdemod ]

Figure 14: ACME Administrator grants appropriate permissions to WASP group users.
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7. ACME Administrator grants users of the IT group permission to perform any action on ACME machine images and image lists,
including the ability to manipulate instances and launch virtual machines.

Ambuagrimbeia-basves Ortaun
Mtu Lo iabulo-Dastion ~/denosd
nistulclninbuls-bostion:-/demsd mistuls-spl v /oom/cdninlstrotor -p frel2id cid userpermission
nistulo-cpl 0dd userpermission «authorizers «subjects [~-oction] [--cbject])
nizbulafnisbulo bastion: /deso$
nisbulofnintulo-bostion:~/demos nistulo-cpl -u /ocme/odninistrotor -p frellld cdd userpermission grow: /ocu/oaln growp /ocme/it ~oction '' —object mochineinoge:/oome
d suthorizer subjece oction ohject
G312 Fobol 50300333 Feb2fed(TIT gronp foome/odein  group:/ocee/Lt rochine Lnoge : /ocme 'M’ /7192 168 17 5/ perel $3100/user /3AAILI3 - bl Se 300339 Feb 2 f el T99
nistulamisbulo-bastion:-/desnt
MatuloBisbulo-bostion. ~/dencs nistulo-ol -v /oCm/Odninistrotor ~p Frellld odd userpermitsion growg./o0me/cdnin grovp./o0m/ it ~~0Ction “° ~-object Lmigelist /00w
id outhorizer subject oction object wri
11017004-5250-3115-D128-CSMMICACHE 9rovp:/o0me/00min  Qroup:/ocme/(t (nopelist /oom  Wte /7192, 1068.17. 5/perwins LoN/user/ 110170049250 5115-D128-CSMMECAcHS
nistulofnistulo-bastion:-/desod
AU LoM AU La-DOSt 100 ~/3en0s NIAULo-00L U /0CRe/00mALItrotor -5 Frellld OO0 LIOrDermiision grouD:/o0me/oanin 0roup: /oome/ it «~0Ction " —object (Astonce /ocee
id sathorizer subject ortion object uri
43¢ 3F108-cb 2 -5600- 0070 -SBad 340500 growpi/ocme/odmin  group:/ocme/\t Instonce:/ocme  MEtp://102 168, 17.5/parwi s5100/uter /44 3F 10800 32 - SE00-To7e- S80db 36cT5 e
niztnlofninbulo-bostion: /deen$
Mty L oM Ly Lo~ Das L 100~/ G0l
nisbulofnisbulo-bostion: /deso$ nistuls-epi u /ocse/odwinistrotor -p frel2dd odd userpermission group:/ooee/cdein group:/ocme/it <-oction *" ~-object lounchplon:/come
[T} ovthorizer whject oction  cbject wri
SE105e46-3279- 50009265 -0coMeERIS2  provp:/oome/odein  group:/acme/(t lanchplon: /ocme heep://162.168.17.5/pernl ssion/user/SF 1050460079 S380- 0265 - DodM 6
Nadulobnisbulo-bostion:~/deecs
nisbulafnisbul o bastion:-/deenS
nistolomnistulo-bostion:=/denos

Figure 15: ACME Administrator grants appropriate permissions to users of the IT group.

19



Intel® Cloud Builders Guide: Nimbula* Cloud Operating System and Nimbula Director*

Use Case Two: Users of the service can now provision and administer business services in the cloud

Nimbula Director uses the concept of image lists, which is a list of machine images, to manage multiple versions of images. Machine
images are added to an image list containing a selection of machine images of various operating system releases. At launch time, the
administrator can then specify which entry in the list is to be used to launch instances.

1. Sally uses the CLI to create an image list called /acme/it/demolist in the ACME IT repository.

nisbulofnisbule-bostion:~/desos
ninbulolnisbulo-bostion:~/denc’
ninbuloinisbulo-bastion:~/descl nistulo-cpi -u /acsp/sclly -p scllypossword odd imogelist
mistulao-opl 0dd Leogelist <omes «descriptions «<defoults
ninbuloinisbulo-bastion:~/denos
ninbulofnisbula-bastion:~/desct
nisduloenistule-bestion:~/denos nimtulo-cpl -u /acsp/sclly -p sellyposssord odd (acQelist Joome/it/derolist “Acee IT List"™ )
wri nare description default entries
htp://192 168,17 .5/ (mogel {st/00me/{ t/damo ] L 52 /acme/\t/demol A 5t Aces IT List |
nisbuloMistulo-bastion:~/denos
nimbulofnisbule-bastion:/desol
ninbulolnisbulc-bast | on:~/denos [

Figure 16: Sally adds an image list.

2. Sally then uploads a machine image and names it /acme/it/imagel. A machine image is a virtual hard drive to be used when
starting the VM.

sty lofnistylo-bast ion: -/descs
nisbulainisbule-bastion:-/descs
misbuleMnisbule-bastion:~/desos nimbulo-opl -u /nasp/sally -p sallypasanord odd sochineinage
nimulo-apl odd mochineinoge cwmes «files [ -ottributes) [« account)
|mimtulofnisbule-bastion:-/demod
ninbulotnisbule-bastion:~/dencs
misbuloBnisbulo-bast lon ~/denod nistyulo-opi v /wisp/scily «p sallypassaond odd soChineisige /o0me/ | L/ Inoge]l ~/oime, tor, g2
uri nome file ottributes occount
htep://192 168 17 S/vechineinoge/ocne/{ £/ 100001 Jecee/ 1t/ nagel None {"nistulo_compressed size™: 61774678, "nisbulc_decospressed size”: S36203163) Nore
nisbulofnisbuls-dastion:-/desa$
nistulonisbulc-bastion:-/demod
Inimbulolinisbule-bastion: -/demos il

Figure 17: Sally uploads a machine image.
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3. The next step is for Sally to add this new machine image to the demolist image list. The last argument to the nimbula-api call
denotes the version of the machine image added. For one entry in an image list, Nimbula Director allows multiple images for
launching into different endpoints. The version number is used to specify which machine image to use by default at launch time.

nisbulolnisbulo-bostion:~/demo$
ninbul ofninbylo-bostion: ~/demo$
misbulonisbulo-bostion:-/demos nisbula-cpl -u /ncsp/sally -p sollypasseord cdd imagelistentry
nisbulo-gpi odd iragel{stentry cimagelist nome> auchineirogess cversiom [<.attributes)
nimbulofnisbulo-bostion:~/demo$
nisbulofnLabulo-bost Lon ~/denod
nisbulofnisbulo-bostion ~/demo$ nistulo-gpl ~u /masp/sally <p sollypassnord cdd imogelistentry J/oome/it/desolist /oome/it/inogel 1
uri trogelist nochineivroges version sttributes
Mp://7152.168.17.5/{rogel {st/ocne/ L L/demol (st /et ry/] nogelist/oone/ L /denol ist /otne/ L/ \nogel 1 {}
nimbulofisbulo-bostion:-/deno$
ninbulofnisbulo-bost lon:/demo$
nisbulofinbulo-bostion:~/dencs ||

Figure 18: Sally adds her newly-created machine image to the demolist list and makes it the default image to use at launch time.
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4, John uses the Web interface to upload his machine image to the /acme/john repository and calls it /acme/it/JohnsList.

glglie Nimbula Director —

[ Eimg 22 K

(«l»]) (e =

- ¥ DEVICES ¥ Preview:
I List A =
i | Macintosh HD
M / scme / jonn | El ipisk L
¥ SHARED ‘
|8 atomwhs If
lg fanghorn -
l;] htpc GZ
= htpc2 ‘
Name acme.tar.gz
QuickUpload an image v ‘;ACE‘ Kind gzip compressed
o I.{ Desktop archive
Filename | Browsd @) hnayak Size 61.8 MB on disk
Name A
\Johnslmnqo ‘ r}\ Applications MC;:;::: iigg;ig :
Launch after upload $ s
p “ [ Documents % || Last opened 11/30/10 i
FEEADCM EOD ,_v l‘ ? ?' j L
[ Upload 'u [ Hide extension
/£
1

| ‘

Machine Image
Name /acmefjohn/Johnsimage

Filename

_size : 124768909

v pr

nimbula_decompressed _size : 1610644480

| ¥ Quicx Upload l | & Create Mashine Image ' |Q Detete l

E“‘

Figure 19: John performs a Quick Upload to upload his machine image.
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5. John then adds his new machine image to the /acme/it/demolist image list created by Sally.

- Note: He is allowed to change the Entry of the images in in demolist. At this time, John uses the list entry number 2 for his image,
possibly to test out his image before changing it to be the default entry

(8NO Nimbula Director =

oI Ca a— D ¢ TCTT—

Bearh
4 1 Unadt | AST.sms § Erwry | Deacreten
e A 1 e e N
4 2 e TV A TR
Ospay| 5 13 recors Sowng t 2ot 2Emen ™
v ®

Figure 20: John adds a new machine image to the /acme/it/demolist image list.
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Use Case Three: The Site Administrator scales service vertically

As ACME and its internal customers grow, so do the needs of its internal private cloud. The Site Administrator must either scale
services vertically (up) or horizontally (out) as the workload demands. The steps to scale the service vertically are as follows:

1. root adds anew shape called large with eight CPUs and 16 GB RAM to replace the default small shape that was being used by IT.
A shape refers to the combination of the number of CPUs and amount of RAM assigned to the VM.

amnn nimbula@nimbula-bastion: ~/demo
| nimbula@nimbula-bastion: ... | acme@localhost: ~ | & Default |
nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demo$ nimbula-admin shape add
nimbula-admin shape add <name» <cpus> <ram=
nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demo$ nimbula-admin -u /root/root -p nimbula shape add ExtraLarge 8 16384
Shape added
nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demo$ nimbula-api -u /root/root -p nimbula list shape
nimbula-api list shape <containers
nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demo$ nimbula-api -u /root/root -p nimbula list shape /
uri name

cpus ram
http://192.168.17.5/shape/small small 1.8 408
http://192.168.17.5/shape/ExtralLarge ExtralLarge 8.8 16384
http://192.168.17.5/shape/large large 8.8 1608
http://192.168.17.5/shape/medium medium 2.8 800

nimbula@nimbula-bastion:~/demos
nimbula@nimbula-bastion:~/demo$ |

Figure 21: root (the Site Adminstrator) adds a new VM shape with eight cores.
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2. Once the new large shape has been created, John can launch new instances from the image list with this shape.

- Note: New shapes can only be added when they can be mapped onto existing cluster hardware. For example, you cannot declare

an eight core shape, if you do not have a machine or machines in your clusters which will be able to satisfy a placement request
for this shape.

Waicome: acmadohn

r

BB 7 acmn | john ) &8 / some / john Search.
T =
BRI N No data available in table
- Display |6 18] recorcs Showing 0150 of 0 entries | &
Crtrios per Page: | 10 18] T ittt Envies [#lep)
tamo  facmedot
Launch cetails
N Snae large (CPUS: 6, RAM: 16384) |~ |
Teage List - /scmefti Numbee of bstances | 5mall (CPUs: 1.0, RAM: 400)
frage Let Croy 3 Extralarge {CPUs: 8, RAM: 16384)
k large [CPUS: 8, RAM: 16384) -
modium (CPUs: 2.0, RAM: 800) Carce
Bock Duvices () =)
NAGUTAMSNS
Network Devices ()
] J Cuxh Lawrs) l |;‘Ah.—-u. l !’6_3--4.- ezarcs I ED Crante Lausch My I 1

Figure 22: John uses Quick Launch with the newly added shape to launch a new VM.
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3. John then verifies that his new VM has been launched and is running. The Web interface displays details like the image list, state,
placement requirements, etc. for the new VM. It also provides him with an IP address to use to connect to the VM (192.168.20.10

in this case).
fANMA Nimbula Director =)
(<)) (2) 0 (#) Gl % v WA oot a)
Most Headlines &

fois 2 =

User Management Image Management Hetwork Management

Laumich inStances

Search:

% Label + Start Time GMT-8

facmafit/acmeitlist
20101202 _10h5408

 lpcmahtiscmeail . 9 = |

facmafjohn/299{8a1 8-076e-4902-b1¢i-25ba9034echs ‘acmalitiacmeltist running 2010-12-13 10:53:50

Entrias par Page: | 10 %) Showing 1-20f 2 Entries | 4= (=5 |
MName /acmefjohn/977ci038-331e-4e49-8a60-5a26efbfidcl Liser Data  {}
o
Label /acmedtacmeltiist 20101202 10h5531 Tags 0 1
Image List  /acmefitacmeltiist Swte  running I
!
image List Entry 1 1P 192.168.20.10 :
Shape large Start Time  2010-12-13 10:55:14 l
Block Devices  (} Placement |
Reguirament l
Metwork Devices  {} [
: ¥ Quick Launch I |,; Aafresh | |0 Delete Instance l |:‘,;| Creata Launch Plar | ‘;
Dane ﬂ-ﬁ

Figure 23: Once the VM is launched, the Nimbula APl Web interface displays its status as Running and an IP address to
connect to the VM.
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4. Once logged in to the VM, John verifies that he has 8 CPUs and 16 GB RAM. At this point, he can modify his DNS entries to point to
the new VM, thus allowing him to scale his workload vertically.

nimbula@nimbula-bastion:~$

nimbula@nimbula-bastion:~$

nimbula@nimbula-bastion:~$ ssh acme@192.168.20.10

acme@192.168.20.10's password:

Linux RaaSNimbula 2.6.35-22-server #35-Ubuntu SMP Sat Oct 16 22:02:33 UTC 2010 x86_64 GNU/Linux
Ubuntu 10.10

Welcome to the Ubuntu Server!
* Documentation: http://www.ubuntu.com/server/doc

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

acme@RaaSNimbula:~$ uptime
12:21:33 up 2 min, 1 user, load average: 0.12, 0.07, 0.02
acme@RaaSNimbula:~$ df -h

Filesystem Size Used Avail Use% Mounted on
/dev/vdal 5.5¢ 1.4G 3.9¢ 27% /
none 7.9C 148K 7.9¢ 1% /dev
none 7.9G O 7.9¢ ©% /dev/shm
none 7.9¢ 36K 7.9¢ 1% /var/run
none 7.9C 0 7.9¢ &% /var/lock
acme@RaaSNimbula:~$ grep -1 processor /proc/cpuinfo
processor : 0
processor : 1
processor : 2
processor : 3
processor 4
processor : 5
processor : b
processor 7
acme@RaaSNimbula:~$ free
total used free shared buffers cached
Mem: 16467316 377960 16089356 0 8168 29456
-/+ buffers/cache: 340336 16126980
Swap: 317436 (%] 317436

acme@RaaSNimbula:~$ ||

Figure 24: John logs in to his new Large VM and verifies that he now has more CPU and memory resources.
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Use Case Four: John scales service horizontally

As demand and throughput needs increase, more resources beyond those available from vertical scaling are often needed.
Traditionally, more physical servers would be wheeled in to the datacenter and configured for use. With cloud computing and the
benefits of virtualization, new VMs can be started up in minutes assuming the physical resources are available.

1. John starts up seven more instances of large VMs to add to the existing one.

Wolcome: acrmeiohn

o ances
B 7 sovn [ jobn / QuickiLaunch an instance :

Entries por Page:| 10 3] 1001 Entrien | &= b
°=P‘¢Y_5_~8m Showing 1- 10 1 Entries 4=/ =
Nama  /acme/jonnvz

Lavel /facmetacmn

image List /acme/tacrw
Shape  large (CPUs: 8, RAM: 16384) v)

Image Lt £ =
sy Number of instances |7}
Shape  smatl
Biock Devices () 'u I___~
Launcn Cancel
Network Davices ()} _J_J

i ¥ Cuick Luunch ]

Figure 25: John launches seven Large VMs in anticipation of demand.

w Retrouh ’ | € Dwints Instarcn I [ £ Crouln Launch Plan l
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2. The Web interface verifies that all the eight VMs are now running. At this point, John can configure a loadbalancer to spread
requests across all eight VMs, thus increasing the throughput of the service eight-fold on the fly.

CYake) Nimbula Director -

v W Googe Q)

R e 1T g T = TR S et
| 4705w 200 e B3 et o i
_m . 1
ACew VTN’ 80184002 &' ! ZShaBIMLS j.:, e ;;f‘:" » atet Aot vy 20101213 105350
araltacretet
OO NN AADONA. 44841 T 8345 2ac3TSATD 6 s et A lac o et g 2010-12:13 110t 50

lacve/Vacretat
1 e . 109212 14
AP OEIANEID 1 450 MAD 4008 U0 INesada Ta 101 1101t . acTrantacrery g Moo

ACrevactet e

A : 0 not
20101202 110188 6 Roteacretu rnry 2101213 10t %0

Ame et | D527 a w4379 S0 Fulc TR

lretas
P 4 10T et o " < "1 no
AT RITVEITIET D GTUA 401 DAl QMG vk T a8 181202 11701 F ‘rretaTets! g 02NN

(araYacretw

CTOINVE LRI T 1DA3IS 000 SUTT L 20101292 119014 & fAcretecretiet g I NN J
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Figure 26: The Nimbula APl web interface displays all eight VMs as running.
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Use Case Five: The ACME Administrator configures cloud federation to enable burst capability

Cloud Federation allows the merging of private and public clouds to create a hybrid cloud. Nimbula Director supports request
forwarding to external clouds, subject to the fine-grained permissions management available via the Nimbula API, which acts as a
common interface to administer both types of clouds. The steps to configure and use Cloud Federation are as follows:

1. ACME Administrator creates a public cloud account (Amazon EC2 in this case) using the credentials provided by the cloud operator.
This account information is passed through to all calls to EC2.

nimbuloBnimbula-bastion: ~/demo$
nimbule®nimbula-bastion: ~/demos
nimbuloBnimbula-bastion: ~/demoS
nimbuloBnimbula-bastion: ~/demo$ nimbula-opi -u /ocme/administrator -p frel23d odd occount /acme/public_cloud \

> --credenticls '{ "occcess_key®: "N, "secret_key": "Il C e —— . A &
uri name credentials
http://192.168.4.5/account/acme/pub /acme/public_cloud {“access_key”: "W s B, “secret_key": " By —— "

nimbulo@nimbulo-bastion: ~/demo$
nimbulo®nimbula-bastion: ~/demoS

Figure 27: ACME Administrator adds an account for Amazon EC2 access with the appropriate access and secret keys.

2. ACME Administrator grants users in the IT group permission to perform all actions on the remote site.

nisbulo@nimbula-bastion: ~/demoS nimbula-aopi -u /acme/administrator -p frel23d add userpermission POLICY group:/acme/it --action "' --
object site:/ec2proxy/us-east-1

id outhorizer subject acti object uri

11566185-7¢c8-50d9-8db4 -eccadcdad4 7@ POLICY group:/acme/1 site:/ec2proxy/us-e http://192.168.4.5/permission/user/11566185-7¢¢
nisbulo@nimbula-bastion: ~/demo$

nizbulcénimbula-bastion: ~/demo$ nimbula-opi -u /acme/administrator -p frel23d add objectpermission POLICY group:/acme/it --action ''
--object site:/ecZproxy/us-east-1

1id authorizer subject acti object uri

f464ec0b-0850-56e4-8e21-cBbbeec@2eb7 POLICY group:/acme/{ site:/ecZproxy/us-e http://192.168.4.5/permission/object/f464ecad-0
nizbulcénimbula-bastion: ~/demo$ ||

Figure 28: ACME Administrator adds user and object permissions to access the appropriate EC2 site.
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3. John then adds an image list in the EC2 cloud called public and adds an Amazon Machine Image (AMI, denoted by ami-3c473355 in
this example) to the public list. He also configures this AMI to be the default image during launch time.

nisbuloBnimbula-bastion: ~/demoS

nizbuloBnimbula-bastion: ~/demo$ nimbula-opi -u Zacme/john -p johnpassword add imogelist Zacme/it/public "Public Cloud List™ 1

uri name description defoult entries
http://192.168.4.5/imagel ist/acme/it/public /acme/1t/public Public Cloud List 1

nizbulc@nimbula-bastion: -/demo$

nisbuloBnimbula-bastion: ~/demoS

nisbulo@nimbula-bastion: ~/demo$ nimbula-api -u /aome/john -p johnpassword add imagelistentry /acme/it/public '[“ec2://ec2.us-east-1.a
mazonaws . com/image/ami -3¢47a355"]" 1 --attributes '{}'

uri imagelist machineimages version a
http://192.168.4.5/imagelist/acme/it/public/en imagelist/acme/it/public ec2://ec2.us-east-1.amazonaws . com/image/ami-3c47a35S 1 {
nisbuloBnimbula-bastion: ~/demoS

nizbulonimbula-bastion: ~/demo$

Figure 29: John can now add an image list and add his Amazon Machine Image to this image list.
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4, Tolaunch aninstance in EC2, John needs to specify the site on, which the instances should be launched. He can do this with the
help of a launch plan expressed via a JSON file shown below.

{
"relationships": [
1,
"instances": [
{
"shape": "small",
"version": 1,
"tags": [
"ACME Datacenter"
1,
"network_devices": {
j
"attributes": [
1,
"imagelist": "/acme/it/public", "block_devices": {
1,
"user_data": {},
"label": "AME IT workloads"
}
]
}
{
"relationships": [
1,
"instances": [
{
"shape": "small",
"version": 1,
"tags": [
"ACME Datacenter"
1,
"network_devices": {
1,
"attributes": [
1,
"imagelist": "/acme/it/public"”, "block_devices": {
1,
"user_data": {},
"label": "AMME IT workloads"
}
]
}

Figure 30: JSON file describing the site and instance type to use in the public cloud.
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5. John then deploys the VM using the launch command available via the CLI.

nimbulo®nimbula-bastion: ~/demos

nimbuloBnimbula-bastion: ~/demo$ nimbula-api -b /acme/public_cloud -s us-east-1 launch publiclaunch.json \

> -a http://ec2proxy.beach.nimbula:5500/ec2/

uri name label 1imagelis ent sha block network_dev veth placement_requi use tags stat ip start_tim account site
ec2://ecZ.us-east-1 1-615110@c AQME IT /acme/it Non sma {} {"eth@": “d {} r-7¢99fel6, us- {} ACME Da pend No 2010-11-3 /acme/pub us-e
nimbulo@nimbula-bastion: ~/demo$

nimbuleénimbula-bastion: ~/demos |J

Figure 31: Launching the VM in Amazon EC2 using the Nimbula API CLI.

6. ACME Administrator can login to the Amazon EC2 account to check on resource con-sumption and for auditing purposes. The
only VM running in this case is the one John started up in the previous step.

B sweamasan.com AWS  Products Develspers Community Support  Actount . B Sangs | Sign Out
A 53 EC2 | A 7 | M epmenadaonass s || AmazonRDS | Amazon SNS
Region: M  Lstew » M Lauschibarcs  smecoAssors  + Meservod bwmeces + Tl Srowtace O Metmn @ o
» £C2 Dashboard Viewing: | Runving instances %) Al instance Types 131 1€ € 1otafitmunces > 3
Name Instance AMI 1D Root Device Type Status | Security Groups  Key Pair Name Group
ST - @ 10151000 amidcATadSS  instancestore  mismall @ mnneg  defaut Gaatiod  paravrtaa
* Spot Reguests
[MAGES
» AMIs
» Bundie Tasks 1 EC2 Instance selectod
BLASTIC SLOCX STORE @ EC2 Instance: -61511a0c¢
* Valumes DG:I;DQ;NI Monitoring | Tags
- Sunphits AMI 1D: amw-IcATalss Zone! us-east-10
NETWORKING & BECLRTTY Security Groups: Gafat Typa: mi.small
» Blastic 1Py Status: rurring Owneri S27415664720
S Svaiiy Sreves VPG 10/ . Subnet 10(
» Placement Groups
» Lobd Dalnncess Virtualization: paravirtual Placement Group!
» Key Pairs Resarvation: Ll U RAM Disk 1Dy an-aSicfice
Platform: . Key Pair Name!
Kernal ID1 oki-a71cf'Sce Monitoring: dsabled
AMI Launch Ingex: o Elastic 1™
Root Device: . Root Device Type: Mstance-store
Block Devices! /A - Instance Store
Ufecycle: L
Public ONS: €C7-184- 738122 COMPULe- 1 AMATONIWS (oM
Private DNS: AU 12-31-38-04- 70-91 compute- | Internal
Private IP Addvens: 10,220.115.95
Launch Time: J010-11-30 14:30 PST

State Transition Reason:

£ 2008 « 2010, Amasen Wes Serviens LLE or B3 afiabes. A1 rght reserved fesdbach Suzport Privacy Pokcy Teens of Use An amazonoom company

Figure 32: Amazon EC2 account page displaying the VM launched from ACME’s private cloud.
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Things to Consider

The scalability of a production-deployed
private cloud is determined by a plethora
of factors that we have not considered in
this basic reference architecture. Here are
a few things you may want to consider:

Hardware Considerations

While a detailed discussion of processor
and server performance and power
considerations is beyond the scope of
this paper, it is important to note that
the performance and density of virtual
machines running on a server can be
heavily influenced by the performance
and headroom provided by the processor
architecture. Specific feature sets
available in the processor such as Intel
VT-d, Intel® Turbo Boost Technology, and
Intel® Hyper-Threading Technology+ can
greatly assist in better performance,
energy efficiency and ultimately lower
Total Cost of Ownership.

Fail-over

Hardware and service failures are a way
of life in the data center industry. Nimbula
Director ensures integrity and resilience
by eliminating single points of failure with
sophisticated failover mechanisms. When
any particular server fails (or is taken
down for maintenance), the system will
automatically transfer all cloud services
(Nimbula Control Plane) running on that
server to another node. When the server
is ready for use, switching it on and
connecting it to the network is all that is
required for discovery and inclusion into
the system.

Storage Architecture and Solid-State
Drives (SSDs)

Nimbula Director supports several storage
architectures. For this test bed, we
selected the simplest solution, local-
attached storage. In typical data center
deployments, more advanced Storage
Attached Network architectures are likely
to be used. The performance of storage
nodes as well as overall data center power

consumption may be favorably impacted
by the use of SSDs. Since our use cases
did not focus on either of these two
characteristics, SSDs were not specifically
tested.

Networking

While network capabilities was not part of
this test bed, Nimbula Director provides

a flexible and scalable capabilities that
include vEthernets and Security Lists.

Nimbula Director allows customers to
create and declare their own highly
dynamic virtual network topologies.
Users can create virtual Ethernets, which
enable the launching of instances in
multiple isolated layer 2 networks where
customers may provide their own DHCP
server and other layer 2 services, such as
multicast broadcast and non-IP Ethernet
protocols.

Nimbula Security lists allow role-based
firewall management. Instead of defining
firewall rules on a per machine (IP) basis,
security profiles are defined and access
between VMs can be defined in terms
of these profiles, called security lists.

In a cloud environment, where dynamic
resource provisioning can see instances
launched or terminated frequently,
assigning an instance to one or more
security lists at launch time removes
the complexity of constantly updating
machine based firewall rules.

Instances launched inside Nimbula Director
can be tagged as belonging to one or more
security lists. In addition, security IP lists
can be configured to contain one or more
IP subnets to represent IP addresses/
computers outside the Nimbula Director
cloud.

Security lists provide a flexible distributed
firewall that doesn't grow in complexity
with scale. They provide instance isolation
while still permitting instances to interact
with machines outside the Nimbula
Director cloud.

Security and Trust

Security and trust are two of the most
important considerations in the cloud
computing market. A thorough discussion
of best practices for cloud security is
beyond the scope of this paper. However,
the following points should be considered:

= Established best practices for host
security in a conventional physical host
context (e.g. password management
patch management. server hardening,
anti-malware, etc.) should be applied
equally to virtual hosts operating in a
private cloud.

= Private cloud management systems
such as Nimbula Director provide full
isolation between virtual servers by
employing full hardware-assisted
virtualization. This provides each virtual
server with its own virtual hardware,
its own private operating system
instance, etc. This is in contrast with
cloud platforms based on “domains”
or “containers” in which some virtual
hardware and some operating system
components are shared between virtual
hosts, which may create additional
avenues of attack.
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Glossary
= Compute node: A single physical server that can host multiple virtual machines.
=Seed node: The machine used to run the Live CD during initial installation and to “seed” the cluster.

=Infrastructure-as-a-Service (laaS): The delivery mechanism of the use of computing resources (such as network, storage, and CPU
cycles) as a service, typically through virtualization.

* Platform-as-a-Service (PaaS): The delivery of a computing platform stack as a service.

*NIC: A network interface card.

=VM: Virtual machine.

= Launch Plan: The mechanism used for launching a suite of machine images. A launch plan facilitates the configuration of parameters
describing how each instance will run.

= Permission: A permission is a delegation of privileges and/or a delegation of authority by an entity with granting authority within
the customer cloud account.

*Instance: A virtual machine run by Nimbula Director. Instances have attributes such as allocated RAM, number of CPUs available,
virtual block devices and network interfaces attached. Instances are created using a launch plan that specifies the desired set of
machines, which image lists they are to be launched from and placement relationships that exist between them.

»Machine image: A machine image is a virtual disk image from which an instance is launched.

=Hypervisor: Allows multiple operating systems to run concurrently on a host computer effectively providing hardware
virtualization.

References

1. A RESTful Web APl is a simple Web service implemented using HTTP and the principles of Representational State Transfer (REST),
a style of software architecture for distributed hypermedia systems. A RESTful Web API consists of a collection of resources,
with three defined aspects: the base URI for the Web service, such as http://example.com/resources/; the Internet media type of
the data supported by the Web service (often JSON, XML or YAML but can be any other valid Internet media type); and the set of
operations supported by the Web service using HTTP methods (e.g., POST, GET, PUT or DELETE). (source: http://en.wikipedia.org/

wiki/Representational State Transfer).
2. Intel® Virtualization Technology (Intel® VT): http://www.intel.com/technology/virtualization/

3. Intel® Trusted Execution Technology (Intel® TXT): http://www.intel.com/technology/security/downloads/TrustedExecOverview.pdf
4. The Nimbula Director Installation and Administration Guide can be downloaded on the Nimbula website at http:/nimbula.com/.

Additional Information
* For more information on the Intel Cloud Builders Program, visit www.intel.com/cloudbuilders
= For more information on Intel Xeon processors, visit www.intel.com/xeon
= For more information on Nimbula Director, visit http://www.nimbula.com/products/overview
= Amazon Elastic Compute Cloud* (EC2): http://aws.amazon.com/ec2/

= Cloud Builders Reference Architecture Library: http://software.intel.com/en-us/articles intel-cloud-builders-reference-architecture-
library/
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Disclaimers

Alntel processor numbers are not a measure of performance. Processor numbers differentiate features within each processor family, not across different processor families. See www.intel.com/
products/processor_number for details.

+Requires an Intel® Hyper-Threading Technology (Intel® HT Technology)-enabled system, check with your PC manufacturer. Performance will vary depending on the specific hardware and soft-
ware used. Not available on the Intel® Core™i5-750. For more information, including details on which processors support HT technology, visit www.intel.com/technology/platform-technology/
hyper-threading/index.htm.

¢ Intel® Virtualization Technology requires a computer system with an enabled Intel® processor, BIOS, virtual machine monitor (VMM) and, for some uses, certain platform software enabled for it.
Functionality, performance or other benefits will vary depending on hardware and software configurations and may require a BIOS update. Software applications may not be compatible with all
operating systems. Please check with your application vendor.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITHINTEL® PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROP-
ERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER,
AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR
APARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT, UNLESS OTHERWISE AGREED IN WRITING
BY INTEL, THE INTEL PRODUCTS ARE NOT DESIGNED NOR INTENDED FOR ANY APPLICATION IN WHICH THE FAILURE OF THE INTEL PRODUCT COULD CREATE A SITUATION WHERE
PERSONAL INJURY OR DEATH MAY OCCUR.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the absence or characteristics of any features or instructions marked
"reserved” or "undefined.” Intel reserves these for future definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The

information here is subject to change without notice, Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to deviate from published specifications. Current characterized
errata are available on request. Contact your local Intel sales office or your distributor to obtain the Iatest specifications and before placing your product order. Copies of documents which have
an order number and are referenced in this document, or other Intel literature, may be obtained by calling 1-800-548-4725, or by visiting Intel's Web site at www.intel.com.
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