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AUDIENCE AND PURPOSE

The cloud computing market is growing
rapidly as companies of all sizes see

real benefits in deploying new or legacy
applications on cloud computing services
and migrating their entire data centers to
computing and storage clouds. If properly
architected, these new cloud infrastruc-
ture, platform, and software services
can help significantly reduce the time to
market for new products, and the capital
and operating expenses for IT resources.

The Intel® Cloud Builders program provides
reference architectures in the form of
basic hardware blueprints with Intel® Xeon®
processor-based servers running cloud
computing software such as Joyent's Smart
Computing cloud infrastructure. This paper
describes a basic hardware architecture

reference point from which to build a cloud
solution using Joyent's SmartDataCenter}
SmartPlatform;* SmartMachines; and
Smart0S* The use cases in this paper can
reduce the learning curve for provisioning,
administering, operating, and maintaining
your first cloud and should be used as a
baseline to build more complex, scalable,
and resilient cloud computing architectures
adapted to your specific needs.

The audience for this Intel Cloud Builders
Guide includes enterprise IT organizations,
service providers, and systems integrators
looking to transform the cost structures
and agility of IT organizations and acceler-
ate the revenue potential of providing
public, private, or hybrid cloud

computing solutions.
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Executive Summary

In an increasingly connected global
environment marked by rapid change,
the acceleration of real-time communi-
cations and the deluge of sensor- or
user-generated content are forcing
organizations to abandon traditional IT
paradigms and to adopt a range of cloud
computing services. Highly available and
secure clouds help speed the delivery of
innovative products and optimize financial
performance in entities of all sizes, from
individuals and entrepreneurial startups,
to multinational enterprises, public sector
institutions, and governments.

These cloud computing services are
characterized by on-demand self-service
for provisioning computing resources, rapid
elasticity to scale out or scale in, measured
service for optimal resource use, resource
pooling for dynamically serving multiple
tenants, and network access via standard
protocols. Implementing real-world cloud
computing solutions can be fraught with
many challenges and trade-offs. Companies
and IT architects have to make decisions
concerning capability, performance,
capacity, deployment models (private,
public, hybrid, or community clouds), and
service models (Software-, Platform- or
Infrastructure-as-a-Service).
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Joyent and Intel worked together to

build a simple private cloud computing
testbed using Intel® Xeon® processor

5600 series-based servers and Joyent's
SmartDataCenter and SmartOS software.
The hardware selected for this Intel Cloud
Builders reference architecture consists of
three Intel® Xeon® processor X5667-based
servers. These servers ran Joyent SmartOS
on bare metal for high-performance opera-
ting-system-level virtualization zones and
dynamic trace performance introspec-

tion capabilities. An additional server was
configured to run Joyent SmartDataCenter
software for cloud control and automation.
One of the most common bottlenecks in
modern data centers is network through-
put. This testbed uses an Arista 7124S*
10GB Ethernet [1] switch to help meet the
growing bandwidth needs of a dense cloud
computing environment while also provid-
ing redundant power, cooling, and a flexible
rack-top server deployment configuration.

Using the administration portal, cloud-
service providers can create accounts

that allow customers to provision
SmartMachines based on pre-configured
templates. These services can be scaled
horizontally and vertically to meet higher
demand. Providers can improve uptime and
design for graceful failover by utilizing Zeus
Load Balancer* software [2] that allows
service continuity when physical servers
fail. The administration portal also allows
IT to shut down and delete SmartMachines
as demand for services tapers.

This guide presents the reference architec-
ture and explores several provisioning and
administration use cases to demonstrate
the ease of use, scalable computing, and
fault tolerance characteristics of the Joyent
cloud computing infrastructure service.

Introduction

This testbed incorporates Joyent's
SmartDataCenter and SmartOS soft-
ware components, ideal for deploying
and administering a cloud infrastructure:

= Scalable platform with dynamic alloca-
tion of CPU and memory cache that
accommodates real-world traffic
bursts with no intervention

= Highly secure and responsive Smart0S,
a UNIX* variant

= Adaptable design that allows components
to integrate with multiple systems and
applications, such as Oracle, MySQL,
load balancers, legacy operating systems,
or other third-party virtualization soft-
ware, such as Xen*

Joyent SmartDataCenter and Smart0S
cloud computing infrastructure software
allows for flexible deployment of public,
private, or hybrid clouds in globally
distributed data centers.
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Joyent Smart Computing Overview
Rather than evolving from a generic
virtual machine environment, Joyent
engineered Smart Computing tech-
nologies from the ground up to provide
greater flexibility, resilience, and perfor-
mance for cloud customers and their
applications. This application-centric focus
helps customers realize greater value with
cloud-based computing. The Joyent Smart
Computing solution is purpose-built to
eliminate complexity and simplify making
dynamic adjustments in a cloud environ-
ment. The Joyent software technology
stack consists of three layers shown in
Figure 1: SmartPlatform, SmartMachines,
and SmartDataCenter.

Joyent SmartPlatform

The SmartPlatform is an open-source,
server-side JavaScript platform, providing
developers with the simplicity and free-
dom of Platform-as-a-Service, without

sacrificing performance. SmartPlatform
eliminates all the details of managing virtual
hardware, with built-in scalability. This
version of the Intel Cloud Builders reference
architecture does not include use cases for
the Joyent SmartPlatform.

Joyent SmartMachines

The SmartMachine’s lightweight virtuali-
zation lets developers enable horizontal
scaling by simply managing the applica-
tion logic. This is simpler than traditional
hardware or virtual machine-based archi-
tectures, where the developer must also
create and manage multiple abstractions
of physical servers with operating systems
and other software. Pooled hardware also

allows for easy and dynamic vertical scaling.

Developers can concentrate on application
production rather than abstraction layers,
operating system management, or virtual

machine resources.

Built on the Joyent SmartOS,
the SmartMachine incorporates:

= Resource bursting: SmartMachines
use the Joyent SmartOS to tap the
expanded pool of CPU, RAM, and net-
work bandwidth, providing needed
capacity during usage spikes. Joyent
SmartOS also supports more CPU cores
and a larger memory footprint than
other virtualization operating systems,
so the resource pools will expand as
underlying hardware is improved.

Flexible configuration: SmartMachines
come preloaded with a variety of popular
software environments, including a
generic UNIX installation (Smart0S),
development platforms (PHP, Java, Ruby
on Rails), databases (MySQL, Oracle), load
balancers (Zeus), and more. Customers
can require variable hardware configura-
tions, and the Joyent SmartOS can run
Xen virtual machines to accommodate
any legacy operating system in addition
to its native SmartMachine.

Joyent's Three Layers
of Smart Technologies:
= SmartDataCenter

= SmartMachines

= SmartPlatform

A complete technology stack

that delivers true cloud computing
for public, private, and hybrid clouds

Awesome Hardware ——

SmartPlatform

Unify all the resources of the data center
into a single development platform

SmartMachines

Abstract away hardware to provide flexibility,
create resource pools, and simplify management

Joyent Smart0S —

SmartDataCenter
Manage complex architectures of

SmartMachines and virtual machines

Figure 1. Layers of Joyent Smart Technologies.




= Enhanced application performance:
Joyent SmartOS provides a system-wide
ARC cache for high-frequency disk I/0
that significantly improves read and
write performance for applications.
Within a resource pool, any memory
and CPU not used for application busi-
ness logic is dedicated to improving
performance. Re-directing idle resources
to boost application performance is
unique to Joyent Smart Technologies.

= Integrated security: The SmartOS also
adds additional security and stability to
the SmartMachine application environ-
ment. Per-machine administration is per-
formed as a root user, with no ability to
manipulate the operating system kernel.
Smart0S isolates memory, network, and
processor isolation and blocks network
reconfiguration and traffic sniffing to
keep even public cloud applications
completely segregated.

Intel® Cloud Builder Guide for the Joyent SmartDataCenter*

= Cloud Management and Administration
Portal: To facilitate cloud management,
Joyent SmartDataCenter provides admini-
strative and user control with a combina-
tion of scripts and a web-based
administration portal.

Joyent SmartDataCenter
The Joyent SmartDataCenter provides
the following features:
= Reporting, including capacity,
utilization, and health monitoring
= User access control and
account administration

= Resource management controls
for compute, storage, network,
and vLAN and SmartMachine security

= Delivery of virtual appliances

= Automation for deploying and
reclaiming resources in the cloud

= A RESTful API for integration
with third-party services

Additionally, the SmartDataCenter
administration portal helps manage

the provisioning, operation and adminis-
tration of all network elements, including
servers, switches, SmartMachines and
other hardware and software components,
the associations of these components, and
customer provisioning and billing data

(see Figure 2).

The consumer portal enables customers
to perform self-service tasks, including
the ability to:

= Rapidly create SmartMachines up
to assigned quotas (see Figure 3)

= Reboot, halt, or decommission
SmartMachines

= Add capacity up to assigned quotas
= Access invoices and charges

= Deploy resources during times
of increased traffic

Cloud Control
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Figure 2. Joyent SmartDataCenter* Administration Portal Screen.
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Implementation Overview

This testbed was implemented using homo-
genous hardware and software components
across the cloud infrastructure, including
identical network infrastructures to reduce
management and performance complexi-
ties. This consistency makes overall cloud
maintenance and scalability more reliable—
especially important as application work-
loads increase. The testbed components
were deployed in a redundant configuration,
providing resilience in case of failure of any
infrastructure components.

Testbed Blueprint Overview

Hardware Description

This testbed uses Intel Xeon processor
5600 series-based servers. Built on Intel’'s
new 32nm Nehalem microarchitecture,
the Intel Xeon processor 5600 series
brings new levels of performance to

= Intelligent performance that automa-
tically varies the processor frequency
to meet business and application perf-
ormance requirements.

= Automated energy efficiency that
scales energy usage to the workload
to achieve optimal performance/watt
and reduce operating costs.

= A 10 GB data network using an Arista
7124S* 24-port switch

= Local disk storage on all compute nodes
including Intel® Solid-State Drives (Intel®
SSDs) with persistent ZFS zones, which
offer copy-on-write, transactional data
integrity, and high performance

= Intel® Virtualization Technology (Intel
VT)° and Intel® VT FlexMigration offer
best-in-class performance and manage-
ability in virtualized environments to
strengthen the infrastructure and
reduce costs [3].

The hardware includes:

= Three Intel Xeon processor X5667-based
systems running Joyent Smart0S 5.2.2

= A 1 GB management network using a Cisco
Layer 2 switch and Intel® Intelligent Power
Node Manager software

the cloud with:

SmartMachines

Your total quota for SmartMachines is Unlimited

¥ GiB - wmiall protemplale-2.3.2
Y GiD - small protemplate-2.3.2
¥ GiD - small zxtm-6.0.4
|% GiB - small mysql-1.0.2

ACCOUNT LOC OUT

Your available RAM to allocate is
Unlimited

<J

Figure 3. Consumer Portal for Creating and Configuring SmartMachines*
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Network Configuration
Figure 4 shows the basic architecture

of the testbed network connections. Network
Each compute node has three network Switch |
interfaces. The administrative connec-
. . [
tion provides cloud control, portal, and = External - Internal £ Administrative
pro\/isioning functions for the solution. g network used for € network used s network used for
The private network connection provides £ Internet-accessible g for intersystem ‘€ cloud control and
. K Y service 7 communication g backend communication
connectivity between the infrastructure <
servers and the nodes, and the public
connection provides access to IP-address- Intel® Xeon® Processor 5600
able customer applications, data, etc. Series-based Server

This logical network configuration relies
heavily on vLAN technologies to separate
the different networks. There are three
networks configured by default for all

Figure 4. Network Topology of Compute Nodes in the Testbed.

configurations:
External vLANSs are typically addressed Primary NIC
with Internet-routable addresses and are eth0: DHCP: (VLAN 1)
used to connect to devices that are exter- headnode (kvm 18)
nal to the cloud infrastructure, including eth1: 192.168.17.1/24 (VLAN 17)
load balancers and web servers. There
can be one or many of these networks VLAN 17
depending on the need to segregate admin
traffic among groups of SmartMachines. 192.168.17.0/24
Inlterngl VLANS are typically addressed igbO: DHCP : (VLAN 17)
with private addresses and are used -
for communications between Smart- intel-node1 (kvm 19)
Machines. SmartMachines which perform ———————— ixbge0: 192.168.18.101 (VLAN 18)
front-end and back-end functions should igh1:192.168.16.101 (VLAN 16)
be configured to communicate via these
VLANSs. There can be one or many of igh0: DHCP : (VLAN 17)
these networks depending on the intel-node2 (kvm 20)
need to segregate tra,ff'c among 10GB[—————— ixbge0: 192.168.18.102 (VLAN 18)
groups of SmartMachines.
igh1:192.168.16.102 (VLAN 16)
The Administrative vLAN is used awitch
for management purposes, such as igb0: DHCP : (VLAN 17) 16
icioni i VLAN 1
SmartDataCenter‘ provmoplng, operating o YFL]AII;IPLB . intel-node3 (kvm 32) External/Public
and troubleshooting functions, console- 195 168180724 : 192.168.16.0/24
level access, broadcast/multicast control, S xbge0: 192.168.18.103 (VLAN 18)
system logs and backups. SmartMachines igh1:192.168.16.103 (VLAN 16)
do not have access to this network; there

is only one vLAN set up for this function,
and it spans the entire rack. Figure 5 is a Figure 5. Diagram of the Joyent SmartDataCenter* Testbed Hardware.

diagram of the physical architecture
used in the testbed.
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Use Case - Execution Methodology

The following outlines the steps used to
deploy the cloud platform for the use case:

1. Create a service provider administrator
on the platform once the appropriate
vLAN connections were established.

2. Next, using SmartDataCenter and Admini-
stration Portal interfaces, configure two
cloud-service consumers.

3. Create multiple Joyent SmartMachines
through each service's consumer-
management interface, including
persistent IP addresses and links
to storage.

4, Test each service consumer for
the following:

- Dynamically add new bare-metal
server capacity without disruption

- Terminate and remove SmartMachine-
based applications from the virtual
machines and load balancers

- Monitor service from each consumer

- Verify utilization reporting by
consumers and service provider

- Maintain operations using failover
during server failure

- Monitor the installation of benchmark
applications for MySQL, Ruby, and
other applications and services

The following sections describe the
step-by-step implementations and
results of these tests.

Use Case - Context

This reference architecture includes
six typical use cases for a hypothetical
company with a cloud administrator,
Tim, and John Doe, a cloud customer.

The company is configuring a private
cloud based on a cluster of Intel Xeon
processor 5600 series-based servers
and the Joyent SmartDataCenter and
Smart0S. This cloud is to be used for
internal IT deployments. John repres-
ents a group within the company who

will deploy end-user workloads in the
cloud. Note that users of these workloads
(the end users) are not aware that their
services exist in the cloud.

Use Case - Overview

1. Tim adds a new customer (John Doe)
to the Joyent SmartDataCenter infra-
structure and gives him permissions
to provision new services using
SmartMachines.

2. John provisions and deploys a new
SmartMachine using the Joyent
administration portal.

3. Tim monitors the newly provisioned
SmartMachine.

4. John scales up his service vertically
by adding system resources to his
existing SmartMachine.

5.When there's heavy customer demand,
John horizontally scales out his service.

6. John terminates a SmartMachine.

Cloud Control

General

vl Cuslomers New Cusiomer

@ 0

® Compan:
@ Company First Name
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» @ Data Centers Email Address

g Pods Alt Fmail Address

J racks Autamatic Provisioning

RAM Quola in M
Rackables

Company Name
&, Consale Sernvers it

-~ Streat 1
¥ [l Senvers

2 Server Roles b2

[2] switches City
L3 Appliances State
Hetwork Postal Code
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= |Ps
= Routers Phone Murmiber
[
» @ Subnets Comments
Open Solaris

< 7R3 Datasets

3 Zone Configurations
L] Zones Login
h Jobs

‘E_‘ storage Fools c

Passwond

Use Case 1: Adding a Customer

to the Cloud

Tim adds a new customer to the Joyent
SmartDataCenter infrastructure and
gives him permissions to provision

new services using SmartMachines.

1. The administration portal makes it
easy to configure private clouds. Once
the private cloud is set up, the cloud
administrator can add new customers.
Here, the administrator adds a new
customer named John Doe by using
the New Customer option in the
Joyent DataSmartCenter Cloud Control
Administration portal (see Figure 6).

2. The new customer (John Doe) appears
in the Listing Customers screen. John
has not been assigned any Smart-
Machines yet.

Juhin
Doa
john.doa{@acme.com

John.doef@acme.com

AcmeCop

134 NW Acme Ave

.ﬁo;naﬁa e

OR

usA
(503)5E54212 '

Role

Figure 6. Tim adds a new customer (John Doe).



Use Case 2: Customer Provisioning

of a SmartMachine

1. Using the ID and password assigned to
him when his account was created, John
Doe logs into his consumer portal. Once
logged in, he can view his account page,
where he uses the Add SmartMachine
option to provision a new zone.

2. John can choose from three default
SmartMachine templates for his new
zone. In this case, he chooses the
small_protemplate-2.3.2 template,
which is a basic zone template (see
Figure 3 on page 6).
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3. Once John has added the SmartMachine,
the administration portal begins the
provisioning process. John is taken to a
provisioning page that auto-updates to
show the current status of the newly
provisioned SmartMachine.

Use Case 3: Monitoring Newly

Provisioned SmartMachines

1. At this point, the cloud administrator
can get a detailed status of the provi-
sioned SmartMachine that John submit-
ted. Figure 7 shows that John's Smart-
Machine (marked in red) has a successful
running status.

2. The cloud administrator can also view
the detailed configuration of John's
SmartMachine, including the two IP
addresses assigned by Joyent Smart-
DataCenter—a public IP address, and
an internal, private IP address.

Cloud Control

& sign 0w
General
» & Customers Listing Zones Zoaes o P search |
Lecations
& Pocs
J raes Filer by Fune Con guration
ill =]
Hackables
&, Conzole Servers 1-130013
¥ U Servues Name Customer Contigurstion Status Reserved Setup At size Server Comments Action
& Server Roles J - - -
Fon Texlzone 182.983.16.20 smal protemsiate-2.3.2 deactiated false ani0meze 56 WB admin. 1
bl 152 168.18.20
lances
£ e zeustent 18263, 16.21 smal zxim .04 deactivaled false ni0meze 512 M8 admis. 1
Hetwork 182.962.18.21
- s mysgRest 182,988, 16.22 small mysgl 1.2 deactialed false 20100828 258 UB admin-2
= 5 A6, 1022
oy Routers
e e smart 166 desticyed false ani0meze 168
small DamE04 destroyed tase 0mEEs s1z2HY
Opensalaris
small mysqid 02 Aestreyed faise 20100920 256U
o TFE Dalasets
P smal protameiate-2.0.2 destrayed tales avrameey 256 uD
=¥ Zone Configurations
[z smart 108 destreyed false 20100029 108
2 Joos smal probempiate-2.3.2 delicyed false ni0meze 56 UB
7 Storage Pocis Smal protempiate-2.3.2 destroyed false 20101830 25 uE
small zxim 6.0.4 deslicyed false 01006530 512 M8
i large destroyed false 20100830 168
teamgenbi 162 168 16.23 nhn Doe smal protempiase-2 3 2 ncie false 201009530 256U
151681023

Figure 7. Tim views the status of the SmartMachine* that John provisioned.
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Use Case 4: Vertically Scaling a Service
1. Using Joyent SmartDataCenter, John

can vertically scale his newly created General .
service by adding more CPU resources ik Gusiomers Editing zone
and memory. This allows his service to s sand
support more end users while maintain- '2 e Name E
ing his service levels. To do this, Tim, the  Racks ;:LL;L? ’_””
cloud administrator, needs to edit John's Rackables 2rS Dataset protempiate-2.3.2 ]
specific SmartMachine zone and modify & Console Senvers Server admin-3 [<]
the existing CPU cap, which in turn 2, ey
. . " server Holes Zone Configuration small protemplate-? 3 2 [=]
directs the Joyent SmartOS running on fiJ Swilches b S————
the compute node to reserve more CPU 2 Aopliances Comments
cores for the service (see Figure 8). Network
IPs

2. Tim now changes the SmartMachine iﬂoulcrs
Zone Configuration to one with a * B siome
higher amount of memory (the Dpansolans
smart 1 GB template in this case). gisz;fn:jmm

3. Using his account page, John verifies Ef::es
that his SmartMachine now has more ) storage Pools
CPU resources and memory.

|. Es Updatc
| vh

Figure 8. Editing the zone through Joyent SmartDataCenter.*
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Use Case 5: Horizontally T (A
Scaling a Service
Using Joyent SmartDataCenter, John
can horizontally scale his newly created
service by adding new SmartMachines and SmartMachines
configuring them to run behind a Zeus Load Your total quota for SmartMachines is Unlimited
Balancer. This will ensure reqUeStS are ‘our available RAM to allocate is Unlimited
spread across both SmartMachines, effec-
tively doubling the overall request rate. e it sl r
feBgmgrbbk running 1 Gie feBgmgrbbk.example com 192.168.16.26 about 2 hours

192.168.18.26

1. John adds a second SmartMachine

i H feRnqmgrhh runnin 1 Gk feRgmgrbhg example com 192.1hH.16.24 ahour 22 hours
following the steps in Use Case 2 DL - ol AP
(See Flgure 9)' feRgmgrhhf running 1 GiR feBgmgrhhf example com 192.1RH.16.23 ahour 23 hours

192.168.18.22

2.John adds a third SmartMachine
using the 1 GB - zxtm large template. Figure 9. The three SmartMachines* that make up John's service.
This is a Zeus Load Balancer template
that comes pre-packaged with Joyent
SmartDataCenter.

Manage a new Service, step 1 of 4

3. At this point, John has three Smart-

Machines—two application servers You have chosen to create a virtual server with the following settings:
and a load balancer (see Figure 9). Description: WebTier
Protocol: http, port 80

4, John then logs on to the Zeus Extensible
Traffic Manager* (ZXTM) configuration

This virtual server will balance traffic onto the following nodes:

portal on his SmartMachine and adds a Nodes: 192.168.16.23:80,

virtual server that will act as his appli- 192.168.16.24:80

cation’s web front-end (see Figure 10).

Th|S VirtUal server |Oad ba|ances incoming To create this service, press 'Finish'. To change your settings, press 'Back’.

traffic across both his SmartMachines.
The ZXTM configuration portal IP address
and log-in information are available in the
details section of the SmartMachine that
corresponds to the ZXTM.

5. John then starts his new virtual service Figure 10. John configures a new virtual server that provides load balancing across his
using the ZXTM administration portal two SmartMachines.*

(see Figure 11). The IP address shown in

Figure 10 (192.168.16.26:80) now acts
as a virtual IP address that.resolves to T P
one of the two SmartMachines that SSs Ssaameriek
are configured behind it.
Develnpment 1icense:limited ta 10 requears per aecond; 10 concurrent connections. Nat icensed for production nse.
Services webtier (> @) ARISE webier
HTTP (A1) Runming Default Faal

Figure 11. John starts his virtual service using the ZXTM* administration portal.

1
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Use Case 6: Shutting Down

a SmartMachine

1. John uses his account page to shut
down one of his SmartMachines
(see Figure 12).

2. The SmartMachine status changes
to “installed” once it has been cleanly
shut down (see Figure 13). Since this
SmartMachine was one of the two
being serviced by Zeus Load Balancer,
shutting it down also seamlessly scales
down the service, one of the most
attractive features of a private cloud.

12

HOME *

Sy

Name Status

fa8qmagrbbg running

RAM DNS

1 GiB teBgmgrbbg.example.com
Public IP Address Private IP Address
192.168.16.24 192.168.18.24

Available actions

REBOOT

SHUTDOWN

DELETE

Figure 12. John shuts down a SmartMachine*

AL

HUME *
srnArEMar
Name Status
fesgmagrbbg Installed
RAM DN5
GiB feBgmgrbbg.example.com
Public IP Address Private IP Address
192.168.16.24 152.168.18.24

® Please note that the passwords cshown are no longer valid if you change them.
SYSTEMS LISFRNAME PASSWORD

Root User Access root n8Buqph242

(no direct sh permitted)

Webmin Access admin Sgrmg8jwta
(hrrps:/ /192.168.16.24:10000)

MyS0L Access oot ht8hdbzp&6

(arressihle via lncalhnst-3206)

Shell/SETP Access jill 7pi3gvhf26

{zudo ta roct as this user)

ACCOUNT

Availahle actions

STARTUF

DELETE

LOC QUT

Figure 13. John’s SmartMachine* is now turned off and in the “installed” state.




Things to Consider

Successfully deploying a cloud platform
requires careful planning and consideration
of several key factors—security, scalability,
application development environment, and
hardware and storage requirements.

Security is @ major concern for most cloud
service providers. Following established
best practices for security in a conven-
tional physical host context (e.g., password
management, patch management, server
hardening, anti-malware, etc.) should be
applied to virtual hosts operating on any
laaS platform. Hardware-assisted virtu-
alization, as implemented in Intel Xeon
processor 5600 series, provides full isola-
tion between individual virtual servers,
providing an additional layer of security.

It's also important to consider the virtual
environment on which you will be deploy-
ing a service. For instance, Joyent's Smart-
Machine virtual resources are a part of
the Joyent SmartOS rather than a virtual
machine running on top of a hypervisor.
This inclusive virtualization eliminates
potential application operating system
vulnerabilities at the outset, reducing the
risk of hyperjacking and reducing overall
attack surface within the virtual machine.
Each of the SmartMachine resource
containers (storage, memory, network,
I/0) is isolated from the rest.
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The Joyent SmartDataCenter supports
dynamic VLANSs, enabling cloud administra-
tors to effectively segment multi-tenant
customers from one another at any time.
In addition, customers can request multiple
layers of security within their own secure
LAN segment, providing even greater
security flexibility.

Hardware-based security: Hardware-
assisted virtualization, as implemented
in the Intel Xeon processor 5600 series,
provides full isolation between individual
virtual servers—an additional layer of
security for a cloud computing platform.

In addition, Intel® Trusted Execution Tech-
nology' (Intel® TXT) [4] uses capabilities in
the Intel Xeon processor 5600 series,
chipset, and BIOS, in conjunction with a
Trusted Platform Module (TPM) to provide
a mechanism for enabling a very small
atomic level of “assumed trust” while
allowing a robust basis for verification of
platform components such as BIOS, option
ROMs, etc. to a hypervisor or operating
system. With Intel TXT, the assumed

trust (root of trust) is pushed down into
the processor itself—perhaps the best-
protected component of any platform.

Finally, Intel® Advanced Encryption Stan-
dard (AES) New Instructions (AES-NI) [5],
a new set of instructions available on the
Intel Xeon processor 5600 series, enables
fast and robust encryption without addi-
tional appliances and increased perfor-
mance overhead. This technology can
improve performance of AES operations
by 3 to 10X over software implementa-
tions [6], allowing more secure Internet
transactions and broader use of encryp-
tion throughout the data center.

Efficient scalability: For a cloud computing
platform to effectively host business data
and applications, it must provide dynamic
scalability, a difficult task when multiple
resources, such as storage, CPU, memory,
and network bandwidth must be available
on demand. Most systems will scale with
more resources, but if the point of cloud
computing is to maximize resources and
minimize hardware purchases, the cloud
provider should guarantee that it is

using resources economically when
adding capacity.

Joyent's Smart Technology architecture
has the following key advantages to
deliver efficient scalability:

= SmartMachine lightweight virtualiza-
tion: Joyent SmartMachines have been
designed to provide the best possible
performance with limited overhead. The
SmartOS operating system maximizes
available RAM for applications. Joyent
makes use of all of the unused memory
in the cloud by providing a large ARC
cache pool, delivering unparalleled disk
I/0. Both reads and writes are greatly
improved as content that would tradi-
tionally be served from the disk is
cached in high-speed memory
without any customer interaction.

CPU Bursting: The Joyent implementa-
tion of its CPU engine allows on-demand
processing cycles from a resource pool

of available CPUs, enabling instantaneous
vertical scaling to meet bursts of appli-
cation demand without costly and
time-consuming manual provisioning

of resources.
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Application development environment:
Cloud development platforms should
mirror their target deployment environ-
ments as much as possible. If there are
multiple deployments, developers should

choose platforms that can be reconfigured

to resemble each target environment in

which the application will ultimately reside.

This can become complicated in environ-
ments where actual control over virtual
machine resources is required. Consider
an environment, such as Joyent's open-
source SmartPlatform, that enables
developers to write to one interface,
reducing programming complexity.

Hardware requirements: Processor
architecture can impact the performance
of virtual machines in a cloud computing
environment. Specific features, available
on the Intel Xeon processor 5600 series-
based servers, including Intel Virtualiza-
tion Technology (Intel VT) and Intel®
Virtualization Technology for Directed I/0
(Intel® VT-d) can help improve the perfor-

mance of virtual machines. Other features,

like Intel Intelligent Power Node Manager
[7]1 and Intel® Data Center Manager [8] can
be used for policy-based power manage-
ment and optimization.

14

Storage requirements: Using SSDs may
improve the performance of storage nodes
(and compute nodes when local storage

is utilized), as well as reduce the overall
power consumption of the cloud. While not
specifically tested in this reference archi-
tecture, you may want to consider using
SSDs when implementing a large-scale
cloud. Also not tested in this reference
architecture is persistent storage using
Storage Area Networks (SANs) which

can help meet storage requirements.

Glossary

Compute node: A single physical server
that can host multiple operating systems
and hypervisors.

Infrastructure-as-a-Service (laaS):
The delivery mechanism of the use of
computing resources (such as network,
storage, and CPU cycles) as a service,
typically through virtualization.

Platform-as-a-Service (PaaS): The
delivery of a computing platform
solution stack as a service.

SmartMachine: Lightweight virtual
machines that allow multiple virtual
environments to run on a single
piece of hardware.

Smart0S: The operating environment
for running SmartMachines.

SmartPlatform: An open-source, hard-
ware and software agnostic-application
development environment that helps
manage data centers.

SmartDataCenter: A collection of tools
that help deploy, administer, and scale
a cloud.

Software-as-a-Service: The delivery of
a software application as a service.

VM: A virtual machine is a software imple-
mentation of a computer that executes
programs like a physical machine.



Endnotes

1. Arista Networks 7124S Switch:
www.aristanetworks.com/en/
products/7100series

2. Zeus Load Balancer software:
www.zeus.com

3. Intel Virtualization Technology
(Intel VT): www.intel.com/
technology/virtualization

4. Intel Trusted Execution Technology
(Intel TXT): www.intel.com/
technology/security/downloads/
TrustedExec_Overview.pdf

5. Intel Advanced Encryption
Standard - New Instructions (AES-NI):
software.intel.com/en-us/articles/
intel-advanced-encryption-standard-
instructions-aes-ni

6. Breakthrough AES Performance
with Intel AES New Instructions:
communities.intel.com/docs/
DOC-5003

7. Intel Intelligent Power Node Manager:
communities.intel.com/docs/
DOC-4765

8. Intel® Data Center Manager: software.
intel.com/sites/datacentermanager

Intel® Cloud Builder Guide for the Joyent SmartDataCenter*


http://software.intel.com/sites/datacentermanager/
http://www.aristanetworks.com/en/products/7100series
http://www.aristanetworks.com/en/products/7100series
http://www.zeus.com
http://www.intel.com/technology/virtualization/
http://www.intel.com/technology/virtualization/
http://www.intel.com/technology/security/downloads/TrustedExec_Overview.pdf
http://www.intel.com/technology/security/downloads/TrustedExec_Overview.pdf
http://www.intel.com/technology/security/downloads/TrustedExec_Overview.pdf
http://software.intel.com/en-us/articles/intel-advanced-encryption-standard-instructions-aes-ni/
http://software.intel.com/en-us/articles/intel-advanced-encryption-standard-instructions-aes-ni/
http://software.intel.com/en-us/articles/intel-advanced-encryption-standard-instructions-aes-ni/
http://communities.intel.com/docs/DOC-5003
http://communities.intel.com/docs/DOC-5003
http://communities.intel.com/docs/DOC-4765
http://communities.intel.com/docs/DOC-4765
http://software.intel.com/sites/datacentermanager/

Intel® Cloud Builder Guide for the Joyent SmartDataCenter*

For More Information

For more information on the Intel Cloud Builders program,
visit www.intel.com/cloudbuilders

For more information on Intel Xeon processors,
visit www.intel.com/xeon

For more information on Joyent Smart Technologies,
visit www.joyent.com/technology

Performance results are based on certain tests measured on specific computer systems. Any difference in system hardware, software or configuration will affect actual performance.

For more information go to http://www.intel.com/performance.
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