How to Provision a Linux Web Server
for Intel® AES-NI

Abstract:

This guide will review the steps to configure a server and client to use Intel® Advanced
Encryption Standard New Instructions (Intel® AES-NI) when performing secure web
transactions. Intel AES-NI provides significant performance improvements allowing the
use of data ®protection not feasible before. Intel AES-NI is a set of seven new instructions
in the Intel® Xeon® processor 5600 series (formerly codenamed Westmere-EP). The
instructions are also available on certain desktop and mobile processors. Several newer
Linux distributions have Intel AES-NI support built-in. Older distributions require the
use of a patch to OpenSSL. The steps outlined in this paper ensure the software is
configuration to use this new capability.

1.1 Background Information

A secure web transaction, like accessing one’s bank account, encrypts the data before
sending it over the internet. Secure Socket Layer (SSL) and the newer Transport Layer
Security (TLS) are the protocols typically used to deliver secure transactions over the
network. When a client machine wants to securely access a server machine over TLS or
SSL a handshake occurs to choose the encryption protocol. For the new instructions to
be used, the AES cipher must be selected during the handshake. The encryption cipher is
chosen based on the preferred order that is configured in the software. To use AES and
therefore Intel AES-NI, the AES cipher should be first on each priority list. The web
server should be configured to have the AES cipher as the preferred choice, highest on
the cipher list. For the client computers under your control you want to also establish
AES as the default cipher. These settings will be reviewed in the steps below to ensure
they use the new capabilities offered by the Intel Xeon processor 5600 series.

Several newer distributions have Intel AES-NI support built-in, such as Red Hat
Enterprise Linux 6 (in beta2 at time of writing) and Fedora 13. For this paper, Fedoral3,
RHELSG beta2 and Firefox 3.5.3 were used. Older distributions require the use of a patch
to OpenSSL.

Since detailed step-by-step instructions are dependent on the specific distribution and
configuration, some instructions may vary if a different distribution is used.

See http://www.intel.com/technology/security/ for more details on how Intel AES-NI
works. Information on the performance improvement with Intel AES-NI on an Apache
Web Server using VMware vSphere* is available at: http://software.intel.com/file/26724

1 September 2010


http://www.intel.com/technology/security/
http://software.intel.com/file/26724

1.2 Newer Distributions: Confirming AES Cipher Used

Many of the newer Linux distributions have Intel AES-NI built-in. The SSL/TLS
protocol does a handshake to determine the common cipher between client and server.
For the new instructions to be used, the AES cipher must be selected during the
handshake. The encryption cipher is chosen based on the preferred order that is
configured in the software. To use AES and therefore Intel AES-NI, the AES cipher
should be first on each priority list. The web server should be configured to have the
AES cipher as the preferred choice, highest on the cipher list. For the client computers
under your control you want to also establish AES as the default cipher.

Apache SSL and TLS support is provided through mod_ssl
(http://httpd.apache.org/docs/2.0/mod/mod_ssl.html).

To verify the proper cipher order, use the “openssl ciphers -v” command. See the list
below that shows AES at the top of the list.

Figure 1: Example of ciphers command in openssl

[jeff@localhost conf.d]% openssl ciphers -w

DHE-RSA-AES256-5HA S5Lv3 Kx=DH Au=R5A  Enc=AES(256) Mac=5HAL
DHE - D55 -AES256-SHA 55Lv3 Kx=DH Au=D55  Enc=AES(256) Mac=5HAL
DHE-RSA-CAMELLIAZ256-5HA 55Lv3 Kx=DH Au=R5A  Enc=Camellia(256) Mac=5HAl
DHE-D55-CAMELLIA256-5HA S5Lv3 Kx=DH Au=D55  Enc=Camellia{256) Mac=5HAL
AES256-5HA S5Lv3 Kx=RSA Au=RS5A Enc=AE5(256) Mac=5HAL
CAMELLIA256-5HA S5Lv3 Kx=RSA Au=R5A  Enc=Camellia(256) Mac=5HAl
PSK-AES256-CBC-SHA S5Lv3 Kx=PSK Au=PSK  Enc=AE5(256) Mac=5HAl
EDH-RSA-DES-CBC3 -SHA S5Lv3 Kx=DH Au=R5SA  Enc=3DE5(168) Mac=5HAL
EDH-D55-DES-CBC3 - SHA 55Lv3 Kx=DH Au=D55  Enc=3DE5(168) Mac=5HAL
DES-CBLC3-SHA S5Lv3 Kx=RSA Au=R5A  Enc=3DE5(168) Mac=5HAL
PSK-3DES-EDE-CBC -SHA S5Lv3 Kx=PSK Au=PSK  Enc=3DE5({168) Mac=5HAL
KRBS-DES-CBC3-5HA 55Lv3 Kx=KRBS Au=KRBS Enc=3DE5(168) Mac=5HAl
KRB5-DES-CBC3-MDS S5Lv3 Kx=KRBS Au=KRES Enc=3DES5(168) Mac=MD5
DHE-RSA-AES128-5HA S5Lv3 Kx=DH Au=R54  Enc=AE5(128) Mac=5HAl
DHE-D55-AES128-5HA S5Lv3 Kx=DH Au=DS5  Enc=AE5{128) Mac=5HAl
DHE - RSA-SEED-SHA 55Lv3 Kx=DH Au=R5A  Enc=SEED({128) Mac=5HAL
DHE-D55- SEED-SHA S5Lv3 Kx=DH Au=D55  Enc=5EED({128) Mac=5HAL
DHE-RSA-CAMELLIAL28-5HA S5Lv3 Kx=DH Au=R5A  Enc=Camellia({128) Mac=5HAl
DHE-DS5-CAMELLIALZ8-5HA S55Lv3 Kx=DH Au=D55  Enc=Camellia(128) Mac=5HAl
AES128-5HA S5Lv3 Kx=RSA Au=R5A  Enc=AES({128) Mac=5HAL
SEED-SHA S5Lv3 Kx=RSA Au=RS5A Enc=5EED({128) Mac=5HAl
CAMELLIAL1ZB-5HA S5Lv3 Kx=RSA Au=RSA  Enc=Camellia(128) Mac=5HAl
PSK-AES128-CBC-SHA S5Lv3 Kx=PSK Au=PSK  Enc=AE5(128) Mac=5HAl

1.3 Older Distributions: Applying AES-NI Patch to OpenSSL

The OpenSSL libraries distributed with older versions Linux, such as RHELS5, do not
support Intel AES-NI. To add this capability the patch should be downloaded from
openssl.org , apply the patch to OpenSSL and then recompile the Apache Web server.
The general instructions for doing this are given below.

1) Fetch the OpenSSL 1.0.0 tarball from:
http://www.openssl.org/source/openssl-1.0.0.tar.gz
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2) Fetch the latest Intel AES-NI patch from OpenSSL (see Figure 2)
http://rt.openssl.org/Ticket/Display.html?id=2065&user=guest&pass=guest

3) Extract the tarball and apply the patch:
a) tar xvfz openssl-1.0.0.tar.gz
b) cd openssl-1.0.0
c) patch -p0 < /where/you/put/openssl-1.0.0-aesni-v2.patch
4) After applying the patch compile OpenSSL using the following steps:
a) /config
b) make clean
c) make
d) make test
e) make install

5) The final step is to compile the Apache Web service with the patched OpenSSL

Figure 2: Intel® AES-NI patch from OpenSSL
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1.4 Speed Test

OpenSSL includes an easy to run SSL performance test. It will test the different ciphers
and different block sizes. Specific algorithm-specific subtest can be run directly. To use
the Intel AES-NI technology the —engine aesni and —evp options should be used. The test
also allows for multiple tests to be run simultaneous. The example below runs one test
using just the AES 256-bit tests with and without Intel AES-NI. The example was run on
an Intel SR2625URT “Urbanna” system with one Intel Xeon processor X5670 2.93GHz
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Note that a BIOS update (Rev. 50) was required enable the Intel AES-NI instructions on
this particular platform.

Figure 3: Example of OpenSSL Speed Test without Intel® AES-NI

[jeff@localhost ~]% openssl speed aes-256-chc

Doing aes-256 cbc for 3s on 16 size blocks: 12942482 aes-256 cbc's in 2.99s

Doing aes-256 cbc for 3s on 64 size blocks: 3484185 aes-256 cbc's in 2.99s

Doing aes-256 cbc for 3s on 256 size blocks: B61631 aes-256 cbec's in 2.99s

Doing aes-256 cbc for 3s on 1624 size blocks: 215437 aes-25€ cbc's in 3.86s

Doing aes-256 cbc for 3s on 8192 size blocks: 27865 aes-256 cbc's in 2.99s

Open55L 1.0.8-fips 29 Mar 20816

built on: Tue Mar 38 16:82:11 UTC 2816

opticns:bn(64,64) md2({inti rcd{lx,char) des{idx,cisc,16,int) aes{partial) blowfi

shiid=)

compiler: gec -fPIC -DOPENSSL PIC -DZLIB -DOPENSSL THREADS -D REENTRANT -DDS0 DL

FCN -DHAVE DLFCN H -DKRBS MIT -m&4 -DL ENDIAN -DTERMID -Wall -02 -g -pipe -Well
-Wp, -D FORTIFY SOURCE=2 -fexceptions -fstack-protector --param=ssp-buffer-size=4
-mEd -moune=generic -Wa,--noexecstack -DMDB32 REG T=int -DOPENSSL IA32 S55E2 -DOP

EMSSL BN ASM MONT -DSHAL ASM -DSHA256 ASM -DSHAS12 ASM -DMDE ASM -DAES ASM -DWHI

RLPOOL ASM

The ‘numbers® are in 16668s of bytes per second processed.

type 16 bytes 64 bytes 256 bytes 1824 bytes 8192 bytes
aes-256 cbc 69257 .60k T2B65. 50k 73771.75k 73535.83k 73988 . 28k

[jeff@localhost ~]15 ]

Figure 4: Example of OpenSSL Speed Test with Intel® AES-NI

[jeff@localhost ~]% openssl speed -engine aesni -evp aes-256-chc

engine "aesni" set.

Doing aes-256-cbc for 3s on 16 size blocks: 1666620849 aes-256-cbc's in 2.99s

Doing aes-256-cbc for 3s on 64 size blocks: 26261786 aes-256-cbc's in 2.99s

Doing aes-256-cbc for 3s on 256 size blocks: 6618155 aes-256-cbc's in 2.99s

Doing aes-256-cbc for 3s on 1624 size blocks: 1658893 aes-256-cbc's in 2.99s

Doing aes-256-cbc for 3s on 8192 size blocks: 267248 aes-256-cbc's in 2.99s

OpenSSL 1.8.68-fips 29 Mar 20816

built on: Tue Mar 36 16:82:11 UTC 2816

opticns:bn(64,64) md2({int) rcdilx,.char) des{idx,cisc,16,int) aes{partial) blowfish{ig
®)

compiler: gcc -fPIC -DOPENSSL PIC -DZLIE -DOPENSSL THREADS -D REENTRANT -DDS0 DLFCH
DHAVE DLFCN H -DKRBS MIT -m64 -DL EMDIAN -DTERMIO -Wall -02 -g -pipe -Wall -Wp,-D FOR
TIFY SOURCE=2 -fexceptions -fstack-protector --param=ssp-buffer-size=4 -m6d -mtune=gq
neric -Wa,--noexecstack -DMD32 REG T=int -DOPENSSL IA3Z2 S5E2 -DOPENSSL BN ASM MONT -1
SHAL1 ASM -DSHA256 ASM -DSHAS12 ASM -DMDS ASM -DAES ASM -DWHIRLPOOL ASHM

The "numbers® are in 1688s of bytes per second processed.

type 16 bytes 64 bytes 256 bytes 1824 bytes 8192 bytes
aes-256-che 538659.79k  560B40.98k  56663B.82k  56B8129.24k  567B17.93K
[jeff@localhost ~]% ||

1.5 Client Configuration

Since the handshake picks the highest common cipher supported by both server and
client, for the clients systems under your control establish AES as the default cipher.

1. Firstensure that SSL and TLS are enabled by default. This is found under the
menus “Tools” “Options” “Advanced”
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Figure 5: Ensure SSL & TLS are enabled by Default

vt 143 Pocamom an Lmuss isbeercnrfior intel ANl docs - Moot Wi

I-1;=-e cm H |-

Jo vt
frec.
o rogueals =y poriond certifcabe o

view Conhcaies | Begabenlss  Madeion | Secunty Deaces

Next ensure the AES cipher is enabled. In the address of the Firefox browser type
“about:config”. From the resulting list, ensure AES is enabled as is shown in
Figure 6.

In our testing (using https://www.fortify.net/sslcheck.html and also using the
S_Server capability of Apache http://www.madboa.com/geek/openssl/). An
additional step to disable camellia was required in order for the AES cipher to be
chosen during the handshake. Double-clicking on the camellia cipher in the
“about:config” window will disable it and allow AES to be selected.
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Figure 6: Ensure AES Cipher is enabled and preferred

L HOW-TO Provision an Linux WebServer for Intel AE&P\’OE.docx - Microsoft Word
@ about:config - Mozilla Firefox =B =
@ - c Q || aboutconfig 77 - |49~ Google »
2 Most Visited | | Getting Started 7, Latest Headlines
|| about:config + -
Filter: Pl
Preference Name + Status Type Value =3
roaming.showlnitial Warning default boolean true =
security. OCSP enabled default integer 1
security. OCSP require default boolean false
security.alternate_certificate_error_page default string certerror
security.ask_for_password default integer i}
security.checkloaduri default boolean true
security.default_personal_cert default string Ask Every Time
security.dialeg_enable_delay default integer 2000
security.directory default string
security.enable_ssl2 default boolean false
security.enable_ssl3 default boolean true
security.enable_tls default boolean true
security.enable_tls_session_tickets default boolean true
security.fileuristrict_origin_policy default boolean true
security.password_lifetime default integer 30
security.remember_cert_checkbox_default_setting default boolean true
security.ssl.allow_unrestricted_renego_everywhere_temporarily_avail... default boolean true
security.ssl.renego_unrestricted_hosts default string
security.ssl.require_safe_negotiation default boolean false
security.ssl.treat_unsafe_negotiation_as_broken default boolean false
security.ssl2.des 54 default boolean false
security.ssl2.des_ede3 192 default boolean falze /|
security.ssl2.rc2_128 default boolean false
security.ssl2.rc2_40 default boolean false
security.ssl2.red_128 default boolean false
security.ssl2.rcd_40 default boolean false
security.ssi3.dhe_dss_aes_128_sha default boolean true
security.ssi3.dhe_dss_aes_256_sha default boolean true
security.ssi3.dhe_dss_camellia_128_sha default boolean true
security.ssi3.dhe_dss_camellia_256_sha default boolean true
security.ssl3.dhe_dss_des_sde3_sha default boolean true
security.ssl3.dhe_dss_des_sha default boolean false
security.ssl3.dhe_rsa_aes_128_sha default boolean true
security.ssl3.dhe_rsa_aes_256_sha default boolean true
security.ssi3.dhe_rsa_camellia_128_sha default boolean true
security.ssi3.dhe_rsa_camellia_256_sha default boolean true
security.ssi3.dhe_rsa_des_ede3 _cha default boolean true
security.ssi3.dhe_rsa_des_sha default boolean false
security.ssi3.ecdh_ecdsa_aes 128_sha default boolean true
| | |security.ssi3.ecdh ecdsa aes 256 sha default boolean true i

1.6 Summary

The system is now provisioned for Intel AES-NI which can greatly accelerate the AES
encryption algorithm in SSL.
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