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=" AUDIENCE AND PURPOSE
'ntel \ ﬂ% This paper is for IT organizations and service providers who are interested in

Xeon ‘ building cloud data centers. Storage solutions are critical elements of the overall
jiside” cloud architecture. Unified networking based on 10 Gigabit Ethernet provides a
Intel® Xeon® Processor 5500 Series cost-effective solution for cloud storage architecture based on commonly used
Intel® Xeon® Processor 5600 Series Ethernet technology.
The purpose of this paper is to give complete architectural details with step-
" by-step instructions to set up and evaluate the two most common block-
NetApp level storage protocols, fibre channel over Ethernet (FCoE) and Internet small

computer system interface (iSCSI), run over 10 GbE from end-to-end. We provide
our observations about the functionality and performance observed during our
tests.

Since there are tradeoffs among the protocol choices, we recommend that

the reader take the time to evaluate the multiple options that exist for unified
networking in their own labs running their own workloads to best determine the
most appropriate technology choice.
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Executive Summary

In recent years, growth in Ethernet-based
storage has surpassed that of storage-
specific fabrics, driven in large part by the
increase in server virtualization. Unified
networking over 10 Gigabit Ethernet (10
GbE) in the data center offers compelling
benefits for the evolving virtualized data
center, including simplified infrastructure,
lower equipment and power costs, and
greater flexibility. Easy access to the
storage area network (SAN) will be critical
as virtualization deployments continue

to grow and new, on-demand data center
models emerge.

Intel and NetApp are two leaders in the
transition to 10 GbE unified networking.
This paper explores the benefits of
unified networking, approaches to enable
it, and methods Intel and NetApp use to
bring important, consolidation-driven
technologies to enterprise data center
customers.

Introduction

Our Test Plan and Results

Intel and NetApp worked together to
implement both FCoE and iSCSI over

an end-to-end 10 GbE network in an

Intel® Iab. In all cases, we used native 0S
initiators with a standard Intel® 10 Gb
Ethernet NIC on the server, rather than
offloading the entire protocol stack to

a proprietary host bus adapter (HBA)

or converged network adapter (CNA) as
was done in the past. We were able to
achieve near 10 Gbps line rate throughput
performance in most cases. We obtained
similar results for FCo€ and iSCSI in most
cases. We present the detailed technology
overview, test plan, step-by-step
configuration, results, and analysis below.
We hope our work will bring new insights
to your organization on the use of unified
networking over 10 GbE and the use of
native OS initiators for iSCSI & FCoE.

The 10 Gigabit Ethernet Transition

Simplification of the Network with 10
GbE

As IT departments look to reduce costs
and improve server efficiency, they

turn increasingly to server virtualization
and consolidation. The benefits of
virtualization are widely understood:
less server hardware to purchase, lower
power and cooling needs, and centralized
management. Today's servers are based
on powerful new processors, including
the Intel® Xeon® processor 5600 and
7500 series, that support more virtual
machines (VMs) per physical host than
ever before, which helps IT realize greater
consolidation ratios.

=The latest generation of Intel® Xeon®
processors enables IT to consolidate
servers at a 15:1 ratio, which delivers
power savings of up to 90 percent and
a five-month return on investment.

*New four-socket processors deliver 20
times the performance of previous gen-
eration processors.

=Nearly 50 percent of the four-socket
servers shipped today are used for
virtualization.'

Unfortunately, the success achieved by
many organizations as they attain these
benefits has been limited by past practices
used to network virtualized servers. As
VM density increases, a physical server's
networking needs also increase, which
adds both cost and complexity. A typical
virtualized server contains eight to ten
Gigabit Ethernet (GbE) LAN ports and two
dedicated SAN ports.

As server virtualization continues to
spread, 10 GbE unified networking
simplifies server connectivity. The
consolidation of multiple GbE connections
traffic onto a single 10 GbE adapter
significantly reduces cable and
infrastructure complexity, and overall
TCO. Enhancements to the Ethernet
standard also enable 10 GbE support for
both LAN and SAN traffic, which allows IT
to realize further benefits as it converges
data and storage infrastructures. Thanks
to Ethernet’s ubiquity, cost-effectiveness,
flexibility, and ease of use, it has emerged
as the data center unified fabric.

Figure 1. Multiple GbE Connections in a Typical Virtualized Server



Intel® Cloud Builders Guide for NetApp* Unified Networking and Storage: 10 GbE FCo€ and iSCSI

10 GbE: The Fabric of Cloud
Computing

The growth in server virtualization has
helped data center networks evolve
from discrete, siloed infrastructures
to more flexible fabrics with the
scalability and agility necessary to
address the needs of new usage
models and to provide an excellent
foundation for enterprise cloud
computing.

Over 2.5 billion users will connect to
the Internet in the next five years,?
with over 10 billion devices.? This
usage will require eight times the
current amount of storage capacity,
16 times the current network capacity,
and over 20 times the current compute
capacity.* A new infrastructure must
emerge to power this growth and

to enable the most efficient use of
resources; this is cloud computing. The
cloud is an evolution of computing that
delivers services over the Internet to
consumers and enterprises. Services
scale—as needed and only when
needed—without user intervention.
We need highly scalable and efficient
cloud architecture to provide both the
technical attributes, and the extreme
resource utilization and efficiency
cloud computing promises.

With its reduced hardware
requirements, fewer points of
management, and broad ecosystem
support, 10 GbE delivers the flexible,
simplified network infrastructure
needed to support cloud computing.
The following key characteristics
make 10 GbE the ideal fabric for cloud
infrastructures.

Ubiquity: Ethernet connectivity ships
standard on nearly every server
today, and Ethernet infrastructures

Figure 2. Simplified Server Connectivity with 10 GbE

are a universal data center component.
When 10 GbE LAN on motherboard (LOM)
connections are integrated in the next
generation of servers, unified LAN and
SAN connectivity will be available by
default.

Advanced Virtualization Support:
Advanced server virtualization enables
dynamic resource allocation and every
cloud computing infrastructure requires
it. Technologies from companies such as
Intel, VMware, and Microsoft deliver line-
rate 10 GbE throughput and support for
platform virtualization enhancements.

Unified Networking: A 10 GbE

unified fabric simplifies the network
infrastructure because it consolidates
LAN and SAN traffic. Recent Ethernet
enhancements ensure quality of service
(QoS) for critical traffic.

Intel and NetApp are companies leading
the shift to 10 GbE-based unified
networking in the data center. The latest
Intel® 10 Gb Ethernet controllers and
server adapters include virtualization
optimizations and advanced unified

networking features. These features

have optimizations for lossless Ethernet,
intelligent, hardware-based acceleration
for (FCo€E) and iSCSI, and support for Open
FCoE, which is discussed later in this paper.

NetApp provides products and services
to plan, design, implement, and maintain
Ethernet-based storage solutions.

These solutions simplify network
connectivity for today’s virtualized
servers and lay the foundation for the
next generation data center.

The Promise of Ethernet Storage

New usage models and the explosive
growth of data in their organizations
have forced IT administrators to deal
with complicated technical and business
challenges. Today, most IT departments
deploy separate LAN and storage
networks, with storage often divided
between network-attached storage
(NAS) for file-based applications, and SAN
(fibre channel (FC) and iSCSI) for block-
based applications. The goal of unified
networking is to allow a single-fabric
infrastructure, based on 10 GbE, to carry
all of these disparate traffic types.
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Ethernet has served as a unified data
center fabric for years because it supports
LAN, NAS, network file system (NFS),
common Internet file system (CIFS), and
iSCSI SAN traffic. With recent Ethernet
enhancements and the ratification of the
FCoE specification, data center bridging
(DCB)-based Ethernet adapters can now
facilitate the connection of servers to FC
SANs. The extension of Ethernet’s reach
and administrators’ wide familiarity with
FC SAN traffic will help accelerate the
move to 10 GbE-based I/0 consolidation in
virtualized data centers, reduce costs, and
improve simplification and agility.

Given its flexibility and long history, it

is no surprise that Ethernet storage

is the fastest growing segment of the
storage system market. The industry
research firm IDC*> estimates that the
worldwide Ethernet-based storage system
(NAS and iSCSI SAN) market grew at a
compounded annual growth rate (CAGR)
of approximately 23 percent between
2005 and 20089. iSCSI storage shipments,
in particular, experienced the highest
growth rates (70 percent) from 2005-
20089, driven by broad iSCSI adoption in
Windows*, virtual server, and blade server
environments.

Industry analysts project continued gains
in the Ethernet storage market share due
to increasing deployment of “Ethernet
only” data centers (which use a unified
10 GbE infrastructure for all data and
storage traffic), the emergence of cloud
computing, and the entrance of FCoE
solutions into the mainstream.

Ethernet Enhancements for Storage

Data Center Bridging for Lossless
Ethernet

To strengthen 10 GbE as a unified data
center fabric, the Institute of Electrical
and Electronics Engineers (IEEE) has
standardized Ethernet enhancements to
support storage traffic, including FCoE

and iSCSI. These extensions, known
collectively as Data Center Bridging,
enable better traffic prioritization over
a single interface, as well as advanced
means to shape traffic on the network
to decrease congestion. In short, DCB
delivers a lossless Ethernet fabric for
storage traffic.

Fibre Channel over Ethernet: Enabling
End-to-End Unified I/0

FCoE is a logical extension of Ethernet
that uses the fibre channel network,
service, and protocol layers to carry data
packets over the Ethernet’s physical and
data link layers. Fibre channel’s unique
network-centric management model

has proven administrative capacities to
scale to thousands of end nodes in a data
center. The use of fibre channel's upper
layers smoothes the transition to FCoE
because existing SAN-based applications
do not need to change to benefit from
the performance and cost benefits of
FCoE. The provisioning responsibilities,
now split between the server and storage
administrators, can be maintained in the
transition from fibre channel SANs to
Ethernet-based FCoE-powered SANSs.

Many enterprises have extensive FC
installations, and the availability of
native OS FCoE initiators makes the FC
SAN easily accessible for any server
with a 10 GbE port. Because it allows

FC to use DCB-capable Ethernet, FCoE
eliminates the need for dedicated

FC HBAs, which reduces cabling and
switch-port requirements. At the same
time, it coexists with established FC
infrastructures. The result is a simplified
data center infrastructure, lower
equipment and power costs, and universal
SAN connectivity across the data center
over the trusted Ethernet fabric.

Introduction of the Open FCoE
Architecture

The Open FCoE approach consists of
standard 10 GbE adapters and native
operating system-based FCoE initiators,
which together provide robust, scalable,
and high-performance server connectivity
without expensive, proprietary hardware.
As shown in Figure 4, Open FCoE
implements the complete FC protocol in
the operating system kernel. It provides
libraries for different system-level
implementations, which allow vendors to

Ethernet vs. Fibre Channel
Target Unit Shipments

2002 2002 2004

300,000
250,000 -
200,000 /
150,000 ’/’\
100,000 %"4//’,—/“:
50,000 —— Ethernet {iSCSI & NAS)
0

2005
Calendar Year

2000 2007 2008 2009

Figure 3. Actual Unit Shipments for Ethernet and Fibre Channel Storage (IDC, 2009)
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implement data plan functions of the FCoE
stack in the hardware to deliver optimum
performance.

Open FCoE: Momentum Started in the
Linux* Community

The Linux community accepted the Open
FCoE project in November 2007 with a
goal to accelerate the development of a
native FCoE initiator in the Linux kernel.
The industry responded enthusiastically,
and today there are over 190 active
participants in the community who
contribute code, provide review
comments, and test the Open FCoE stack.
To date, the Open FCoE source website
(www.open-fcoe.org) has received over
20,000 hits. Open industry standards
and Open Source play a significant role
in the modern data center, as they lower
R&D investment and enable access to a
multi-vendor supply chain that is designed
for heterogeneous interoperability. This
ultimately results in greater choice and
lower equipment costs.

Open FCoE Solution

Operating System

Figure 4. Overview of Open FCoE Initiator
Solution with Intel® 10 GbE NIC

Currently, production Open FCoE solutions
are available from major vendors

such as SUSE* and Microsoft*. Other
implementations will be released soon.
Contact your OS and virtual machine
monitor (VMM) vendors for availability
information. We used Microsoft Windows
Server* 2008 R2 in our tests for this
paper.

The Open FCoE approach offers a number
of advantages in terms of accessibility and
ease of use.

Accessibility: The Open FCoE approach
makes FC SAN access available to any
server with a DCB-capable 10 GbE adapter
installed. IT departments can standardize
on these adapters to simplify server
connectivity across multiple use cases.
With FCoE support integrated into the
operating system, FC SAN access will
become readily available across these
converged networks and even more
accessible once 10 GbE LOM technology
becomes more pervasive.

Ease of Use: Because the Open FCoE
approach uses DCB-capable 10 GbE
adapters that comply with broad, well
known Ethernet standards, IT can
utilize existing knowledge to configure
and manage these adapters for FCoE
deployments. In fact, IT can standardize
on a single product or product family
for all LAN and SAN connectivity. FCoE
initiator integration into the OS also
means common OS-based tool support
across a product family or even adapters
from multiple vendors, as they become
available.

Native Initiator Success: iSCSI

iSCSI provides an excellent example of
the success of native storage initiators
integrated into the operating system.

In the early days of iSCSI, proponents of
iSCSI HBAs claimed that these dedicated
adapters were necessary to deliver
acceptable performance. iSCSI HBAs

offload iSCSI processing to a separate
processor on the adapter, rather than
allowing the host processor and operating
system to handle these tasks.

Today, all major server operating systems
include native iSCSI support, which
delivers the same benefits as those
detailed above. Native iSCSl initiators have
continued to mature and now support
advanced adapter features and platform
advancements that help deliver excellent
performance. In fact, Intel recently
demonstrated a standard Intel® Ethernet
10 Gigabit Server Adapter driving 1.25
million input/output operations per second
(IOPS) using the native iSCSI initiator in
Windows Server 2008 R2.

IT departments which standardize on
Intel Ethernet Server Adapters for
iSCSI connectivity are able to use a
single initiator, TCP/IP stack, and set of
management tools and IT policies. Easier
server provisioning, lower likelihood of
human error, and simpler management
enable lower capital and operational
expenditures. That standardization
also allows IT to enjoy the benefits of
simplified management and integrated
tools. Intel expects the same benefits
from Open FCoE-based solutions.

Test Configuration Overview

Our test configuration is shown in Figure
5. We have two Intel Xeon processor
5600 series-based servers running
Microsoft Windows Server 2008 R2.
These servers are equipped with Intel®
X520 series 10 GbE NICs running native
OS initiators for iSCSI and FCoE. The NICs
are connected to a Cisco Nexus* 5020
switch with fibre channel support options.
This is where the fibre channel naming
service runs. The switch is connected with
two 10 GbE connections to a NetApp*
FAS6280 storage system. This topology
provides separate paths for the iSCSI

and FCoE traffic, which each run at full
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10 GbE speeds from end-to-end. It is also
possible to run iSCSI and FCoE on a single
connection from the switch to the NetApp
storage system.

The hardware and software used to
execute the functional and performance
testing consisted of:

=Intel® white box dual-processor server
=Two Intel® Xeon® processor 5680
series-based servers
=6 cores / total 12 threads each
= 3.33GHz clock speed
=Intel X520 series 10 Gb/s Ethernet
adapter
=24 GB Memory
=2x146 GB HDD RAID O
=Microsoft Windows Server 2008 R2
=NetApp FAS6280 storage system
=Data ONTAP* 8.0.1 operating system
=X1139 Unified Target Adapter (for
FCoE)
=2 TB Flash Cache (intelligent read
cache)
= Cisco Nexus 5020 unified switch
=10S 4.2
= Microsoft Windows Server 2008 R2
=Native OS FCo€E and iSCSI initiators
=lometer version 2006.07.27 was used
for testing throughput
= To provision storage space on the
NetApp FAS6280 system, we used
NetApp SnapDrive* for Windows* data
management software for both iSCSI
and FCoE protocols. This simplified the
LUN creation and attachment process.

lometer Configuration Overview

lometer, by default, will create one worker
thread for each processor core/thread
detected. In this case, 24 workers were
automatically created so that lometer
could fully utilize the Intel Xeon processor
architecture.

Intel® Xeon® 5600
series-based
server with Microsoft
Windows* Server
2008 R2.

Intel® X520 series 10GbE
NIC with native OS

>

10GbE FCoE

FCoE initiator.
AN J

4 N\

[ Cisco Nexus* 5020 switch
10GbE iSCSI

NetApp*
FAS6280
storage
system

Intel Xeon 5600 based
server with Microsoft
Windows Server
2008 R2.

Intel X520 series 10GbE
NIC with native OS
iSCSl initiator.

AN J

Figure 5

The workers were each configured
with disk targets that point to the LUN
attached by iSCSI or FCoE protocol, as
appropriate.

The number of outstanding I/0s per target
was set to eight to increase parallelism
and performance.

The access specifications were as follows:

Block sizes used for each FCo€E LUN or
iSCSI LUN: 4 KB, 8 KB, 16 KB, 32 KB, 64
KB, 128 KB, 256 KB, 512 KB, and 1024 KB.

For each block size we ran seven different
tests:

100% sequential read
100% sequential write
100% random read
100% random write

50% read/write sequential mix

o Uk w N =

50% read/write random mix

7.  50% read/write and 50% random/
sequential mix

Test Configuration Details

NetApp Storage System Configuration
Details

NetApp Environment Setup
Hardware

1. NetApp FAS6280 storage system
2. 2.0 TB flash cache memory

3. Three DS14 MK4 shelves with 14 FC
450 GB drives each

4, Two DS4243 shelves with 24 SAS
450 GB drives each

5. One DS4243 shelf with 24 1 TB SATA
drives

6. *** Tested LUNs = 100 GB to each
server (iSCSI & FCoE)
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NetApp Access, Licensing, and Global Configurations
a. Storage is presented to a server as a LUN. LUN creation in NetApp is built within a Volume, which is built within an Aggregate,
which consists of one or more redundant array of independent disks (RAID) groups.

Data ONTAP* Logical View

Abstraction Layer Efficiency Feature
—~—

\

ﬁ
Thin Provisioning
Thin Replication
FlexVol D D Snapshot Copies
—— Virtual Copies
Deduplication

Aggregate D
—_—

~~—)
J

RAID Group D D RAID-DP

— -~

e m ==
—_— —~—— —

Figure 6

b. Note that we will handle the global configurations in this section. The LUN creation details will be presented in line with the server
iSCSI and FCoE configuration sections to follow.

¢. Access the storage system through the web portal.

1 epinadd 7 System Status @

= Filer (7 Filer =+ Snow Sua

Manage Lcenses Filer Epina03 fm.inlel com
FAS

Sysiogesssges. System iD 1873745705

At LGy Version 8.01RC2X3

Use Command Ling Velumes 10 Volumes

Configure Sysicg Aggregates 2 Aggregates

Configure Fie System & Disks 58 Disks

Configure Autosppart (12 spare, 0 falled)

Test Autosuppert status @ The system's global status is
normal

Figure 7
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d. Verify that licenses were applied through Manage Licenses in the left menu of the NetApp FilerView* administration tool. Provide
the required credentials for VMware vCloud Director to ready the hosts.

FilerView®
= epina03 (7 Disk Sanitization @
. Fler (T A Enter the Disk Sanitization license.
Show Status FCP —— & FEBALFM @
sy § e Enter the FCP license. (site icense, expires 26 Nov 2010}
nage Licenses .3
T FlexClone IPMKACH @
sl Enter the FlexClone licanse. (site icense, expires 26 Nov 2010)
Audit Logs FlexScale @
o Lo Enter the FiexScale icense.
se Commal
Con s FlexCache NF$ @
Con::" F::b' Enter the FlexCache NFS license.
re wﬂ
Configure Autosupport HTTP Tk @
s i Enter the HTTP kzense. (sie beense, expires 26 Nov 2010)
UutoSuppPO! =
iscsl —p umawH @ F
it Enter the ISCS| kcense. (site beense, expires 26 Nov 2010) . B
Figure 8

e. NetApp systems use Aggregates to create pools of storage out of one or more RAID groups, which can then be subdivided into
logical storage containers as Flexible Volumes. Storage administrators may also take actions such as creating snapshot copies and
volume copies at the Aggregate level.

f. To create an Aggregate, open Aggregates from the left menu of FilerView, select “Add” to open the Aggregate Wizard, and select
“Next" to start the wizard.

FilerView®

@ epinali3: Aggregate Wizard - Windows Internet Explorer

Aggregate Wizard

e —— Weilcome to the aggregate Storage wizard. This wizard can be used to create,
Manage adjust, and mirror aggregates.

Configure RAID
Storage (7 You have chosen to
Operations Manager 7/
SnapMirror 7!

CIFS (7

NFS (7

HITP (7

LUNs (%
MultiStore 7/
Network (7

Security 7

Secure Admin 7/

NDMP (7 [ cancel |

RS UI—  e——

« Add a new aggregate

® 4 & 8 8 8 8 8 " e 8 @

Flgure 9
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Name the Aggregate and Define its Parameters.

a. Double Parity (DP) is a default. Ensure “Double Parity” is checked to ensure the new aggregate uses a NETAPP RAID-DP* disk lay-
out. RAID-DP further decreases the risk of data loss, as it ensures that parity can never become a performance bottleneck, and that

a RAID group can survive the loss of more than one disk.

Aggregate Wizard - Aggregate Parameters

Select to enable double parity on this aggregate. Enabling this
option requires an extra disk per RAID group.

Aggregate Name: EPlaggr? €— @
Enter a name for the new aggregate.

64-bit Aggregate: [] 64-bit Aggregate 2’
Select to create 64-bit aggregate. Enabling this option allows you
to create aggregate larger than 16TB.

[ <Back | [ cancel | [ Next» |

Figure 10
b. Chose the number of disks upon which the RAID group will reside.

Aggregate Wizard - RAID Parameters

RAID Group Size: 16 =@
Enter the number of disks per RAID group on this aggregate. Disks will be organized into
RAID groups of this size.

[ <Back | [ cancel | [ Next> |

-

)

Figure 11

10
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¢. NetApp gives the administrator the choice of drives to be used in the Aggregate, and an option to allow the storage system to au-
tomatically make the choice.

Aggregate Wizard - Disk Selection Method
Disk Selection:

a Automatic ¥’
Select whether you want manual or automatic disk selection. If you select z
automatic, disks will be chosen for you.

© Manual

[ < Back ] [ Cancel ] [ Next = ]

Figure 12

d. Choose the Disk Type for the Aggregate. The choice is limited to the physical type of installed drives.

Aggregate Wizard - Disk Type
Disk Type:

AnyType + @
Select the type of disk to use. Select 'Any Type' to have the disk types chosen
automatically.

FCAL, SAS L

<Back | [ Cancel | [ Next> |

Figure 13

1
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e. Select from available drives or let the storage system automatically make the choice.

Aggregate Wizard - Disk Size

Disk Size:

Any Size = @
Select the size of disk to use. Select "Any Size' to have the disk sizes chosen
Stolical | Any Size |
| 266G
la08G

[ <Back | [ cancel | [ Next> |

Figure 14

f. Choose the number of drives for the aggregate.

Aggregate Wizard - Number of Disks

Number of Disks: 3 @
Select the number of disks of size "Any Size' and type 'Any Type' to add to the
aggregate. There are a total of 12 spares available.

h

= 0 0~ N Uh B

((<Back ] [ cancel | [ Next> ]

Figure 15

12
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g. Commit the Aggregate to the system.

Aggregate Wizard - Commit

Below is a summary of your changes.
Create New RAggregate -

Volume Name: EPIaggr2
BATID Group Size: 16

Number of Disks: 3
Disk Size: Any Size
Disk Type: Any Type
Double Parity: yes
64-bit Aggregate: no

4 )

[ <Back | [ cancet | [ Commt |

Figure 16

h. Verify the Aggregate creation in the Manage Aggregate window. A refresh of the window may be necessary.

FilerView®

Manage Aggregates @
Aggregates — Manage

+ Storage 7/ = e
+ Operations Manager 7/ 1ol | enbne, rad_dp F 0.4 58 o% il ] 2 -] Mk gk
« SnapMirror %/ onbne, rad_dp nre 12% 12878 & ] Nk block
* CIFS(7 Y
s [ Resurict | [offine ] [[Destroy |
- m‘.?. Aggregates: 1-3of 3
* LuMs "7
« MultiStore 7 Refresh | o
Z
Figure 17
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NetApp Creates olumes, or FlexVols, from the Aggregates
FlexVol volumes are easily created, exported, and mounted onto networked servers.

a. To create a FlexVol volume, open “Volumes” from the left menu of FilerView and select "Add” to open the Volume Wizard.

FilerView®

= epinadd (7 System Status @
* Filer (%) Filer = Show Status

@ https//10.19.253.237/7% joyerthing g true - epina03: V... b2 i) [ |

* Volumes 7
Add g — —
Manage -
Risiie Volume Wizard
« FlexClone Volumes (7 Welcome to the volume Storage wizard. This wizard can be used to create, adjust,
o Qtrees =) and mirror volumes.
+ Quotas (7
+ Snapshots 7/
* Aggregates (%) 3 « Add a new volume
+ Storage 7/
+ Operations Manager 7/
+ SnapMirror 7/
« CIFS(7)
» NFS(7)
* HTTP (%
« LUNs = (%)
+ MultiStore (7/
« Hetwork (7! :
« Security 7 - 3 Cancel - —
+ Secure Admin 7/
* NOMP (7

You have chosen to

Figure 18

b. Choose “Volume Type” in the Volume Type window.

FilerView®

Volume Wizard - Volume Type Selection

Veolume Type Selection 3 i @
Select whether you want to create a traditional, flexible, or cache volume. & Flexible
» Traditional

« FlexClone Volumes (7|
- o Cache

» Qtrees (7
+ Quotas (7
+ Snapshots (7
*+ Aggregates 7/
 Storage 7/
+ Operations Manager 7'
* SnapMirror (7
« CIFS(%)
* NFS(P
» HTTP(?:
* LUNs (7
* MultiStore (7' <Back | [ cancel | [ Hext> |
32

Figure 19
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¢. Name the volume in the Volume Parameters windows.

Volume Wizard - Volume Parameters

Volume Name: e — @
Enter a name for the new volume.

Language: English (US) - @
Select the language to use on this volume.

UTF-8: @

Select to make language of this volume UTF-8 encoded. CIUTF-8

(<Back ] [.cancel | [ Next> ]

Figure 20

d. Assign the volume to an established Aggregate in the Flexible Volume Parameters window.

Volume Wizard - Flexible Volume Parameters

Containing Aggregate aggr0 (10.4 GB, raid_dp) |2
:elerc: t:t; :g?;edg;hi:o e:;ontnm this volume. Only non-snaplock 200r0 (10.4 GB, raid_dp)
ggreg Lo aggr1 (11 TB, raid_dp)
Space Guarantee vohime = k)
Sets the space guarantee. Volume guarantees space for the entire

volume in the containing aggregate; File guarantees space for a file at
file allocation time, None reserves no extra space for the volume.

[<Back | [ cancel | [ Next» ]

Figure 21
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e. Set the volume size in Flexible Volume Size window. “Total Size" will create the volume to the exact specifications set, while
“Usable Size” will increase the volume size to enable disk space overhead.

| olume Wizard - Flexible Volume Size |

Volume Size Type: > TotalSize @
Select Total Size to enter the total volume size (including snap reserve) and Usable Size to "

enter the usable volume size (excluding snap reserve). & Usable

" Size
S i 5

Volume Size: : L _ —» 3 w2
Enter the desired volume size. The containing aggregate, aggr1 has a maximum of 11 TB space

available. 11 TB (Max)
Snapshot Reserve : 20 % @
Enter the snapshot reserve for volume 'EPIVoI01'. The range is between 0% and 100%. The

default is 20%.

[ <Back | [ cancel | [ Next> |

Figure 22

f. Note that we did not need a Snapshot Reserve for our testing. Instead, we just used the default of 20 percent.

g. Commit the volume to the system. ** Note the volume size has increased from the 42 GB initially set due to the Snapshot Reserve.

Volume Wizard - Commit

Below is a summary of your changes.

Create New Volume -

Volume Name: wvol9

Aggregate Container: aggr0 (10.4 GB, raid_dp)
Volume Size: 52.5 MB 44—

Snapshot Reserve: 20%

Language: English (US) (en_US)

Space Guarantee: volume

[ <Back | [ Cancel | [ Commi

Figure 23
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h. Verify the volume in the FilerView Manage Volumes window.

[ epinald 7 Manage Volumes @
* Filer ? Volumes =+ Manage
* Volumes 7
]
Manoge o— Filter by AVeumes - [Miew]
Restore
« FlexClone Volumes 7
= Qtrees (7
o o "
i s L —— Pl (1] =3 2wl " Ak
= Sasparcts (7) o0 onan.ras_op - e 1168 E w08 T anm
« Aggregates - (% E et nlew rae_t =il 008 o 2068 - Em
+ Storage 7 ] orie 8¢5 =1 =008 o =008 03 TT8m £
* Operations Manager e onlee.rad_dp [l 68 L 208 ] THm
* SnapMirror 7 o] onknw.raki_tp > 200068 L 2o ] Tim
CRED et et ot 200068 o 20068 103 e
o il ™ onlie,ad_tp mal 08 o 2008 s 1
- HTTP? i e, rud_dp el aus % El-) W Mk
® Luns (7 e ntn, el Ao " u8c8 o 260 1 e
. =
* Multistore 7/
« Metwork Seiect 41 - Unasiect Geine | [Restict| Otfne | [(Desroy
* Secarty () olumes: 1-10 of 10
* Secure Admin 7
- NOMP ) ¢
z Rairesh 2
» SNMP ) - () =
Figure 24

i.Clicking on the volume in the Manage Volumes window will show the configuration parameters of that volume. ** Note the “Total
Size" difference from the “Total Capacity” of the volume due to the "Usable Size" setting.

Volume: EPNol01 w

Mame:

Type:

FlexClone ?

Status:

Used Capacity:

% Used:

Total Capacity:
Mumber of Files:
Max Files:

SNAP Mirror?
SNAP?

SVO Enable?

Allow SVO RMAN?
Create Unicode?
Minimal Read Ahead?
Fractional Reserve :
FS Size Fixed?
12P?

EPIVoiD1
Flexible
online,raid_dp
112 KB
0%

Root Volume?
64-bit Aggregate?

Containing Aggregate:

Space Guarantee
Language:

42 MB —PTotal Size:

%
16k

Max Directory Size:

SMAP Directory?
Resync SHAP Time:
SVO Checksum?

SVO Reject Errors?
Convert Unicode?
NV Fail?

Extent?

Update Access time?
Ignore Inconsistent??

7
aggri

volume
en_US
52.5 M8
320 MB

Figure 25
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Initiator Groups
Initiator groups are a way for storage administrators to group LUNs according to the parameters of the environments or servers they
serve. In our case, this will need to be done for both FCo€ and iSCSI initiators.

a. To create an Initiator Group, open from the left menu of FilerView and select LUNs > Initiator Groups > Add to open the Add
Initiator Group Window. ** Initiator Groups can be created as part of the LUN creation process.

FilerView®

= epina03 (7 Manage Initiator Groups @
* Fiber 7 LUMs =+ Initisier Geoups =5 Manage

> CcFEp e
. NFS T B BESI o 199105 oo microsefretappisiid

ot fice FCP  208400:982150eTdn

metpppi-fop FCP 30:00:00 loT:do
* LUNs = % | BEH  ign 199108 com microsct etappepid
Wizard T Detscoecil BCE e 139005 com misroactt metacoes il

[ Retresh. |

Show Statistics

LUN ConfCheck

« Initiator Groups 7/
Manage
Add -

Figure 26

b. Name the Initiator Group. Choose a type (FCP or iSCSI), choose an OS type, and insert the target’s worldwide name (WWN) or iSCSI
qualified name (IQN) node name. An FCoE Initiator Group is created here.

FilerView®

1 epina0d 7 Add Initiator Group @

* Filer (1 LUMs ~# Inisinten Grsups <+ Ass

P [Manage Initiator Groups]

+ Operations Manager 7/ Group Name: e EPLFCSE-biator Group ?
Ercer & greup fune foe the intatar groue.
Type: w FP v D
Select 8 Type for the mitiator group

« HTTP Operating System: —& Wndows =
=| Selectthe operming system bype of S inkiakors in this group

wizarg Initiators: —9,10:00:00:1b:21:6¢: 7 e

Encer 8 st of it names, secarated by ComFas, Sp8CeS & newines 2
EratleTaable

G S5, et grip, St YT ~— iqn. 1951=05. 0om, RACEOROLT -NRTAPPEPLO
usnage For an SCS! ntiator group, ester SCSinode names A pmes

= Metwork 7
« Secwrity 7

+ Secure Admin 7 -

Figure 27
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c¢. Verify the Initiator Group in the Manage Initiator Groups window. A refresh of the window may be necessary.

Metapp

+ Aggregates 7/ »
+ Storage 7/
» Operations Manager 7
« SnapMirror 7'
» CIFS(7)
« NFS(D
« HTTP %)
» LUNs %)
Wizard
Enable/Disable
Manage
Add
Show Statistics
LUN ConfigCheck
+ Initiator Groups 7
Manage
Add

m

I T

Manage Initiator Groups @
LUNs =+ Initistor Groups —+ Manage

[Add Initiator Group]

20:04:00:10:21: 50207 db
20-84:00:10:21:54:cT-db
netapoepid1.fop FCF 10:00:00: 10:21: 5820700
netappecid)-iscs: iISCSI  ign. 1991-08. com. microsoftnetappepidt
netapecinl IBCEl gn 159105 com miseoso fnetappepill

Figure 28

Create LUNs from Flex\/ol Volumes
A LUN is a logical object with SAN properties.

a. LUNs are managed in the Manage LUNs window found in the left menu of FilerView. Select LUNs > Manage to find the LUNs, LUN
description, and associated Initiator Groups.

= epinadd (7 Manage LUNs @
- Fer -2 Luan~+ Manege

Show Statistcs

[ Ratresn |

Figure 29

b. We cover the LUN creation details in line with the iSCSI and FCoE server configuration sections to follow.

Cisco Switch Configuration Details

1. Hardware

a. Cisco Nexus 5020 Chassis 40x10 GE/Supervisor

b. Intel® Celeron® processor

c. 2 GB Memory

d. 4x10 GE + 4x1/2/4G FC Module
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2. Software
a. System Version: 4.2(1)N1(1)
b. BIOS: version 1.2.0
c. System image file is: bootflash:/n5000-uk9.4.2.1.N1.1.bin

Detailed Steps

Command or Action

Purpose

Step 1 | Switch# Command terminal Enters configuration mode.
Step 2 | Switch (config)# feature fcoe Activates FCoE.
Step 3 | Switch (config)# policy-map type network-qos Configures/creates policy-map of type network-qos with the name
jumbo jumbo.
Step4 [ Switch (config-pmap-nq)# class type network- | Sets the class type to class-default (class-default is created on startup
qos class-default by the OS and cannot be deleted).
Step5 | Switch (config-pmap-ng) mtu 9216 Sets frame size to 9216. This is the jumbo frame setting. Jumbo frames
provide the best performance for iSCSI with large transfers. Note that
FCoE uses jumbo frames by default.
Step 6 | Switch (config-pmap-nq)# system qos Configures qos (Policies are enabled by qos).
Step 7 | Switch (config-sys-qos)# service-policy type Configures/creates service-policy of type network-qos with the name
network-qos jumbo jumbo.
Step 8 | Switch (config-sys-qos)# vrf context Enters VRF context management configuration mode.
management
Step9 | Switch (config-vrf)# ip route 0.0.0.0/0 10.#.#.4# | Configures the IPv4 address of the next hop.
Step 10 | Switch (config-vrf)# vian 41 Creates a VLAN.
Step 11 | Switch (config-vlan) name iSCSI Optional: Name a VLAN.
Step 12 | Switch (config-vrf)# vlan 100 Creates a VLAN.
Step 13 | Switch (config-vlan) fcoe vsan 2 Enables FCoE for the specified VLAN.
Step 14 | Switch (config-vlan) # name FCoE Optional: Name a VLAN.
Step 15 | Switch (config-vlan) # vsan database Enters VSAN configuration mode.
Step 16 | Switch (config-vsan-db) # vsan 2 Adds the VSAN to the VSAN database.
Step 17 | Switch (config-vsan-db) # fcdomain fcid Enters FC ID database configuration submode.
database
Step 18 | Switch (config-fcid-db) # vsan 2 wwn Configures a device WWN (20:xx:xx:xx:xx:xx:xx:xx) in the specified
20:xx:xx:xx:xx:xx:xx:xx fcid dynamic VSAN in dynamic mode.
Step 19 | Switch (config-fcid-db) # interface vfcO1 Creates a virtual fibre channel interface (if it does not already exist) and
enters interface configuration mode.
Step 20 | Switch (config-if)# bind interface Ethernet1/1 Binds the virtual fibre channel interface to the specified interface.
Step 21 | Switch (config-if)# no shutdown Forces the port state to up.
Step 22 | Switch (config-if)# interface vfc02 Creates a virtual fibre channel interface (if it does not already exist) and
enters interface configuration mode.
Step 23 | Switch (config-if)# bind interface Ethernet1/2 Binds the virtual fibre channel interface to the specified interface.
Step 24 | Switch (config-if)# no shutdown Forces the port state to up.
Step 25 | Switch (config-if)# vsan database Enters VSAN configuration mode.
Step 26 | Switch (config-vsan-db)# vsan 2 interface vfcO1 | Configures the association between the VSAN and virtual fibre channel

interface.
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Step 27 | Switch (config-vsan-db)# vsan 2 interface vfc02 | The VSAN number must map to a VLAN on the physical Ethernet
interface that is bound to the virtual fibre channel interface.
Step 28 | Switch (config-vsan-db)# interface Ethernet1/1 | Specifies an interface to configure, and enters interface configuration
mode.
Step 29 | Switch (config-if)# description FCoE-Server01 Optional: Name a VLAN.
Step 30 | Switch (config-if)# switchport mode trunk Sets an interface as an Ethernet trunk port.
Step 31 | Switch (config-if)# switchport trunk allowed Specifies that only certain VLANSs are allowed on the specified trunk.
vlan 100
Step 32 | Switch (config-if)# spanning-tree port type Explicitly enables edge behavior on the trunk port. Edge ports
edge trunk immediately transition to the forwarding state without passing through
the blocking or learning state at linkup.
Step 33 | Switch (config-if)# no shut Forces the port state to up.
Step 34 | Switch (config-if)# interface Ethernet1/2 Specifies an interface to configure, and enters interface configuration
mode.
Step 35 | Switch (config-if)# description Storage 05e Optional: Name the interface.
Step 36 | Switch (config-if)# switchport mode trunk Sets an interface as an Ethernet trunk port.
Step 37 | Switch (config-if)# switchport trunk allowed Specifies that only certain VLANSs are allowed on the specified trunk.
vlan 100
Step 38 | Switch (config-if)# spanning-tree port type Explicitly enables edge behavior on the trunk port. Edge ports
edge trunk immediately transition to the forwarding state without passing through
the blocking or learning state at linkup.
Step 39 | Switch (config-if)# no shut Forces the port state to up.
Step 40 | Switch (config-if)# interface Ethernet1/3 Specifies an interface to configure, and enters interface configuration
mode.
Step 41 | Switch (config-if)# description iSCSI-Server01 Optional: Name the interface.
Step 42 | Switch (config-if)# switchport access vian 41 Sets the access mode of the interface to the specified VLAN.
Step 43 | Switch (config-if)# no shut Forces the port state to up.
Step 44 | Switch (config-if)# interface Ethernet1/4 Specifies an interface to configure, and enters interface configuration
mode.
Step 45 | Switch (config-if)# description Storage 05d Optional: Name the interface.
Step 46 | Switch (config-if)# switchport access vian 41 Optional: Name the interface.
Step 47 | Switch (config-if)# no shut Forces the port state to up.
Step 48 | Switch (config-if)# interface mgmt0 Specifies the management interface to configure, and enters
management interface configuration mode.
Step 49 | Switch (config-if)# ip address 10.#.#.# Sets the IP for switch management.
Step 50 | Switch (config-if)# zone name zonel vsan 2 Configures and names zone1 in VSANZ.
Step 51 | Switch (config-zone)# member pwwn Adds port world wide name (PWWN) of server’s Intel® X520 Series
2OXXXXXXEXXIX XX XXX Server Adapter to zone. Perform this step for each server PWWN.
Step 52 | Switch (config-zone)# member pwwn Adds port world wide name (PWWN) of NetApp* Unified Target
S50:XXXXXXX XX XXX XX Adapters (UTA) to zone. Perform this step for each member PWWN.
Step 53 | Switch (config-zone)# zone name zonel vsan 2 | Re-enters zone set #1.
Step 54 | Switch (config -zoneset)# member zonel Adds a zone as a member of the previously specified zone set.
Step 55 | Switch (config -zoneset)# zoneset activate Activates the zone set and updates the new zone name in the active

name zoneset1 vsan 2

zone set.
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Step 56 | Switch (config)# exit Exits the configuration mode.
Step 57 | Switch# copy running-config startup-config Saves the configuration.
Step 58 | Switch# show vlan Displays selected configuration information for the defined VLAN(S):
VLAN Name Status Ports
41 iSCSI active Ethl/2, Ethl/4
100 FCOE active Ethl/1, Ethl/3
Step 59 | Switch# show vsan 2 Displays information about a specific VSAN:
vsan 2 information

name:VSANO0OO2 state:active
interoperability mode:default
loadbalancing:src-id/dst-id/oxid

operational state:up

Step 60 | Switch# show fcoe database Displays the contents of the FCoE database:
INTERFACE FCID PORT NAME MAC ADDRESS
Vfc0l 0x880001 20:xxX:xx:xx:XX:xx:xx:xXxX 00:1b:21:5e:c7:eb
Vic02 0x880004 S50:xx:xx:xx:xxX:xx:xx:xxX 00:c0:de:14:e4:27
Step 61 | Switch# show interface ethernet 1/1 Displays the physical Ethernet interface; verify if the interface is in

enabled:

trunk mode; verify the traffic flow rate; verify that the jumbo MTU is

Et

hernetl/21 is up

Hardware: 10000 Ethernet, address: 000d.ecb2.8bdc (bia 000d.ecb?2.8bdc)

Description: NetAppEPIO1

MTU 1500 bytes, BW 10000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA

Port mode is trunk

full-duplex, 10 Gb/s, media type is 10g

Beacon is turned off

Input flow-control is off, output flow-control is off

Rate mode is dedicated

Switchport monitor is off

Last link flapped 1d00h

Last clearing of “show interface” counters 6d00h

30 seconds input rate 88 bits/sec, 0 packets/sec

30 seconds output rate 448 bits/sec, 0 packets/sec

Load-Interval #2: 5 minute (300 seconds)

input rate 136 bps, 0 pps; output rate 224 bps, 0 pps
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RX
6917486410 unicast packets 12947336 multicast packets 2100 broadcast packets
6930435846 input packets 12891728686220 bytes
6051166314 jumbo packets 0 storm suppression packets
0 runts 0 giants 0 CRC 0 no buffer
0 input error 0 short frame 0 overrun O underrun 0 ignored
0 watchdog 0 bad etype drop 0 bad proto drop 0 if down drop
0 input with dribble 0 input discard
12913702 Rx pause

TX
7594352404 unicast packets 1139867 multicast packets 2028 broadcast packets
7595494299 output packets 13335728311942 bytes
6075073811 jumbo packets
0 output errors 0 collision 0 deferred 0 late collision
0 lost carrier 0 no carrier 0 babble
711978 Tx pause

5 interface resets

Step 63 | Switch# Show interface ethernet 1/1 fcoe Displays the FCoE settings for an interface:
Ethernetl/1 is FCoE UP

vfc0l is Up
FCID is 0x880003
PWWN is 20:XX:XX:XX:XX:XX:XX:X

MAC addr is 00:1c:21:5f:c7:eb

Step 64 | Switch# show vlan fcoe Displays the mapping of FCoE VLANSs to VSANSs:
VLAN VSAN Status
100 2 Operational

iSCSI Configuration Details
To configure the iSCSI connection and maximize TCP/IP throughput, the following networking best practices were observed:

=Receive Side Scaling was enabled on the host’s Intel X520 Ethernet adapter.
= This feature maximizes the large number of available processor cores in systems that use the Intel Xeon processors because it
distributes the work of processing traffic among multiple processors.
=Note: this feature is enabled by default in Windows Server 2008 R2.
=See Step 3d below in this section to see how to verify this setting.
= Large Segment Offload was also enabled on the host's X520 Ethernet adapter.
= This feature moves the work of splitting large data requests into segments small enough to be transmitted by the IP protocol to
the Ethernet adapter.
=Note: this feature is enabled by default in Windows Server 2008 R2.
=See Step 3e below in this section to see how to verify this setting.
=*Jumbo frames of 9000 bytes were configured on the host, switch, and storage.
= This reduces the amount of network overhead required for TCP/IP headers and checksums as it decreases the ratio of metadata
to data in each packet sent or received over the standard MTU size of 1500 bytes.
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=See Step 3c below in this section to see the server setup for jumbo frames.
=See Step 5 in the Cisco switch configuration above for jumbo frame setup.
=See Step 6a below in this section for the NetApp storage system jumbo frame setup.
=Multiple TCP streams were established between host and storage through use of a multi-connection session (MCS).
=MCS allows multiple TCP streams to carry iSCSI traffic. This feature improves performance because it adds parallelism.
=See Step 10 below in this section to see the setup for MCS.
=Note: The use of the Windows 2008 R2 standard Microsoft* Multipath 1/0 (MPIO) implementation is another way to take
advantage of the benefits of multiple TCP streams.
Server
1. Hardware

a. Intel Xeon processor 5680 series @ 3.33 GHz
b. 24 GB Memory
c. 2x146 GBHDD RAID 0
d. Intel® Niantic NIC driver update 2.5.52.0
2. Software
a. Windows Server 2008 R2
b. Install the latest Intel X520 10 GB driver update

i.  Find the driver at http://downloadcenter.intel.com
ii. Searchby:
1. Product Family = Network Connectivity
2. Product Line = Intel Server Adapters
3. Product Name = Intel Ethernet Server Adapter X520 Series
a. The current qualified FCoE Drivers are in Package Version 15.4.1.
4.  We used the Ethernet Driver version 2.5.52.0

Intel(R) Ethernet FCoE Qualified Drivers
Installs Intel® Ethemet software verified compatible with NetApp storage systems
Version 15 4.1 package includes:
- FCoE Protocol Driver version 1.0.2.1 ——
- Ethemet Adapter driver version 25520 <—

Note: If you installed software version 15.4, you must remove software version 15.4 before
installing version 154 1.

Figure 30
3.  Windows Updates

b. Firewall & |I€ ESC both turned off
c. Jumbo frames enabled
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3. iSCSINIC Properties Setup

a. Launch the Server Manager utility and browse to Network Adapters. Right click and open “Properties.”

Device Manager

= g2 NETAPFEFIOZ
[+ 1 Computer
[ g Disk drives
2 By, Display adapters
L2 DVDJCO-ROM drives
(-5 Human Interface Devices
[ ¢ IDE ATAJATAR] controllers
B = Keyboards
@ | Mice and other pointing devices
I Monitors
=& Neawork adapters
w* Intel(R) 82576 Ggabit Dual Part Network Connection #5
8" IntelR) 82576 Gigabit Dual Port Metwork Connection 26

L'y

e )
- YF Ports (COM&LPT)
® [B) Processors

[ [} Securty Devices
= € Storage controllers
< Intel(R) RAID Cortrolier SROMBSASMPZ M‘
<3 Microsoft iSCSI Inkiskor
€3 Microsaft Multi-Path Bus Driver
[ {8 System devices
[ § Universal Serial Bus controlers

Figure 31

b. Access the “Driver” tab to verify driver.

Intel{R) Ethernet Server Adapter X520-2 Properties | | I

Genersl | LinkSpeed | Advanced | Tesming |
VLAN: | BootGpiioms — PiDiver | Detal: | Resources

ALk IntedR) Ethemet Server Adapter X520-2

Driver Prowider:  Intel
Driver Date: 6/11/2010

Drriver Version: 25520 e
Digital Signer. Microzolt Windows Hardware Compatibility
Publisher

To view delaiks about the difve: fles.

Update Driver... To update the driver software for this device,

RollBack Driver If the device fais after updating the dirver, roll
- back to the previously instaled driver.

Disable Disables the selected device.

Uninstal | To uninstall the dirver [Advanced).

oK I Carr.ell

Figure 32
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c. Access the “Advanced” tab to make NIC setting changes. We enabled jumbo frames here.

Intel(R) Ethernet Server Adapter X520-2 Properties [ x| I

WLANs I Boot Dptions | Diver | Details ] Resources |
Geneal | Lk Speed ™ Advenced | Teaming

(intel)  advanced adopter settings

Settings: Walue:
Header Data Spit «| [o014Bytes =]

|lnterrﬁ IMaderation j e skd

Large Send OFfload (IPv4) 4055 Bytes

Large Send Offload (IPve)

Locally Administered Address -
1 ik Shate Fuent
KEEE e D |—|

Jumbo Packet
Enables Jumbo Packet capabilty for TCPAP packets. In situstions j

Use Default |

where large packets make up the majority of traffic and additional
latency can be tolerated, Jumbo Packets can reduce CPU
utiization and improve wire efficiency.
Jumbo Packets are larger than standard Ethernet frames, which
are approximately 1.5k in size,
@ Hote: Changing this setting may cause a momertary
loss of connectivity, ﬂ

coe_|

Figure 33
d. Also on the “Advanced” tab, check the setting for Receive Side Scaling. It should be enabled by default, but double check.

VLANs | BootOptions | Driver Detals | Resources |
General | Link Speed | Teaming

( intel) advanced adapter settings

Settings: Yalue:

Log Link State Event Al |Enabled j
Maximumn number of R55 Processors

Performance Options

Preferred NUMA node J

Priority & YLAN
— ha
» Use Default E

Enables Receive Side Scaling (RSS). RSS balances receive
traffic across multiple CPUs or CPU cores. This setting has no
effect if your system has only one processing unit.

aling
Alinn Muenee

Receive Side Scaling

|»

@ Hotes:
& RSSmust be enabled for Intel® /O Acceleration
Technology to function.
& Changing this sefting may cause a momentary loss
of connectivity. =

Figure 34
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e. Also on the “Advanced” tab, check the setting for Large Send Offload. It should be enabled by default, but double check.

Intel(R) Ethernet Server Adapter X520-2 Properties

General | Link Speed Advanced Teaming

( ||'|t9|) Advanced Adapter Settings

ettings: Value:

IEnabIed = I

(o]
Locally Administered Address J
Log Link State Event

Maximun number of RSS Processors

Performance Options =
Praferrad M IMA node _'_l
<] | »

Use Default |

|Large Send Offload (IPv4)
Enables the adapter to offload the task of segmenting TCP =
messages into valid Ethernet frames.
Because the adapter hardware is able to complete data
segmentation much faster than operating system software, this
feature may improve transmission performance. In addition, the
adapter uses fewer CPU resources.
@ Hote: Changing this setting may cause a momentary
loss of connectivity. Ll

X|

WV0LANs | Boot Options | Driver Details II Resources I

Figure 35

4, Server iSCSI Initiator

a. From the server's Start menu, navigate to Administrative Tools > iSCSI Initiator.

b. After launching, go to the “Configuration” tab to get the Initiator Name. The Initiator Name will be used on the storage device to

create a target.

. Administrative Tools _:J
. Component Services |
A+ Computer Management
5 Data Sources (ODBC)
Event Viewer

Local Security Policy

i Documents
W Mo —
() Performance Monitor o
'j Security Configuration Wizard

Tk Jerver Manager Network

(4, Services

5] Share and Storage Management Control Parel

® Storage Explorer
System Configuration
(5) Task Scheduler

? ‘Windows Firewall with Advanced Secuﬂt—; Administrative Tools
|| Windows Memory Diagnostic |

Devices and Printers

£ windows Powershel Modules | Help and Support
¥ Windows Server Backup
| Remote Desktop Services ~| Run..
4 Back | Windows Security

7|\ Search programs and files @ Logoff | ¥

Figure 36
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c. If this is the first time the iSCSI Initiator has been run, the system will report that the iSCSI service is not running and will ask for
permission to start the service. This only happens the first time.

Microsoft iSCSI

The Microsoft iSCSI service is not running. The service is required to be
started for iSCSI bo Function correctly. To start the service now and have
the service start automatically each time the computer restarts, click the Yes
button.

Yes Mo

Figure 37

d. After launch, navigate to the “Configuration” tab of the iSCSI initiator properties and capture the server’s initiator name.

iSCSI Initiator Properties

Targets | Discovery | Favortte Targets | Volumes and Devices | RADIUS Cmﬁwetiml

Configuration settings here are global and will affect any Future connections made waith
the inikiator,

Anry existing connections may continue to work, but can Fail i the system restarts or
the initiator otherwise tries to reconnect to a target.

When connecting bo a target, advanced connection Features allow specific control of &
particular connection.

Inttistor Hame:

ign. 1991 -05.com. microsoft:netappepiiz ——
To modify the inistor name, cick Change. Change... i
To set the initiator CHAP secret for use with mutual CHAP, CHAP.... !
elick CHAP.
Ta set up the IPsec tunnel mode addresses For the initiator, Psec... i
click [Psec,

To generate a report of all connected targets and devices on Report !
the system, cick Report.

o |

Figure 38
5. Stop! Proceed to the NetApp storage system to make the necessary changes to configure and assign a storage target to the
server.
6. iSCSI Configuration on the NetApp storage system:
a. A best practice for iSCSl is to use jumbo frames. This provides the best performance for larger transfer sizes.

i.  From the command line type the following command:

1. “ifconfig <interface> mtusize 9000"

2.  Repeat the above command line for each interface that is used for iSCSI protocol.
ii.  You can verify the jumbo frame setting through the GUI. See Appendix B for details.
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b. iSCSI is enabled by default on all of the ports of the NetApp storage system. As a best practice, it should be turned off on ports

that do not require iSCSI usage. To turn it off, select “Manage Interfaces” under LUNs > iSCSI from the left menu of FilerView.

2 epina03 (7
* Filer (7
* Volumes (7
+ Aggregates 7
« Storage (7
+ Operations Manager 7/
= SnapMirror %
* CIFS %)
* HFS (7
* HTTP(D)
* LUNs %
Wizard
Enabie/Disable
Manage
Add
Show Statistics
LUN ConfigCheck
« Initiator Groups |7
« FCP (7
* 15CS17)
Report
Manage Names.
Manage interfaces.
Ianage Portal Groups.
Manage SNS
Manage intiator Securty
Pontal Acaresses
Jnitiators

Manage iSCSI Interfaces @

LUNS = i5C51 = Mansge Intertaces

Select All - Unselect Al

01 _detaun
a_selan
lb_defa
ea_seln

it defacit

Figure 39

c. To create an iSCSI LUN, open LUNs from the left menu of FilerView and select “Wizard” to open the LUN Wizard.

I epinadd (7
* Filer (7
* Volumes 7/
« Aggregates 7
» Storage ]
+ Operations Manager 7
« SnapMirror 7.
» CIFS 7
* NFS(2)
* HTTP(?
* Lums 7
wzard 45—
Enable/Disatle
Manage
Add
Show Statistics
LUN ConfigCheck
= Initiator Groups (7
« FCP 7
» i5CS1T
* MultiStors 7/
* Network 7/
+ Security 7
* Secure Admin 7
« NDMP 7
» SNMP (7
* Cluster 7
 Real Time Status 7/
» Wizards 7

FilerView®

System Status @

Filer =+ Shew Sabus

Filer
Model
System ID
Version
Volumes
Aggregates

Status

epinal3.fm.intel. com
FAS
1873745705
8.0.1RC2X3
10 Violumes
2 Aggregates
58 Disks
(12 spare, 0 falled)
@ The system’s global status is
normal.

Figure 40

29



Intel® Cloud Builders Guide for NetApp* Unified Networking and Storage: 10 GbE FCoE and iSCSI

d. Select “Next” at the LUN Wizard Welcome screen.

LUN Wizard: Welcome! |

Welcome to the LUN Wizard!

The LUN Wizard steps you through the process of creating and mapping
new LUNS. You will be asked for information about the LUN, as well as any
initiator groups you would like to map the LUN to. As part of that process,
you will be able to create new initiator groups from within the LUN Wizard.

Until you reach the Commit Changes page, no permanent changes are
made to the Filer. At any point in time, you may exit the LUN Wizard by
pressing the Cancel button, and no changes will be made to the Filer.

Figure 41

e. Set LUN configurations at the Specify LUN Parameters window. Path information is available through the Filer Manage Volumes
window; the name is administrator defined. Set LUN size, protocol type, and select “Next.”

LUN Wizard: Specify LUN Parameters
Path: —® ivolivolTinetappepio2-scse @
The full path to the LUN, for exampile ivolluns/lunOne.
The LUN must be created in the root directory of a
volume or a gtree.
Size: — GB (GigaBytes > @
The size of the LUN. = St
LUN Protocol Type: » [ Windows - |CD
Select the multiprotocol type for the LUN. T S—
Space-reserved: wicows TS
If checked, indicates that the LUN should be space- HP-UX
reserved. AX
Linux
Description: NetWare i)
An optional description of the LUN. VMware
Windows-GPT
Windows-2008
OpenVMS
Xen
Hyper-V
Solaris_EFI
[ <Back | [ cancel | | Next> |
Figure 42
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f. For a LUN to be activated, it must be added to an Initiator Group. Initiator Groups can be created during LUN creation or

independently. This study used both methods: independently in FCo€E and during LUN creation with iSCSI. Select “Add Group” to
configure LUN with an existing Initiator Group.

LUN Wizard: Add Initiator Groups

The list below shows the initiator groups that the LUN will be mapped to after
the wizard creates it. To add groups to the list, click on the Add Group
button. Otherwise, click on the Next button to continue.

Mo groups have been added.

(asacrow [

[ <Back ] [ cancel ] [ Next>]

Figure 43

g. Select “Use existing initiator group” and select “Next"” to open the LUN Map Add Group window.

LUN Wizard: Use Existing Group or Create New Group?

Indicate whether you want to map the LUN to an existing initiator group, or to
a newly created initiator group.

Map the LUN to an existing initiator group, or create
a new initiator group and map to the new group?
) Create new initiator group

@ Use existing initiator group «———

[<Back ] [ cancel ] [ next> ]

Figure 44
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h. The LUN Map Add Groups window opens. Select the “Existing iSCSI Initiator Group” and select “Next.”
LUN Wizard: Select Existing Group

e Group. o @
Select one of the existing initiator groups to map the LUN to. netappepio2

netappepi0i-fcp
EPLFCoE-Initiator-Group
netappepi01-fcoe
netappepi0i-iscsi

[<Back ] [ cancel | [ Next> |

Figure 45

i. Select “Next” at the Add Initiator Groups window.

LUN Wizard: Add Initiator Groups

The list below shows the initiator groups that the LUN will be mapped to after
the wizard creates it. To add groups to the list, click on the Add Group
button. Otherwise, click on the Next button to continue.

EPI4SCSI-Initiator-Group

[ <Back | [ cancel | [ Next> ]

Figure 46
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j. Assign a LUN ID number. If left blank, the storage system will assign one automatically.

LUN Wizard: Specify LUN Mappings

Specify the LUN ID that the new LUN should be mapped to for each initiator
group shown below. The value(s) specified should be in the range [0, 4095].
If the LUN ID is left blank, then the lowest available LUN ID will be used for
that group.

EPI4SCSI-Initiator-Group 1

[<Back ] [ cancel | [ Next> |

Figure 47

k. Select “Commit” to save the changes made in the LUN Wizard.

LUN Wizard: Commit Changes

Review the parameters shown below, and then use the Commit button to
commit the changes, use the Back button make corrections, or use the Cancel
button to abort the operation.

iLU'N Faramsters P

path: fvol/vol7/netappepil2-iSCSI2
gsize: 20GB (GigaBytes) ——
maltiprotocol type: Windowa

space reservations: yes

description: 20GE #——

Initiator Groups to Create
Mo initiator groups need to be created.

LUN Mapping Information
map the new LUM to group
"EPI-iS5CSI-Inmitiator—Group' at the lowest
available LUN ID ek

[ <Back | | cancel | | Commi

Figure 48
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I. Select “Close Window" to complete the changes.

The following changes have been successfully applied to the filer:

+ Created 20.0 GB (GigaBytes) LUN at -
/vel/vol8/netappepi02-iSCST

+ Mapped the new LUN to greup
'EPI-iSCSI-Initiator-Group' at 1

4 b

You may manage the new LUN using the FilerView LUN management
screens.

[ Sosevinow ]

Figure 49

m.Verify the LUN's creation in the Manage LUNs window. A refresh may be necessary.

Manage LUNs @

LUNs =+ Manage

Add New LUN Hide Maps

FCoE LUN 103,06
FCP LUN 1306
BCSILUN 0306

netappepii-fooe : 2

FERERED

imcsi 103,08

2068 FCoE 06 EPIFCoE-InitatonGroup 1

lvglvollingtapoeplliCCs i o WGEECCI 2006 ————%, EPLECS initgorGeoup 1
Refresh

Figure 50

7. Stop! The LUN is now created, so move back to the server and add the imported drive.
8. iSCSI Target Discovery and Final Setup
3. Upon completion of the target setup and assignment, re-launch the iSCSI Initiator.

| Administrative Tools ~—€&—— 4|
. Component Services
A Computer Managemant
= Data sources (ODBC)

f— Documents
¥ me1o

(&) Performance Monitar

i Security Configuration Wizard £

:‘a Server Manager K

% services SaeEn
52 Share and Storage Management pars
® Storage Explorer

System Configuration Devices and Pri

(D) Task Scheduler
? Windows Firewall with Advanced Securit™ | administrative Tools »
(2] Windows Memory Diagnastic

E3 windows PowerShell Modules Help and Support
& Windows Server Backup
| Remote Desktop Services LI Run...
4 Back windaows Security
I|Sead1pragramsa1dfles Log off ’l
Figure 51
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b. Navigate to the “Discovery” tab of the iSCSI Initiator properties window and launch the Discover Portal.

iSCSI Initiator Properties <]

Targets Discovery | Faverite Targets | Yolumes and Devices | RADIUS | Configuration |

[ Target portals >
| The system will look for Targets on Following portals:
| [ adaress Port Fdapter 1P address

To add a target portal, cick Discover Portal. ———————in
Tomala’oetwld select the address above and Fer

| then dick Ry

| The system is registered on the Folowing i5N5 servers: Refresh
HName |
To add an iSNS server, dick Add Server. Add Server...

To remave an iSNS server, select the server above and T
| then dick Remove,

Figure 52

¢. In the Discover Target Portal, enter the IP address for the NetApp iSCSI interface and press the “OK" button.

Discover Target Portal ﬂ

Enter the IP address or DNS name and port number of the portal you
want ko add.

To change the default settings of the discovery of the target portal, chick
the Advanced button,

IP address or DNS name: Port: (Default is 3260.)

| 192.168.41.115| ISBGIJ

Advanced. .. QK

Figure 53
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d. Navigate to the “Targets” tab of the iSCSI Initiator Properties window and press the “Refresh” button. The iSCSI Target should
now be present in the Discovered Targets window.

Teqets. | Discovery | Favorta Targets | Volumes and Devices | RADIUS | Configuration |
[ Quick Connect

To discover and log on to  target using 3 baﬂ(mmn type the IP address or
DNS name of the target and then dick Quick Conned

Target: I
Discovered targets

Name
iqn. 1992-08.com, 3745705

To connect using advanced options, select a target and then Connect |
click Connect.

To comphetely disconnect a target, selact the target and
then click. Disconnect.

For target properties, mm:ﬂwamnofsem Properties...
sdacttrntaostmdckhm
For configuration of devices associabed with a target, select Devices...
the target and then click Devices.
! basic 15051 : i
Figure 54

9. Initializing Drives: If network and storage parameters are correctly configured, LUNs will be applied to the server. These drives will
act like hot-swapped, imported drives which need to be brought online, initialized, and formatted for use.

a. Enter the Server Manager utility (right-click “Computer” and select “Manage”) and then the Storage > Disk Management tool.

b. Right click the unknown disk and bring it “Online.”

“@Disk 5 R —
Unknown «———
20.00 GB 20.00 GB

Offline i Unallocated

; Online <€
'ED"le i, s
DVD (D:) Properties
No Media Help
Figure 55
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c. Right click the unknown disk to initialize the disk.

“@Disk 5
Unknown ‘
20.00 GB 20.00 GB
Not: Initialized ‘Unallucated
- Initialize Disk «Gf——e
. iCD-ROM D <
DYD (D:) OFffline
No Media Properties
Help
Figure 56

d. Create a new simple volume and format for use.

L_=Disk 2

Basic 20GB-isCsI (E:)

20.00 GB 20.00 GB NTFS

Online Healthy (Primary Partition)
Figure 57

e. Addition of multiple connection sessions (MCS). This feature improves performance because it adds parallelism.®

f. Re-launch the iSCSI Initiator.

Administrative Tools € | —

&, Component Services | J |
A Computer Management g ﬂ
5 Data Sources (ODBC) -
Q Event Yiewer

. i5CS1 Initistor

;:q cal Security Policy D o

® mero .

@1 Performance Monitor i

:_1_-;, Security Configuration Wizard

Ty Server Manager T K

", Services :

53 Share and Storage Management Fan
¥ Storage Explorer

System Configuration e

(3 Task Scheduler
ﬂ Wwindows Firewall with Advanced Securlt™ | gdricickrstive Tools »
[ Windows Memory Diagnostic

5 windows Powershel Modules Help and Suppart
Eg Wwindows Server Backup
Remote Deskbop Services ;I Run...
4 Back. Windows Security
I |search programs and Files l[_ﬂj Log off 'l
Figure 58
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g. Navigate to the “Targets” tab of the iSCSI Initiator properties window and launch the Discover Portal. Then highlight and select
the target's properties.

ISCSI Initiator Properties

Targets | Discavery | Favarite Targets | Volumes and Devices | RADIUS | Configuration |

[~ Quick Connect.
lnmwﬂummawmahm:mm type the IP address or
DS name of the target and then dick Quick Connect.

Target: |

pefresn |
Home [ status |
[ian-1952-08.com.netapp:en. 1873745705 Cornected |

&mmmmm,mnmmm Copnect I

To completely disconnect a target, select the target and o

then dhek Disconnext. o

For target propesties, ummmd
select the target and cick Properties.

For configuration of devices associsted with a bargst, selact Degkes...

the target and then clck Devices.

OK | Cancel Loy |

Figure 59
h. Select the “Multiple Connected Sessions” (MCS).

Properties m

Refresh |
Identiier ]
[ Frfffa602b350018-4000013700000004

To add a session, dick Add session. Add session |
To desconnect one or more sessions, select each Disconnect I
session and then click Disconnect.

Tomdwtxﬁmﬂlasw,m Devices |
a session and then click Devices.

Session Information

Target portal group tag: 1004

‘Status: Connected

Connection count: 1

Mazimun Allowed Connections: R

Authentication: None Specified

Header Digest: one Specified

Daka Digest: None Specified
- Configure: Multiple Connected Session (M:S)—|
To add additional connections o a session or e |
mnf‘me the MCS policy For a selected session, ] i
clck MCS !

J

More Iformation on (5CS] Sessions

[ ] oo |

Figure 60
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i. Select the “Add” button to allocate another test connection.

R R AR e x|
Multiple Connected Session (MCS) | x|
Add Connection E

Target name: 'I

This session has the following connections:

SourcePortal | TargetPortal | Seatus | Type | wesght | ¢
0.0.0.0/12224 192.168,41.11,,. Connected  Active nja o
0.0.0.0f 12480 192.1668,41.11.,. Connecked  Active nja o
| | |
To add a connection, dhick Add. - Add... |
To remove a connection, sebact the connection sbove and then Remave
click Remave, * _‘
To edit the path settings For the MCS policy, select &
connection above and then dick Edk, LI

Figure 61
j. Inour testing, we used eight sessions.

FCoE Configuration Details
FCoE Server Setup
1. Hardware
a. Intel Xeon 5680 3.33 GHz
b. 24 GB Memory
c. 2x146 GBHDD RAID O
d. Intel X520 Niantic NIC driver update 2.5.52.0
2. Software
a. Windows Server 2008 R2
b. Install the latest Intel X520 10 GB driver update

i.  Find the driver at http://downloadcenter.intel.com
ii. Searchby:

1. Product Family = Network Connectivity

2. Product Line = Intel Server Adapters
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3. Product Name = Intel® Ethernet Server Adapter X520 Series
a. The current qualified FCoE Drivers are in Package Version 15.4.1
i.  We used the Ethernet Driver version 2.5.52.0

Intel(R) Ethernet FCoE Qualified Drivers
Installs Intel® Ethernet software verified compatible with NetApp storage systems.
Version 154 1 package includes
- FCoE Protocol Driver version 1.0.2.1 ——
- Ethemet Adapter driver version 25520 «—

Note: If you installed software version 15.4, you must remove software version 15 .4 before
installing version 154 1.

Figure 62

c. Windows Updates
d. Firewall & IE ESC both turned off
3. Intel X520 NIC Installation with FCoE Option
a. Launch the Intel X520 (PROWinx64) 10 GB driver update and accept the Licensing Agreements.

i. At the "Setup Options” screen, check the “Data Center Bridging/Fibre Channel over Ethernet” option and complete the
driver update.

Intel{R} Network Connections

Setup Options % ™
Select the program features you wart installed. ( 1 nte l.
Install:
[ADrivers
[ initel(R) PROSet For Windows* Device Manager
Advanced Network Services

Data Center Bridging/Fibre Channel over Ethernet
O intelir) Network Connections SNMP Agent

[ Feature Description
Installs Data Center Bridging and Fibre Channel over Ethernet For data center storage area
netwoarks,
< Back Next > Cancel
Figure 63
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4. FCoE Discovery

a. Launch the Server Manager utility and browse to “Network Adapters.” Right click and open “Properties.”

Device Manager

=] ,:-'a NETAPPEPIOL
[y Computer
[# 5 Disk drives
- B, Display adapters
# ,'_i.‘ DVDJCD-ROM drives
[*- M7 Human Interface Devices
[+ IDE ATAJATAPI contrallers
<= Keyboards
[ f‘, Mice and other pointing devices
-I Moritors
- ¥ Network adapters
¥ Intel(R) 82576 Gigabit Dual Port Network Connection
¥ Intel(R) 82576 Gigabit Dual Port Network Connection #2
[l Inted(R) Ethernet Server Adapter X520-2 I S
& Intel(R) Ethernet Server Adapter X520-2  Update Driver Software...
#-"5 Ports (COM & LPT) Disable
[+ Processors Uninstall
(- [J¥ Security Devices

[©-€; Storage controllers Scan for hardware changes
6§ v s —

[+ | Universal Serial Bus controllers

Figure 64

b. Verify driver.

Intel{R) Ethernet Server Adapter X520-2 Properties

General | LinkSpeed | Advanced | DataCenter | Teaming
VLANs | BootOptions  Diver | Detais | Resources

‘. Intel(R] Ethemet Server Adapter #520-2
-

Driver Provider:  Intel

Driver Date: 6/11/2010

Driver Version: 25520 44—

Digital Signer: Microsoft Windows Hardware Compatibility

FPublisher

Figure 65
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c. Verify that the Data Center tab is available. This verifies that the Data Center Bridging/Fibre Channel over Ethernet option is
enabled. The FCoE Properties will navigate you to the Storage Controller Properties.

I Intel(R) Ethernet Server Adapter X520-2 Properties | x| I
V0LANs | Boot Options | Driver l Details I Resources I
General | Link Speed | Advanced "% DataCenter | Teaming

. -}y Data Center Bridging Settings
intel) :
Status: Operational
—#®  FCoE Properties... I
¥ Use Data Center Bridging
Options:
IUse Switch Settings j
- Local Bandwidth Group Seftings
Group Description User Priorities Bandwidth %
i LAN 012 4567 50
FCoE I 3 .,I a0 =
Feature Status B_a
Priotity Group : Operational
Prictity Flow Control : Operational
FCoE Priority : Operational
oo |
Figure 66

d. Through the Server Manager utility, browse to “Storage Controllers.” Right click and open “Properties.”

E. server Manager

i Server Manager (NETAPFEPID!

Device Manager

> %
# g Roles P [ e T
= a;i e 5] aP:TﬂPPEFIDI
= i Diagnostics e ol

@ [@] Evenk Viewer S

[ (%) Performance
s Device Manager
= Gfl Configuration

® [{3] Global Logs
Wb Windows Server Backup
= Disk Management

o1 B Display adapters

51 i DVDJCD-ROM drives

1 U Human Interface Devices
g IDE ATAJATAP] controllers.

# — Keyboards
& Y| Mice and other pointing devices
ks Monitors

Metwork adapters
Ports (COM & LPT)
+ [ Processors

o [ Security Devices
=€ Storage controllers

ekR) Ethern er for FCOE
< Intel(R) Ethernet Virhual Storage Miniport Driver for FCoE
< Intel(R) RAID Controller SROMESASMPZ
& Microsoft 15CS1 Inikistor
<5 Microsoft Mubi-Path Bus Driver
B 8 System devices
# § Universal Serial Bus controlers

Disable:

Scan for hardware changes

Figure 67
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e. The Storage Controller properties are only available if the Data Center Bridging/Fibre Channel over Ethernet option is enabled.
Most tabs are viewed to verify settings, but the primary tab we need is the “Fabric View" tab. It contains the Port WWN and
Node WWN. These are required for configuration on the data center switch and the storage system.

***Please note that the secondary Hex locations are different (by design). This is done to reflect the VLAN ID for a particular
connection.

Intel{R) Ethernet Yirtual Storage Miniport Driver for FCoE Propert...[E3

General F&ric\fewlnmmlsumlmlnmlaads]

(i ntel') FLoE Server Adapter Information

Refiesh |

Location: PCI bus 8, device 0, function 1
Port WwN: ¢————»20:64:00:18B: 21 :5F: C7: DB
Node WwWN: €———»10:00:00:18:21:5F: C7: DB

FCID: 02680003

Link Speed: 10.0 Gbps

Link Status: Connected

FCoE Server Adapter Inted[R] Ethesmiet Server Adapter 2520.2
Mame:

ok ] ceme |

Figure 68
f. Other tabs to note:
i.  Advanced: Port WWN. Port Properties button will navigate you to the Network Adapter Properties, and FC Port Storage
Settings.

Intel(R) Ethernet Yirtual Storage Miniport Driver for FCoE Propert.... 3 |

General | Fabric View Advanced | Statisios | VLAN | Driver | Detais |

intel Agvanced FCoE Server Adapler Seflings
L‘! WWN  2HE400B:21 5 CT.08 4——

[P |
Seltings: Ve
[ Tinooud Vae N =
DevicelDepth
Linkdown Tmeout

Use Defaul 1

Time in unitz of zeconds before an SRB request intisted by the ;!
digk class driver will time out,

Fior FCoE, valid vaues range from 1 to 255 seconds

f\g Mote: A restart is required to implement Timeout Valee
setting changes

Figure 69
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ii. Statistics: Give traffic information and reporting.

General | Fabric View | Advanced  Stalisics | VLAN | Driver | Detals |
(intel' FCoE Server Adspter Staistics
Trarsmit Receive
Frames 1784996204 610130626
| words 964946943321 5215330354816 |
| KB Count 21738073957 20374923261
| Sequences 1567985749 NN 78308
Enor
’VErlanmm 2368
Dumpad Frames 1]
Loss Of Sync: 1]
Irvalid CRCs 1]
Irvvalid T2 Wonds i}
Loss Of Signal 0
Link Fadure Count &
cancel |

 General| Fabic View | Advanced | Statisics VLAN | Diiver | Detais |

(intel') SeallRi

FCoE Server Adapter VLAN:
VLAN Name [ | status
FCoE VLAN 100 00 inUse

VLANS i ap (D are obtained theough FIP YLAN discovery, =l
Thiz iz & resd-only page.
Status Options: “In Uise" and “Not In Use”
4|

Figure 71
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5. Stop! Proceed to the NetApp storage system to make the necessary changes to configure and assign a storage target to the
server.

6. FCoE configuration on NetApp storage system:

3. To create an FCo€E LUN, open LUNs from the left menu of FilerView and select “Wizard" to open the LUN Wizard.
" I T

= epinad3 7 Manage LUNs @
» Filer (7 LUNs =+ Manage:

n

NES(7)

HTTP (%

Luns

Wizard 45—
EnableDisable
Manage

Add

Show Statistics

LUM ConfigCheck

58]
/

Figure 72

b. Select “Next” at the LUN Wizard Welcome screen.

LUN Wizard: Welcome! |

Welcome to the LUN Wizard!

The LUN Wizard steps you through the process of creating and mapping
new LUNs. You will be asked for information about the LUN, as well as any
initiator groups you would like to map the LUN to. As part of that process,
you will be able to create new initiator groups from within the LUN Wizard.

Until you reach the Commit Changes page, no permanent changes are
made to the Filer. At any point in time, you may exit the LUN Wizard by
pressing the Cancel button, and no changes will be made to the Filer.

Figure 73
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c. Set LUN configurations at the Specify LUN Parameters window. Path information is available through the Filer Manage Volumes
window; the name is administrator defined. Set LUN size, protocol type, and select “Next.”

LUN Wizard: Specify LUN Parameters

Path: ———» ivolvolT/netappepi01_fecoe (2
The full path to the LUN, for example ivolfluns/lunOne. i

The LUN must be created in the root directory of a
volume or a gtree.

Slze: 20 GB (GigaBytes) -@
The size of the LUN.
LUN Protocol Type: Solaris - @
Select the multiprotocol type for the LUN. s 1
Space-reserved: Windows red @
If checked, indicates that the LUN should be space- HP-UX ;
reserved. AlX

Linux |
Description: Netware ' @
An optional description of the LUN. VMware |

Windows-GPT |

W VVindows-2008

OpenVMS

Xen

Hyper-V

Solaris_EFI

<Back | [ cancel | | Mext> |

Figure 74

d. For a LUN to be activated, it must be added to an Initiator Group. Initiator Groups can be created during LUN creation or
independently. This study used both methods; independently in FCo€E and during LUN creation with iSCSI. Select “Next” to
configure LUN without the Initiator Group, which will be created independently at a later point.

LUN Wizard: Add Initiator Groups

The list below shows the initiator groups that the LUN will be mapped to after
the wizard creates it. To add groups to the list, click on the Add Group
button. Otherwise, click on the Next button to continue.

oup.. 0 Opest
No groups have been added.

[ <Back | [ cancet] [ Next> ]

Figure 75
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e. Select “Commit” to save the changes made in the LUN Wizard and close the success window.

LUN Wizard: Commit Changes

Review the parameters shown below, and then use the Commit button to
commit the changes, use the Back button make corrections, or use the
Cancel button to abort the operation.

LUM Parameters -
path: /vol/vell/netappepill-fcoe-l1l
size: 2Z0GB (GigaBytes) 44—
multiprotocol type: Windows «of——
space reservations: yes
description: My FCoE LUN

m

Initiator Groups to Create
Ho initiator groups need to be created.

LUN Mapping Information
map the new LUN to group "netappepill-fcp
at the lowest available LUN ID

[ <Back | [ cancel | | Commi |

Figure 76

f. Verify the LUN's creation in the Manage LUNs window. In this example, the LUN is created with no mapping to an Initiator Group,

so it must be added for LUN usage. To add the mapping, select “No Maps” of the LUN that requires an Initiator Group.

Manage LUNs @

LUK = Mansge

Add New LUN Hide Maps

{uokvoi2inetappepitd esi 10300 L
[volvollnetappepd foos FCoE LUN 103.06 onkne:

Iwoliveidi 1 FCPLUN 113.06 onbne

Leplivell/epipooacinl geg: SCSILUN 10306 onine oatpooecdi-gep 0
Lol 1_feos imesi 103.08 onine ‘netappepidt 2
lwvolvollnetappepid_fooe 2008 FCoE 2038 oning EP1-FCoE-InitiatorGroup - 1
vl WIS PRBECRDOE-GC 51 2068 i5Cs1 2006 oy EPISSCSI-inigeor-Geoup ; 1
Figure 77

g. This will open the LUN Map window. Select “Add Groups to Map” for LUN, netappepiO1-fcoe-1 and select “Apply.”

LUN Map @

LUNs =% Map LUNs

[Manage LUNs] —[Add Groups to Map]
LUN: /volivolt/netappepi01-fcoe-1

Figure 78
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h. The LUN Map Add Groups window opens. Select the FCoE Initiator Group and select “Add.”

LUN Map Add Groups @

LUNs =+ Add Groups

Initiator Groups: EPHSCSHntator-Group » ()

Select one or more inititor group names to add to the maps for LUN ivolivoliinetappepili-fcoe-1 netappepilz
netappepidl-fep ;‘
b 3| EPLFCoE-Intiator-Group|

D

Figure 79

i. Create a LUN ID number or if left blank, the system will create it, and select “Apply.”

LUN Map @

LUNS =* Map LUNs

[Manage LUNs] [Add Groups to Map]
LUN: /volivol1/netappepi01-fcoe-1

SR LU D e ]
EFIFCCE-Intaer-Group 1 -& B

()

Figure 80

j. Verify the LUN has been mapped to the correct group in the Manage LUN window.

Manage LUNs @

LUNs = Mansge

Lupvoluesucosonn:tootct My FCoE LUN 2006

L calng
O ncel .08 ot T
lugbvellratagpapdt foce FC=E LUN e oeling natappepilt-foce O
[vokvoltineimcossdt top FCPLUN 1306 caling. Mo Mg
LeplvoiSiegigcosont o SCSILUN 10306 oniing oetaopepdi-gcs
Ivokvolinemopend!_fooe imcsi 103,06 ceine. ‘netappepid-fooe - 2

7 foou o - 2068 FCoE 6 ceing. —————, EPLECOE. InitatorGemup : 1
Lepbvalingtageepdd ISCSI 068 SC8 2006 omiing EPLSCS Intgter Gongp ; 1
Figure 81
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7. Stop! The LUN is now created, so move back to the server and add the imported drive.
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8. Initializing Drives: If network and storage parameters are correctly configured, LUNs will be applied to the server. These drives will

act like hot-swapped, imported drives which need to be brought online, initialized, and formatted for use.

a. Right click the unknown disk and bring it “Online.”

“'Disk 5 S —— |
Unknown «——
Z0.00 GB 20,00 GB
OFHI':E i Unallocated
Help!
T Online <€
—=CD-ROM I ST T
DVD (D:) Properties
No Media Help
Figure 82

b. Right click the unknown disk to initialize the disk.

“3'Disk 5 .
Unknown |
20.00 GB 120.00 GB
Not Initislized |Unallocated

|

" Initialize Disk o =
—JCD-ROM O <
DYD (D:) Offline
No Media Properties
Help
Figure 83

c. Create a new simple volume and format for use.

L=Disk 5

Basic 20GB-FCoE-NAEPIO3 (I:)

20,00 GB 20.00 GB NTFS

Online Healthyy (Primary Partition)
Figure 84
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lometer Test Tool Configuration Details
1. On your windows server host, download and install lometer. You can download lometer at http://www.iometer.org.

2. Before you launch lometer, make sure your iSCSI/FCoE LUNS are mapped to the Windows host.

3. From server's start menu, navigate to “lometer.”

M Acrobat.com

P8 Adobe Reader 9

(@ Internet Explorer (64-bit)
@ Internet Explorer

£ windows Update

£ winzip
|, Accessories
Documents
| Administrative Tools
Tometer 2006.07.27
b
Computer
| | Import Wizard for MS Access
- ;
1 X ter Users Guide i K
1
ﬁ Unlnstal Tometer ConirolPanal
|| | Maintenance
i
g Pcatos Devices and Printers
[| | netapn
| ). RAID web Console 2 Lo b
N Startup
L. WinZip Help and Support
Run...
4 Back ‘Windows Security

F I Search programs and files Log off DI
foser B 63 -

Figure 85

4. The default screen will appear as shown in Figure 86.

|0 Tometer

lemmaMMEJJJJ

Disk Targets |Nmragga| Access Speciicalions | Resuls Display | Test Setup |
ﬂﬁ Taigels

] =
% 84 NETAPPEFID Moarman s S
0 Sectors
Stating Ditk Saetor-
0

[#dﬁmﬁglm:

u per target

Test Connect
[I’“ | :rmwm|

Figure 86
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5.  Now go to the “Topology” section and select your Windows server host name. Expand the manager and you will see a list of
workers. By default, the number of workers is equal to the number of processor cores you have on the server (24 in this example).

g lo Tometer
= - | Ep— Bl 1
Z|a| STjiE=| Alo|S] | 4¥ 8] |
| — Topology Disk Targets | Network Targets | Access Specification: | Resuls Display | Test Setup |
- Targets
i E METAPPEFIOZ = S
= Worker1 = O C:05Disk ~ Maximum Dick Size
- =3 Worker 2 DO E:20G8 o Sectors
S Worker 3 03 G:103GB
= Worker 4 i Starting Disk Sector
=3 Worker 5 0
= Worker B
=2 Worker 7 ~ # of Outstanding 1/0s
=3 Worker 8 -
= Worker 9 1 PR
=) Worker 10
=3 Worker 11
= Worker 12
=) Worker 13 +~ Test Connection Rate
= Worker 14—
=) Worker 15 I_ :l Irmmmswcumchnn
23 Worker 16
=) Werker 17
D wme: 18
q il
(] 7

Figure 87

6. Select the manager: in our example, “NETAPPEPIO2" and the “Disk Targets” tab should be selected by default (if not, select it).

By default the values in the fields “Maximum Disk Size” and “# of Outstanding I/0s” are set to 0 and 1 respectively. Change these
values to those shown below:

Maximum Disk Size = 10000 sectors

# of Outstanding I/0s = 8 per target.

Note 1- lometer creates a file called “iobw.tst" in the iSCSI/FCoE LUN based on the value you enter in the "Maximum Disk Size" (and
runs the tests with this file size). If you use the default “0,” lometer will create a file equal to the size of your LUN. In this example,
since we used a value of 10000, a file of 5 MB was created.

Note 2 - In our testing, we tried various values for “# of Outstanding I/0s” and we found that "8" gave the optimal performance.
This number is dependent on the queue depth of your target.

|0 Iometer -]

_IJ STz Ale|&] o e |

B E NETAPPEPIZ &
= Worker 1
o Worker 2
= Worker 3
= worker 4
= Worker 5
= Workes 6
= Worker 7
=3 Worker 8
=9 Worker 3
) Warker 10
= worker 11
= Worker 12
= Worker 13
=9 Worker 14—
= Worker 15
= Worker 16
=t Worker 17

;O

(D*Tﬁw}ﬂmiuﬁsl Aum:Spwﬁ:mi Hss\.lsthyl Testdel

0@ COSDisk 1~ Mazimum Disk Size
O3 E2068 _ﬂW Seclors
0 G:103GE
r~ Starting Disk Sector————
0

~ # of Dulstanding 1/0s————

—F e

— Test Connection Rate

o j Transactions per connection

Figure 88
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7. Inthe “Disk Targets” section, select the disk target you want to run the tool against. In order to use more than 1 worker (which is
default), you need to select the disk target for each worker manually, as shown below.

lo Tometer =[] %]
=|a| =S vle|@] a k8] |
Tepalogy Disk Tarcets | Network Tup&xl_AmSpad‘naﬂmn | Resubs Display | Test Setup |
W T:Ig;s C:05Disk Maziroumn Disk Size _
= 2w |k =S

= Warker 4 Starting Disk Sector————
= Worker 5 1[} |
25 Worker 6 J

g b Hof Outstanding /0s———

=3 Worker 3 iS petiget |

=5 Worker 10

=3 Worker 11

=3 Worker 12

= Worker 13 - Test Connection Rate -

&3 Worker 14— - : :
5 worker 15 o ] _|:| Transactions per connection
&3 Worker 16

= Worker 17

) Worker 18
-— -
[P

Figure 89

8. Select the “Access Specifications” tab in the lometer window and select “New” to create a new test.

lo Iometer

Topology D&Im]"umk]m msmm]nmow|rwsm|

4 CEEAE
= E MNETAPPEPIOZ AI st ’ : =
=3 Worker 1 i 17 5128, 75% Read. 0% andom ] |
=3 Worker 2 i #1% 5128, 50% Read; 0% random
=3 Worker 3 £1% 5128, 25% Read; 0% random
- Watker 4 #.7 5128, 0% Read; 0% random
= Worker 5 212 4K 100% Read: 0% random
=3 Warker 6 4K 75% Read: 0% random
= Warker 7 1% K 50 Read: 0% random
= Worker 8 i1 dK; 25% Read; 0% random
= Worker 9 212 4K 0% Flead; 0% random
=3 Worker 10 - 312 16K; 100% Flead; 0% random
= Worker 11 : || |55 18K 75% Rread: 0% random
=3 Worker 12 212 16K, 50% Read: 0% random
= Worker 13 21 18K, 25% Read; 0% random
= Worker 14 — 212 16K; 0% Read; 0% random
= Worker 15 #,% 32K 100% Read: 0% random
=3 Worker 18 7 32K; 75% Read: 0% random _|
= Worker 17 1% 32K 50% Read: 0% random
ﬂworkene 35 32K zs‘znead. nx.m

B e |Df_| doveUp. | | Move Diowr |M" T j

Figure 90
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9. Inthe new window, specify the test you want to run. Below is a sample for 4 K 100% sequential read.

Edit Access Specification

4k - 100 read - 100 sex

S D“ﬂmw S—
‘ { | Disk Workers |

Size Access znead zﬂm w Bural| Algnment |

0ME 4KE OB 100 OME 4KB OB

i Transfer Request Size Percent of Access Specification Percent Flead/wiite Distribution

0%
Wiite

 Percent Random/S equential Distibut
J‘ TlmsfelDeLw—‘ {

Burst Length " Sector Boundaries

I @ o | | -

100% Jo
Se:_;uerlial

~ Reply Size
& NoReply

Clos e = o

Figure 91

10. Inour testing we used varying request sizes (4 KB to 1024 KB), and for all these request sizes we used the following
combinations:

=100% read - 100% sequential
=100% write - 100% sequential
=100% read - 100% random
=100% write - 100% random
=50% read - 100% sequential
=50% read - 100% random
*50% read - 50% random

lo Tometer

JJ BlSiE=| Ale|®] s8] ¢

otk Targets msmlnmwmlwsml

,ﬂ\AIManaqe‘: | = = | - Global Access Speci

= [, NETAPFEPIOZ | | i - : | e
=3 Worker 1 - 100 wwiibe - 100 zeq | 212 Dafault
) Worke: 2 / - 100 read - 100 rand | £1¢ 5128 100% Read; 0% randorr
25 Worker 3 / - 100 wite - 100 rand |  5128; 75% Read; 0% random
o Worker 4 | - 50 1ead - 100 seq | 1 5128; 50% Read; 0% random
= Worker 5 | +S0read - 100 sand | 2 5128; 25% Read: 0% random
2 Worker 6 | - B0 ead - 50 rand | £\ 5128; (% Flead; 0% random
=3 Worker 7 | - 100 read - 100 seq | 212 4K 100% Read; 0% random
=3 Woeker 8 | - 100 waite - 100 seq | < Add £ 4K 75% Read; 0% random
= Worker | - 100 read - 100 rand | — | |/ 4K:50% Read; 0% random
55 Worker 10 | - 100 wite - 100 12nd | _HEmEE R || 5 K 25% Read: 0% random
=3 Worker 11 | +50 tead - 100 zeq | 217 4K; 0% Rlead: 0% random
= Worker 12 - 50 read - 100 rand | 217 16K; 100% Read; 0% random
=) Worker 13 | ~50 read - 50 rand | “12 16K; 75% Read: 0% random
=3 Worker 14 | N 16k - 100 read - 100 seq | 1% 16K 50% Read; 0% random
= Worker 15 | : - 100 g | 1% 16K 25% Read; 0% random
2 Worker 16 | = : | 1% 1BK; 0% Riead; 0% random

aWolke: ? | | 2% 32K 100% Read; 0% random
)I

Figure 92
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11. On the lometer window, select the test setup section so that you can specify the test duration, ramp up time, etc. Figure 93
shows the sample.

|o Iometer

_JJJJJJ_LLLLJJJ

 Disk Taigets | Metwork Targets | Access Specifications | Flesubs Displa

B A Al Managers & | TestDescription
= S NETAPPEPIZ | | [EEE
= Worker 1

=3 Worker 2

=3 Worker 3 Run Time Ranp Up Time Murrber of Workers to Spawn Automaticaly
=3 Worker 4 |U Hours: * | Seconds - Disk. 1 MNetwork. 5
=3 Worker 5 " #of CPUs  #olCPUs |

=3 Worker & |2 Hiwaes

Rmdﬂw.h
=3 Worker 7 IIJ_ Seconds ("'IEI_ & lr

=3 Worker 8
=5 Worker 3
=3 Wotket 10  Cycling Oipti

=3 Worker 11 isiaksd
S Worker 12 [ Motmal - wun al selected targets for all workers.

2 Worke 13

5 Worker 14 : >
a%*:w snml'_' stat]l  End[

5 worke: 16 Step 7 Power [
E }'-:olke' ]E = |L:near Slepping |S.meaf Stepping IE&pnnemra] Stepping 'I
T |

Figure 93

12. After the setup, start the test by clicking on the green flag.

|o Iometer

JW@QQJ@M

" Disk Targels | Network Tangels | Am‘a‘peci‘:ml Flesults Display  Test et |

=, Al Managess Test Descmun

= &3 NETAPPERIO2
=3 Worket 1
= Workes 2 2
=) Worker 3 7 Run Time
E Worker 4 [0 Hous

o Worker 5 :

5 Worker 6 L
5 Worker 7 [0 Seconds
3 Worker 8
=3 Worker 9
=3 Worket 10 — Cycling Options

=3 Worker 11
= Worker 12 |Noln\d - nun all selected targets for all workers.

Workets Taigets [ ¥ of Outstaning /05
st [T stt[l | s e[
SteplT S i Power [

IL»r:ear Stepping d IL-rv:ar Stepping j I IExDonenlial Stepping j

Figure 94
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13. Figure 95 shows the results screen.

lo Iometer =[O x]
—~ E, —
w| | === v e8] o] 1E §] ¢
Topology Disk Targets | Metwork Targets | Access Specifications Rmbmplwhwsm]
.= Results Since— [~ Update F )
= ) NETAPPEPID1 < i
Ditag managers and workers Fel |
l:::urkk:r; hthwm‘ Startof Test e i '.I iy fEa Py
23 worker to the progress bar of your choice. | © Last Update 2 3 4 5 10 15 30 45 60 90
= Worker 3
= Worker 4 Display
= Worker 5 AllM 222651 10000
=5 Worker 6 Totall/0s per Second 1 % j
=) Worker 7 AllM 113.28 10000
S Worke 8 Total MBs per Second ] i
=3 Worker 3
55 Worker 10
S votartt || | Avmaoa 0 esporse Tie ) 1% 2
=3 Worker 12
il 127.8339
o Ofker
5 Worker 14— Mmlﬂﬂme[me]]i ﬂ
55 Worker 15 AlM 201% 10%
3 Worker 16 % CPU Utization (total ]ﬁ 2
= Worker 17 AlM 0 10
\'4" kef13

2 wor Total Error Count | 2l

1| | i

Figure 95

iSCSI Functionality and Performance Results

The iSCSI native OS initiator running over a 10 GbE end-to-end solution was fully functional and performed very well.

iSCSI : lometer - 100% Read/100% Sequential
1250 100
- 90
ﬁmoo . - 80 g
8 L 70 =
@ 2
= 750 - o0 %
3 50 =
2 5
20 500 - S40 2
o @)
£ Uy
250 20 <
- 10
0 -0
4 16 32 64 128 256 512 1024
Request Size (KB)
s Throughput (MEps) == Az, CPU ULl {%5)
Figure 96
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iSCSI : lometer - 100% Read/100% Random
1250 100

- 90
ﬁmoo . - 80 g
a L 70 €
@ 2
= 750 - o0 %
3 Cs0 T
2 5
20 500 - S40 2
o @)
£ vy
250 20 <

- 10

0 -0

4 8 16 32 64 128 256 512 1024
Request Size (KB)
mm Throughput {MEps) == Az, CPU Uil (%5)
Figure 97

Throughput approached the 10 Gbps line rate for the 100% read tests at block sizes of 8 KB and above. Processor utilization peaked
~37% for the 4 KB block size, and declined to ~7% for the larger block sizes. No difference was observed for random vs. sequential
access patterns. This is attributable to the large Flash Cache in the NetApp system.

iSCSI : lometer - 100% Write/100% Sequential
1250 100
- 90
ﬁmoo . - 80 g
a L 70 =
@ 2
= 750 - o0 %
3 Ls0 T
s 5
20 500 - -40 2
o @)
£ oy
250 -20 <
- 10
0 -0
4 8 16 32 64 128 256 512 1024
Request Size (KB)
mm Throughput {IMEps) == Az, CPU Uil (%)

Figure 98
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1250

1000

750

500

Throughput (MBps)

250

iSCSI : lometer - 100% Write/100% Random

8 16 32 64 128 256 512 1024
Request Size (KB)

mm Throughput {MEps) == Avg. CPU ULl {%5)

100
90
80
70
60
50
10
30
20
10

Avg. CPU Utilization (%)

Figure 99

Throughput approached line rate for the 100% write tests at block sizes of 32 KB and above. Processor utilization peaked ~33%
for the 4 KB block size, and declined to ~5% for the larger block sizes. No difference was observed for random vs. sequential access

patterns. This is attributable to the large Flash Cache in the NetApp system.

2500

2000

1500

Throughput (MBps)
)
[=]
[=]

500

iSCSI : lometer - 50% Read/100% Sequential

8 16 32 64 128 256 512 1024
Request Size (KB)

s Throughput (MEBps) == Avg. CPU Uil {%5)

100
90
80
70
60
50
10
30
20
10

Avg. CPU Utilization (%)

Figure 100
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iSCSI : lometer - 50% Read/100% Random
2500 100
- 90
ﬁzooo 80 g
e L 70 =
@ 8
21500 - - 60 ®
= N
3 L 50 S
2 5
291000 - -40 2
e @)
E - 30 °>°
500 -20 <
- 10
0 - -0
4 8 16 32 64 128 256 512 1024
Request Size (KB)
mm Throughput (MEps) == Avg. CPU ULl {%5)
Figure 101
iSCSI: lometer - 50% Read/50% Random
2500 100
- 90
ﬁzooo 80 g
a L 70 =
=] 8
2 1500 - o0 F
3 Ls0 T
£ 5
201000 - Sa0 2
o @)
£ oy
500 -20 <
- 10
0 - -0
4 8 16 32 64 128 256 512 1024
Request Size (KB)
m Throughput {MEps) == Avg. CPU Uil (%)
Figure 102
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Throughput peaked at ~1900 MB/sec in the read/write 50% tests even though read and write individually both peaked at over 1100
MB/sec. We are not sure why read/write is below the sum of read and write individually. We will have to do some more performance
tuning to optimize this. Processor utilization peaked ~39% for the 4 KB block size and declined to ~9% for the larger block sizes. No

Intel® Cloud Builders Guide for NetApp* Unified Networking and Storage: 10 GbE FCoE and iSCSI

difference was observed for random vs. sequential access patterns. This is attributable to the large Flash Cache in the NetApp system.

FCoE Functionality & Performance Results

The FCoE native OS initiator running over a 10 GbE end-to-end solution was fully functional and performed very well.

FCoE : lometer - 100% Read/100% Sequential

1250 100
90
.....1000 B 820 g
a 70 =
@ .0
2 750 60 &
5 50 ¢_;
b =)
20 500 s 2
o ]
E 30 g?
250 20 <
10
0 0
4 8 16 32 64 128 256 512 1024
Request Size (KB)
s Throughput (MEps) == Avg. CPU Util {%2)
Figure 103
FCoE : lometer - 100% Read/100% Random
1250 100
90
.....1000 820 g
a 70 =
@ .0
2 750 60
5 50 E
£ 5
20 500 w 2
o ]
E 30 g?
250 20 <
10
0 0
4 8 16 32 64 128 256 512 1024
Request Size (KB)
mm Throughput {MEps) == Avg. CPU Uil {%5)
Figure 104
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Throughput approached the 10 Gbps line rate for the 100% read tests at block sizes of 8 KB and above. Processor utilization peaked
~37% for the 4 KB block size, and declined to ~2% for the larger block sizes. No difference was observed for random vs. sequential
access patterns. This is attributable to the large Flash Cache in the NetApp system.

FCoE : lometer - 100% Write/100% Sequential
1250 100
- 90
ﬂ1000 . - 80 g
a L 70 =
@ 2
= 750 - o0 %
3 50 =
£ 5
20 500 - -4 2
o @)
£ Uy
250 20 <
- 10
0 -0
4 8 16 32 64 128 256 512 1024
Request Size (KB)
mm Throughput {MEBEps) == Avg. CPU Util (%)
Figure 105
FCoE : lometer - 100% Write/100% Random
1250 100
- 90
ﬁ1000 . - 80 g
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Throughput approached line rate for the 100% write tests at block sizes of 32 KB and above. Processor utilization peaked ~22%
for the 4 KB block size, and declined to ~2% for the larger block sizes. No difference was observed for random vs. sequential access
patterns. This is attributable to the large Flash Cache in the NetApp system.
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Throughput peaked at ~2200 MB/sec in the read/write 50% tests. This result is nearly the sum of our individual read and write test
results, which is better than the iSCSI test. Processor utilization peaked ~30% for the 4 KB block size, and declined to ~4% for the
larger block sizes. No difference was observed for random vs. sequential access patterns. This is attributable to the large Flash Cache
in the NetApp system.

Analysis
Both the iSCSI and FCoE native OS initiators running over a 10 GbE end-to-end solution were fully functional and performed very well.

Throughput approached the 10 Gbps line rate for the 100% read tests at block sizes of 8 KB and above.
Throughput approached line rate for the 100% write tests at block sizes of 32 KB and above.

Throughput peaked at ~2200 MB/sec in the read/write 50% tests for FCoE, but only ~1900 MB/sec for iSCSI. This may be attributable
to the TCP/IP stack overhead and possibly reflects an imperfectly tuned system. We continue to work on improvement of this result
now.

Processor utilization on the server was somewhat higher for the iSCSI cases. This may be attributable to the TCP/IP stack overhead
and possibly reflects an imperfectly tuned system.

No difference was observed for random vs. sequential access patterns. This is attributable to the large Flash Cache in the NetApp
system.

One key factor in the success of native OS initiator solutions for unified networking is the substantially increased processing
performance of the Intel® Xeon® processor 5500 & 5600 series product lines available for the last few years. Another key factor is
the performance optimization in the latest Intel X520 series of NICs. These devices provide hardware support to spread the network
processing load across the many cores of modern server platforms. They also have protocol specific hardware optimizations for both
iSCSI and FCoE.

Because the test bed was available to us for only a few weeks, we could not do all of the tests and performance tuning that we would
have liked to do. However, we have demonstrated near 10 Gbps line speed performance for both iSCSI and FCoE.
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Next Steps

Following this research, next steps
include:

= Optimization of tuning in iSCSI cases to
maximize performance

= Configuration of NFS & CIFS protocols:
testing & comparison with iSCSI & FCoE
results

= Extension of testing to other 0S & VMM
environments beyond Windows 2008

= Extension of testing to multipath topol-
ogies to find the maximum performance
possible

Conclusion

The simplicity, flexibility, and familiarity
of the 10 Gigabit Ethernet make it the
ideal fabric for a unified data center
network fabric. It enables new compute
deployment models, including that of
cloud computing, which will deliver more
intelligent, responsive data centers, and
greater business agility. Through their
product and industry leadership, Intel and
NetApp help IT organizations transition
to 10 GbE and build next-generation data
center infrastructures.

Users have a choice of several viable
options for unified networking protocols
running on 10 GbE. All of these choices run
very well with native OS initiators running
on standard 10 GbE NICs. The use of
native OS initiator solutions and standard
NICs for unified networking delivers
cost-effective solutions, ubiquitous
deployment, and flexible choices of
protocols.

We encourage the reader to explore 10
GDbE unified networking in their own labs
to determine the best choices for their
own applications and environments.

Additional Information

1. Intel® Ethernet X520 Server
Adapters: http://www.intel.com/
Products/Server/Adapters/X520/
ethernet-X520-overview.htm

2. Intel® Xeon® Processor Family: http://
www.intel.com/itcenter/products/
xeon/index.htm

3. Intel® Server System SR2600UR:
http://www.intel.com/products/
server/systems/sr2600ur/sr2600ur-
overview.htm

4, NetApp SnapDrive* admin guide:
http://now.netapp.com/knowledge/
docs/snapdrive/relsnap63/pdfs/
admin.pdf

5. NetApp RAID-DP*; http://www.
netapp.com/us/products/platform-os/
raid-dp.html ; http://www.netapp.
com/us/library/technical-reports/tr-
3298.html

6. NetApp Flash Cache*: http:/
www.netapp.com/us/products/
storage-systems/flash-cache/

7. Data Center Bridging: http://www.
ieee802.0rg/1/pages/dcbridges.html

8. Fibre Channel over Ethernet: http://
en.wikipedia.org/wiki/FCoE

9. Open FCoE: http://open-fcoe.org/

10. Internet Small Computer System
Interface: http://en.wikipedia.org/
wiki/lscsi

Appendix A: NetApp Command Line
Setup

For CLI command reference see http://
now.netapp.com/NOW/knowledge/docs/
ontap/rel80/pdfs/ontap/cmdref1.pdf and
http://now.netapp.com/NOW/knowledge/
docs/ontap/rel80/pdfs/ontap/cmdref2.
pdf. Below are the Data ONTAP command-
line equivalents to the FilerView-based

setup dialogues found in the “NetApp
Environment Setup” section of this
document.

iSCSI interface management:

> iscsi interface disable
e2b

> iscsi interface enable eOc
Aggregate creation:
> aggr create -t EPIaggr2
raid dp 3
Volume creation:

> vol create EPIVol0l EPI-
Aggr2 42M

Igroup creation and population (FCoE)

> igroup create -f -t win-
dows EPI-FCoE-Initiator-
Group

> igroup add EPI-

FCoE-Initiator-Group
20:64:00:1b:21:56f:c7:db

Igroup creation and population (iSCSI)

> igroup create -I -t win-
dows EPI-iSCSI-Initiator-
Group

> igroup add EPI-iSCSI-Ini-
tiator-Group ign.1991-05.
com.microsoft:netappepill

LUN creation and mapping (FCoE)

> lun create -s 20G -t win-
dows-2008 -o noreserve /vol/
vol7/netappepiOl fcoe

> lun map /vol/vol7/netap-
pepiOl fcoe EPI-FCoE-Initia-
tor-Group 0

LUN creation and mapping (iSCSI)

> lun create -s 20G -t win-
dows-2008 -o noreserve /vol/
vol7/netappepi02-iSCST

> lun map /vol/vol7/netappe-
pi01-iSCSI EPI-iSCSI-Initia-
tor-Group 0
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Appendix B: NetApp Jumbo Frame Confirmation through GUI
1. Select “Manage Interfaces” under Network from the left menu of FilerView > “Select Modify” to view or change parameters of the

interface.
FilerView®
Manage Network Interfaces @
Natwos —+ Manage Intarisces
1Add a New Virual Interface] [Show All Interface Detalis]
Add a New
o Down oaty upD:
= ue ez esty U,
) s o8z oty
= Goun - esty
s ue s Meaty
wa Dawn Meaity
= Comn Moty
Configure w Doen = ity
Manage interfaces —— & i O L Us Do
A4 Vitusl Intertace = ue 182.168.42.112 Moty 2 Down
Manage Hosts Fie i [ 150.188.41.113 Mgty Us Down
R it e v v 152 ez e sty s Down
Configure Host Name B U ez oaty —
Resoutian (DHS & NS) v v [EXER = =
+ Security (7"
* Secure Admin 7/ [ Refrash |
5 NOMP —
Figure 110
2. Interface e3a shows that jumbo frames are on.
FilerView®
“ I €T Aves
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IP Address. W2 164111 @
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Netmask: 255255 255 ¥l
Enter the sutnet mask for this intertace.
Broadcast: @
Enter the Broadcast address of this iterface. If left biank, the defaull is used The current broadcast address is on. -
Media Type: Auto-negotiate 7
Choose the media type of this inberface. Inferface e3a is currently operating wih a media type of 10g_twinax- fd (negotisted).
MTU size: 9000 @
The MTU size cannet be modified on this mterface. \—_—/]
Flowcontrol - -8
Select the flowcontrol value for this mberface :
Trusted: 19 Trust @
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Figure 111
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3. Toview all network interface parameter settings, select “Show All Interface Details” from the Manage Network Interface window.

FilerView®

Manage Network Interfaces @
Nt b Manage Intetacas
[Add a New VLAN]
i Bown -
- ue 21082173
ola Up 10.18.283.257
s Deen =
e e 1210841 118
e Deen z
) Doan =
- Cown -
) ur
LX) ue
Manage Hosts Fie fad v
Manage Net Groups ”= ue
Canfigure Host Hame e ™
Resolution (DNS & NIS) r ™ = =
+ Security 7
+ Secure Admin 7/
» NDMP 7.
o sump 7
Figure 112

FilerView®
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Endnotes

1. Source: Intel estimates as of January
2010. Performance comparison using
SPECjbb*2005 bops (business operations
per second). Results have been estimated
based on internal Intel analysis and are
provided for informational purposes only.
Any difference in system hardware or
software design or configuration may
affect actual performance.

2.1DC, “Server Workloads Forecast,” 2009.
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3.IDC, “The Internet Reaches Late
Adolescence,” December 2009.

4, 8x Network: 800 terabytes per second
of IP traffic estimated on internal Intel
analysis “Network Supply/Demand
2010-2020" forecast; 16x Storage: 60
exabytes of data stored from Barclays
Capital “Storage Bits” September 2009,
extrapolation by Intel for 2015; 20x
Compute: Intel internal long-range
planning forecast.

5.IDC WW Storage Systems Tracker,
December 2009

6. “Multiple Connections per Session
(MCS) support is defined in the iSCSI RFC
to allow multiple TCP/IP connections
from the initiator to the target for the
same iSCSI session. This is iSCSI protocol
specific. This allows 1/0 to be sent over
either TCP/IP connection to the target. If
one connection fails, another connection
can continue processing I/0 without
interrupting the application. Note that not
all iSCSI targets support MCS."
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To learn more about deployment of cloud solutions,
visit www.intel.com/cloudbuilders
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